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 ห//  _  : �ลN@/#?P/R'   ` 

 ห//  ` : �@1�? #APค1��@1Oล>�@1�? ห@1>&&คอ/พB/N!อ1์Oล>อF'�1�์'1>�อ&   f 

 ห//  a : �@1ค/&คF/�@1N�O@"D�ห1Eอ�@1Q�O�@%1>&&2@12%N#0   g 

 ห//  b : �@1&1Bห@1�? �@12B#$B�@1Q�O�@%1>&&Oล>1ห?2(N@% _a 

 ห//  c : �@121O@�ค/@//?P%ค�'ลอ .?0#@��@0.@พOล>2BP�O/ ลOอ/ _c 

 ห//  d : �@1&1Bห@1�? �@1 O@%�@12EPอ2@1Oล>�@1 AN%B%�@%�อ�Nค1Eอ�N@02@12%N#0 _g 

 ห//  e : �@1'้อ��?%�F คA2?P�R/NพD�'1>2�ค์ `_ 

 ห//  f : �@1�? �@1N�O@"D��Oอ/Gล2@12%N#0Oล>P'1O�1/'1>0F�!์ `` 

 ห//  g : �@1&1Bห@1�? �@1�@1N�O@"D�1>&&Nค1Eอ�N@02EPอ2@1�Oอ/Gล `d 

 ห//  _^ : �@1ค/&คF/�@1พ?�%@ห1Eอ�? ห@1>&&�@% a_ 

 ห//  __ : �@1&1Bห@1�? �@1�@1N�O@"D�Nค1EPอ�คอ/พB/N!อ1์#CPQหO&1B�@1 (Server) a` 
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 ห//  _c : �@1Q�O�@%Nค1EPอ�คอ/พB/N!อ1์O&&พ�พ@ ae 

 ห//  _d : �@1Q�O�@%อB%N#อ1์N%O! ag 

 ห//  _e : �@1Q�O�@%� ห/@0อBNลO�#1อ%B�2์ b_ 

 ห//  _f : �@1Q�O�@%#1?พ0์2B%#@�'ัญญ@ ba 

 ห//  _g : �@1ค/&คF/�@1N�O@"D�1>&&Nค1Eอ�N@0R1O2@0 bb 

 ห//  `^ : 1>&&2A1อ�Oล>O(%N!1C0/ค/@/พ1Oอ/�1�C�F�N�B% bc 

 ห//  `_ : �@1!1/�2อ&Oล>'1>N/B%ค/@/N2CP0� O@%ค/@//?P%ค�'ลอ .?01>&&2@12%N#0 bf 

 ห//  `` : �@1&1Bห@1�? �@1Nห!F�@1�์ O@%ค/@//?P%ค�'ลอ .?0 bg 

 ห//  `a : �@1&1Bห@1ค/@/!NอN%EPอ�Q% O@%ค/@//?P%ค�'ลอ .?0�อ�1>&&2@12%N#0 c^ 

 ห//  `b : �@11?�1@ค/@//?P%ค�'ลอ .?0�อ�1>&&2@12%N#0 c^ 

 ห//  `c : �@1'1>�F/(N@%2EPออBNลO�#1อ%B�2์ c_ 

 ห//  `d : �@1'�B&?!B1@��@1#@�อBNลO�#1อ%B�2์ c` 

 ห//  `e : �@1คFO/ค1อ��Oอ/Gล2N/%&Fคคล cc 

 ห//  `f : �@121O@�ค/@/!1>ห%?�1GOQ%N1EPอ��@11?�1@ค/@/'ลอ .?0�อ�1>&&2@12%N#0 cd 

 ห//  `g : ห%O@#CPOล>ค/@/1?&(B �อ& ce 

 ห//  a^ : ห%N/0Pค1�21O@�พEQ%�@%2Aค?ญ#@�2@12%N#0 (CII) cf 

 ห//  a_ : Nอ�2@1อO@�อB� d` 
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/N4�O/$�4%%3�14ค/4##3P�ค��'/�"3$%2��24%2�N�0�/��/��3 �� 

 .0. `cde 

 

 N 9P/QหO�4%%3�14ค/4#�'/�"3$%2��24%2�N�0�/��/��3 ��N�็�R��O/$ค/4#N%7$�%O/$
O'2#7�%226��6"4  P�$/403$/5�4��4#ค/4#Q� #4�%4 bb OหN� %>%@��?��?�B�@%%?�1@ค/@##? P�ค�
�'/�"?$R�N�/%์  .0. `cd` �%2�/��3�#4�%4 c /%%คห�8P� O'2#4�%4 `b /%%คห�8P� OหN� %>%@��?��?�B
�?�%>N�C$�%@��@%�%>�%/��'@Pห#  .0. `cc_ O'>�O/ g �/��O/�?�ค?��%>�%/��'@Pห#/N@�O/$�@%2?P��@%
O'>�%>�@2?# ?��์  .0. `c`e �GO�?��@�@%�ห@%�� �D�/@�%>N�C$�R/O �?��N/R��CQ 
 �O/ _ %2N�7$��7QN%7$�/N4 <%2N�7$��/��3 �� /N4�O/$�4%%3�14ค/4##3P�ค��'/�"3$%2��
24%2�N�0�/��/��3 ��  .0. `cde= 

 �O/ ` %2N�7$��7QQหOQ�O�3�ค3��3Q�O�N�3��7QN�็��O�R� 

  �O/ a QหO$�N'B�%>N�C$��/��? �� /N@�O/$�@%%?�1@ค/@#�'/�"?$�/��? �� (��?��CP `) 
 .0. `cd^ O'>�%%�@%>N�C$�O'>คA2? P�/E P�Q�Q�2N/��C P�Aห��R/OO'O/  �D P��?�ห%E/O$O��?�%>N�C$��CQ 
QหOQ�O%>N�C$��CQO�� P�$$D��E/QหO/$GN"@$Q�O�� %>N�C$� ��ห#@$�CPN�CP$/�O/��?��CQ 
   a._  %>%@��&1�C�@�Aห��ห'?�N���์O'>/B�C�@%Q��@%�A�F%�%%#�@�/BN'O��%/�B�2์
"@ค%?�  .0. `cbg 

   a.`  %>%@��?��?�B�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์  .0. `cd` 

   a.a  %>%@��?��?�BคFO#ค%/��O/#G'2N/��Fคค'  .0.2562 

   a.b %>N�C$��/��? ��/N@�O/$�@%%?�1@ค/@#�'/�"?$�/��? ��  .0. `cda 

   a.c  %>%@��Aห��/N@�O/$�@%�%>�F#�N@�2EP//BN'O��%/�B�2์  .0. `cda 

   a.d �%>�@0�%>�%/��B�B�?'N EP/N0%1��B�O'>2?�ค# N%EP/� #@�%�@��@%%?�1@
ค/@##?P�ค��'/�"?$�/��@%�%>�F#�N@�2EP//BN'O��%/�B�2์  .0. `cda 

   a.e %>N�C$�2A�?��@$�%?�#��%C/N@�O/$�@�2@%�%%� ��?��CP b  .0. `cdb 

   a.f  %>%@��?��?�B�@%��B�?�B%@��@%�@�/BN'O��%/�B�2์  .0. `cdc 
   a.g �%>�@0ค�>�%%#�@%�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์OหN��@�B N%EP/� 
�P$�@$O'>O����B�?�B�@%/N@�O/$�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ ( .0. `cdc - `ce^) 
 �O/ b %2N�7$��7QQหOQ�O�3�ค3�O�N2N/�%4��4% �O4%4��4%  �3��4��O4%4��4% O'2';��O4�  
�7P#7�4%��6�3�6N�7P$/�3�%2��24%2�N�0 %/#�3Q��:คค'"4$�/��7PN�O4#4�5N�6��4%N�7P$/�3�%2��24%2�N�0�/��/��3 �� 
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ห//   _ 

�ลN@/#?P/R' 
 

 �O/ c ค5�6$4#Q�%2N�7$��7Q 
  c._ %2��24%2�N�0 (Information System) ห#4$�8� %2���N4/24%�/��/��3 �� 
�7P�5N/4N�คP�P'$7�/�%2��ค/# 6/N�/%์O'2%2��29P/24% #4�N/$Q��4%2%O4�24%2�N�0�/��/��3 ��  
O'224#4%��524%2�N�0#4Q�OQ��4%/4�O�� �4%�%6ห4% �4% 3��4 ค/�ค:# %/#�3Q�O�/�4�ห%9/%2N�7$���6�3�6
Q��4%Q�O/:��%�์Nห'N4�7Q �8P�#7/�ค์�%2�/��3��7Q 
   c._._ %2��ค/# 6/N�/%์ (Computer System) ห#4$�8� %2���7P�%2�/��O/$
04%์�O/%์ (Hardware) �/!�์O/%์ (Software) O'2�:ค'4�%�4�ค/# 6/N�/%์ (Peopleware) 
   c._.` Nค%9/�N4$ค/# 6/N�/%์ (Computer Network) ห#4$�8� �4%�6��N/29P/24% 
ห%9/�4%%3� - 2N��O/#;'%2ห/N4�%2��24%2�N�0"4$Q��/��3 ��O'2ห�N/$�4�/9P� N �7PN�7P$/�O/��3��/��3 �� 

   c._.a 24%2�N�0 (Information) ห#4$�8� �O/N�O��%6��7PR�O�4��4%2�3��O/#;'
QหO#7ค/4#ห#4$P�$�N4��4%�%2#/'�' �4%�3�%2N�7$�QหO�O/#;'�8P�/4�/$;NQ�%;��/� �3/N'� �O/ค/4#ห%9/ "4 �%4!!>�
�7P�;OQ�O24#4%�N�O4Q�R�O�N4$O'224#4%��5R�Q�O�%2P$��์Q��4%�%6ห4%�4%/4�O���4%�3�26�Q� O'2/9P� N 

  c.` ��ห#4$/6N'O��%/�6�2์ (Electronic Mail : E-mail) ห#4$�8� �4%%3�2N��O/#;'
�N4�/6�N�/%์N�O�ห%9//6��%4N�O� P�$�9P/�7PQ�OQ��4%%3�2N���ห#4$/6N'O��%/�6�2์ �2#7%;�O���8P��%2�/�R��O/$ 
` 2N/� ค9/ �9P/�;OQ�O O'2�9P/P�N#� N�N� user@rta.mi.th N�็��O� 

  c.a �;OQ�O�4� (User) ห#4$�8� �O4%4��4%  �3��4�%4��4% O'2';��O4��/��/��3 ��
�7P��6�3�6�4�N�7P$/�3�%2��24%2�N�0�/��3 �� %/#�8��:คค'"4$�/��7Pห�N/$�4�/�:�4�QหON�O4#4�5N�6��4%
N�7P$/�3�%2��24%2�N�0�/��/��3 �� 

  c.b �;O�;O'%2�� (System Administrator) ห#4$�8� �4$�ห4%23��4�3�%�7P��6�3�6�4�
Q�%2��24%2�N�0�/��/��3 ��ห%9/�;O�7PR�O%3�#/�ห#4$�4��;O�3�ค3��3��4QหON�็��;O�;O'%2��24%2�N�0�/�ห�N/$�4��3Q� N 

  c.c �;O�;O'Nค%9/�N4$ (Network Administrator) ห#4$�8� �4$�ห4%23��4�3�%�7P��6�3�6�4�
Q�%2��24%2�N�0�/��/��3 ��ห%9/�;O�7PR�O%3�#/�ห#4$�4��;O�3�ค3��3��4QหON�็��;O�;O'Nค%9/�N4$24%2�N�0
�/�ห�N/$�4��3Q� N 

  c.d �;O�;O'�4��O/#;' (Database Administrator) ห#4$�8� �4$�ห4%23��4�3�%
�7P��6�3�6�4�Q�%2��24%2�N�0�/��/��3 ��ห%9/�;O�7PR�O%3�#/�ห#4$�4��;O�3�ค3��3��4QหON�็��;O�;O'�4��O/#;' 

  c.e �;O�3�ค3��3��4 ห#4$�8� ห3/ห�O4ห�N/$�4��/��;O��6�3�6ห�O4�7PQ�%2��24%2�N�0
�/��/��3 �� 

  c.f ค/4##3P�ค��'/�"3$�O4�24%2�N�0 ห#4$ค/4#/N4 ค/4##3P�ค�O'2ค/4#�'/�"3$
Q��%6���/� �4%%3�14ค/4#'3� ค/4#N�9P/�9/R�O O'2ค/4# %O/#Q�O�4��/��O/#;' 25ห%3�%2��24%2�N�0�/��/��3 �� 

 



-  a  - 
 

  c.g �%3 $์26�24%2�N�0 ห#4$ค/4#/N4 
   c.g._ %2��Nค%9/�N4$ค/# 6/N�/%์ %2��ค/# 6/N�/%์ %2���4�ค/# 6/N�/%์ 
O'2%2��24%2�N�0 

   c.g.` �3/Nค%9P/�ค/# 6/N�/%์ /:��%�์ค/# 6/N�/%์ Nค%9P/��3��8��O/#;' 
O'2/:��%�์/9P�Q��7P#7Q�OQ�%2�� 

   c.g.a �O/#;'24%2�N�0 �O/#;'/6N'O��%/�6�2์ O'2�O/#;'ค/# 6/N�/%์ 

  c._^ ค/4##3P�ค��'/�"3$�/�%2��24%2�N�0 (Information Security) ห#4$ค/4#/N4 
�4%�O/��3��%3 $์26�24%2�N�0 �4��4%N�O4�8� Q�ON�>�N�$ �3��/4� N�'7P$�O�'� O�OR� �5QหO2;�ห4$ �5QหON27$ห4$  
�;��5'4$ ห%9/'N/�%;O P�$#6�/� 

  c.__ ค/4##3P�ค��'/�"3$�O4��4$"4  (Physical Security) ห#4$ค/4#/N4  
�4%�3�QหO#7�P$�4$ #4�%�4% ห'3�N���์ ห%9/�%2�/��4%Q� N N 9P/�5#4Q�O�O/��3� �%3 $์26�24%2�N�0 

26P��';�2%O4� ห%9/�%3 $์26�/9P�Q��4��4%ค:�ค4#�/��:คค' "3$�%%#�4�6 /:�3�6"3$ ห%9/"3$�4��4$"4 /9P� 

  c._` Nห�:�4%�์�O4�ค/4##3 P�ค��'/�"3$ (Security Incidents) ห#4$�8� 
Nห�:�4%�์�7PN�6��8Q��3�%2��ค/# 6/N�/%์O'2Nค%9/�N4$ค/# 6/N�/%์�/��/��3 ��ห%9/Nห�:�4%�์�7P2�23$/N4  

�2N�็��:�/N/�ห%9//4�2%O4�ค/4#N27$ห4$R�OQ��7P2:��8P�/4�2N��'QหO 
   c._`._ N�6��4%ห$:��2�3��N/�%2�/��4%ห%9/�3Q��/��4%��6�3�6�4�25ค3� 
N�N� %2��24%2�N�0�/�ห�N/$N�6��4%ห$:��2�3� N�็��O� 

   c._`.` N�็��4%'2N#6��P$�4$ค/4##3P�ค��'/�"3$�/��/��3 �� 

   c._`.a N�็��4%'2N#6��N/��ห#4$ %2N�7$� �O/�3�ค3� ห%9/�O/�5ห���N4� N �7P�5ห��R/O 
   c._`.b N�6�"4 '3�1�์�7PR#N�7�N/�/��3 ��ห%9/�5QหO2;�N27$�9P/N27$� N�N� 
�4%R�P 2�์�O/ค/4# 4� 6��8��/��3 ��Q�N/O�R��์"4$�/��8P��5QหON�6�ค/4#N27$ห4$�N/�9P/N27$��/��/��3 �� N�็��O� 

   c._`.c �3//$N4��/�Nห�:�4%�์�O4�ค/4##3P�ค��'/�"3$ R�OO�N P�%O�%#
R#N 8��%22�ค์ �4% ��:�/N/�Q��/!�์O/%์ %2���4� ห%9/04%์�O/%์�7PQ�O�4� �4%O�O�N�9/��/�%2���O/��3��4%�:�%:�
%2���;��:�%:��4�Nค%9/�N4$ �O/#;'25ค3��;�N�'7P$�O�'� ห%9/2;�ห4$ ห�O4N/O�R��์�;�N�'7P$�O�'� �4%N�>�N�$�O/#;'25ค3�
P�$R#NR�O%3�/�:�4� �4%Q�O�%3 $4�%�/�ห�N/$�4��6�/3��:�%22�ค์ N�N� �4%Q�ONค%9/�N4$�/�ห�N/$�@�N EP/�%>�A�@%�CP�?��N/ 
 %>%@��?��?�B/N@�O/$�@%�%>�Aค/@#�B�N�CP$/�?�ค/# B/N�/%์  .0. `cc  ̂O'>  %>%@��?��?�B /N@�O/$�@%�%>�O@ค/@#�B�
N�CP$/�?�ค/# B/N�/%์ (��?��CP )̀  .0. `cd  ̂N 9P/�%2�5�4%�7P�3��N/ค/4#2��N%7$�%O/$ห%9/07'�%%#/3��7�/��%2�4�� 
N 9P/�%2�5�4%/3�#7'3�1�2N�็��4%'2N#6��%3 $์26��4��ั��4 N 9P/�5�4%2N��O/#;'�7P#7'3�1�2N�็���ห#4$';�P�N 
N�็��O� %2���;�P�#�7��R#N24#4%�QหO�%6�4%R�O %2�� /:��%�์ 04%์�O/%์ ห%9/�%3 $์26�Q�%2��24%2�N�0/9P� N 
�;��P#$ �4%O/��6��3Q��/!�์O/%์N 9P/�3��P#$�O/#;'ห%9/�3��;�O/#;'Q�Nค%9/�N4$�/��/��3 �� �4%ห$:��2�3�
�/�%2��ค/# 6/N�/%์O'2Nค%9/�N4$ ห%9/Nห�:�4%�์/9P� N �7PN�็��4%'2N#6�%2N�7$���3��7Q 
   c._`.d �3//$N4��/�Nห�:�4%�์�7PN�็��:�/N/� R�OO�N �%2�;0;�$์ค/# 6/N�/%์
R#N24#4%��>�QหO2�6�R�O %2��24%2�N�0�/�ห�N/$#7�N/��4�/9P�Q��4%N�O42;N%2��R�OP�$R#N�N4��4% 62;��์�3/���4#���6 
N�O4ห�O4�7P%3�14ค/4#�'/�"3$�/�ห�N/$R#NN�O#�/�ห%9/'2N'$�4%��6�3�6ห�O4�7P �:คค'"4$�/�24#4%�N�6��4#N�O4ห�O4�7P
N�O4หO/�%2��24%2�N�0�/�ห�N/$P�$R#N#7�4%O'��3�%�N4� �:คค'"4$�/�R#NR�O'��9P/�N/�N�O40;�$์ค/# 6/N�/%์�/�ห�N/$ 
N�O4ห�O4�7PR#N#7�4%%2�:�3/���N/��7P�2N�O4�8�หO/�%2��24%2�N�0�/�ห�N/$�3Q� 



-  b  - 
 

   c._`.e Nห�:�4%�์�O4�ค/4##3P�ค��'/�"3$ห%9/Nห�:�4%�์�7PN�็��:�/N/�
�5N�็��O/�R�O%3�%4$�4��4��;OQ�O�4�N 9P/QหO#7�4%�3��4%�3�Nห�:�4%�์Nห'N4�3Q�/$N4�Nห#422#R�O�'O'2�3��N/��7 
  c._a �%3 $์26��4��ั��4 ห#4$�8� �'�4�/3�N�6��4�ค/4#ค6�2%O4�2%%ค์�/�#�:1$์ 
�%3 $์26��4��ั��4N�็��%3 $์26�/7���6�ห�8P��7P�/�Nห�9/�4�23�ห4%6#�%3 $์�3P�ค9/�%3 $์26��7P24#4%�Nค'9P/�$O4$R�O 
N�N� �4.6�4 %�$��์ P�P2 N�็��O� O'2/23�ห4%6#�%3 $์ ค9/�%3 $์26��7PR#N24#4%�Nค'9P/�$O4$R�O N�N� �O4� �7P�6� N�็��O� 
�8P��%3 $์26��4��ั��4 R�OO�N 
   c._a._ '6�26��6N (Copyright) 
   c._a.` 26��6�3�% (Patent) 
   c._a.a Nค%9P/�ห#4$�4%คO4 (Trademark) 
   c._a.b O���3�";#6�/�/��%%/# (Layout - Designs of Integrated Circuit) 
   c._a.c ค/4#'3��4��4%คO4 (Trade Secrets) 
   c._a.d 26P��N��7Q�4�";#6042�%์ (Geographical Indication) 
  c._b 26��%3 $์ ห#4$�8� �%3 $์26�ห%9/26P�Q��O�4#�3Q��7P#7�3/��O'2R#N#7�3/��/3�#7#;'คN4
ห%9/ค:�คN4 R�OO�N �O/#;' %2���O/#;' O'226��%3 $์�O4�N�คP�P'$724%2�N�0O'2�4%29P/24% /4�6 �:ค'4�% 04%์�O/%์ 
�/!�์O/%์ ค/# 6/N�/%์ Nค%9P/�ค/# 6/N�/%์O#N�N4$ %2��24%2�N�0 %2��Nค%9/�N4$ /:��%�์%2��Nค%9/�N4$ N'�R/ 7 
ห%9/�/!�์O/%์�7P#7'6�26��6N ห%9/26P�Q��O�4#�7P#7ค:�คN4�N/�/��3 �� 

  c._c 26P�/:��%�์24$29P/24% ห#4$�8� Nค%9P/�#9/29P/24%O'2%2���6��N/29P/24% 
Nค%9P/�ค/# 6/N�/%์ Nค%9P/�#9/Nค%9P/�Q�OO'2/:��%�์�%2�/�Q�%2��ค/# 6/N�/%์ %2��Nค%9/�N4$ O'2%2��24%2�N�0 
%/#�3Q��:�ค523P�ห%9/P�%O�%# O'2/9P� N QหON�็�R��4#�4#%2N�7$��/��3 ��/N4�O/$ค/4#%3��6��/�Q�26P�/:��%�์ 
 .0. `ccc �4#ค5�3�ค/4# �O/ b._c /N4�O/$26P�/:��%�์24$29P/24% 

  c._d 26��6�/��;OQ�O�4� (User Access Right) ห#4$�8� 26��6�3P/R� 26��6�5N 42 
26��6 6N01 O'226��6/9P�Q� �7PN�7P$/�O/��3�%2��24%2�N�0�/��/��3 �� ห%9/ N 9P/�4%N�O4�8�N�O4Q�O24%2�N�0
O'2�%3 $์26�24%2�N�0�/��/��3 �� 

  c._e �4%N�O4�8� (Access) ห#4$�8� ค/4#24#4%�Q��4%N�O4R� /3�/4��5QหO24#4%�
/N4� �5 2%O4� O�OR� �%3��%:�N�'7P$�O�'� 'N/�%;O�O/$�%2�4%Q� N ห%9/R�O/N4� �5 2%O4� O�OR� �%3��%:�N�'7P$�O�'� 
'N/�%;O�O/$�%2�4%Q� N 25ห%3��O/#;'ค/# 6/N�/%์ �O/#;'/6N'O��%/�6�2์ 24%2�N�0 %2��ค/# 6/N�/%์ %2��24%2�N�0 
�3Q�P�$�4%N�O4�8��O/$/6�7�4%�4�/6N'O��%/�6�2์O'2/6�7�4%�4��4$"4   
  c._f �4%ค/�ค:#�4%N�O4�8�ห%9/ค/�ค:#�4%Q�O�4�24%2�N�0 (Access Control) ห#4$�8� 
�4%/�:�4� �4%�5ห��26��6 ห%9/�4%#/�/5�4�QหO�;OQ�O�4� N�O4�8�ห%9/Q�O�4�Nค%9/�N4$ห%9/%2��24%2�N�0 
�3Q��4�/6N'O��%/�6�2์ O'2�4��4$"4  %/#�3Q��4%/�:�4�N�N�/N4�3Q�25ห%3��:คค'"4$�/� �'/���/4��5ห��
�O/��6�3�6N�7P$/�3��4%N�O4�8�P�$#6�/�N/4R/O�O/$�OR�O 
  c._g 2�4��4%�์�O4�ค/4##3P�ค��'/�"3$�7PR#N 8��%22�ค์ห%9/R#N/4�ค4�ค6� 
ห#4$�8� Nห�:�� %N/�ห%9/Nห�:'2N#6��O4�ค/4##3P�ค��'/�"3$ �8P�/4��5QหO%2���/��/��3 ��2;�N27$  

�4%��6�3�6�4� %/#�8��4%QหO�%6�4%�N4� N O�NN 7$��4�2N/�ห%9/�3Q�ห#� �4��4%�;��:�%:�ห%9/P�#�7�4��N/�Pห/N 
O'2ค/4##3P�ค��'/�"3$�;�ค:�ค4#�4�"3$ค:�ค4#%;�O���N4� N 



-  c  - 
 

  c.`^ "3$ค:�ค4# (Threats) ห#4$�8� Nห�:�4%�์�N4� N �7PN�็�R�R�Oห%9/Nห�:�4%�์ 

�7PR#N 8��%22�ค์ �8P�/4�2N��'�%2��ห%9/2%O4�ค/4#N27$ห4$�N/%2��24%2�N�0�/��/��3 �� 

  c.`_ �N/�Pห/N (Vulnerabilities) ห#4$�8� �:�/N/��/��%3 $์26�ห%9/#4�%�4% 

�7PN�็��N/��4�N�6��ั��3$N27P$��4�"3$ค:�ค4#�7P#7�'�%2���N/�%3 $์26�ห%9/�N/%2��24%2�N�0�/��/��3 �� 

  c.`` �4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ (Cyber Security) ห#4$�8� #4�%�4%
ห%9/�4%�5N�6��4%�7P�5ห���8Q�N 9P/�O/��3� %3�#9/O'2'�ค/4#N27P$��4�"3$ค:�ค4#�4�R�N�/%์�3Q��4�"4$Q�
O'2"4$�/��%2N�0 /3��%2���N/ค/4##3 P�ค��/�%3�ค/4##3 P�ค��4�N0%1��6� ค/4##3 P�ค��4��ห4%  
O'2ค/4#2��N%7$�%O/$"4$Q��%2N�0 

  c.`a "3$ค:�ค4#�4�R�N�/%์ (Cyber Threat) ห#4$�8� �4%�%2�5ห%9/�4%�5N�6��4%Q� N 
P�$#6�/� P�$Q�Oค/# 6/N�/%์ %2��ค/# 6/N�/%์ P�%O�%#R#N 8��%22�ค์ P�$#:N�ห#4$QหON�6��4%�%2�:1%O4$
�N/%2��ค/# 6/N�/%์�O/#;'ค/# 6/N�/%์ ห%9/�O/#;'/9P��7PN�7P$/�O/� O'2N�็�"$3��%4$�7PQ�'O�2�8��7P�2�N/QหON�6�
ค/4#N27$ห4$ห%9/2N��'�%2���N/�4%�5�4��/�ค/# 6/N�/%์ %2��ค/# 6/N�/%์ ห%9/�O/#;'/9P��7PN�7P$/�O/� 

 c.`b R�N�/%์ (Cyber) ห#4$�8� �O/#;'O'2�4%29P/24%�7PN�6��4��4%QหO�%6�4% 
ห%9/�4%�%2$:��์Q�ONค%9/�N4$ค/# 6/N�/%์ %2��/6�N�/%์N�O� ห%9/Pค%��N4$P�%ค#�4ค# %/#�3Q��4%QหO�%6�4%
P�$���6�/��4/N�7$#O'2%2��Nค%9/�N4$�7Pค'O4$ค'8��3� �7PN�9P/#�N/�3�N�็��4%�3P/R� 

 c.`c Nห�:�4%�์�7PN�7P$/�3�ค/4##3P�ค��'/�"3$R�N�/%์ (Cybersecurity Incident) 
ห#4$�8� Nห�:�4%�์�7PN�6��4��4%�%2�5ห%9/�4%�5N�6��4%Q� N �7P#6�/��8P��%2�5�4%�N4��4�ค/# 6/N�/%์
ห%9/%2��ค/# 6/N�/%์�8P�/4�N�6�ค/4#N27$ห4$ห%9/�'�%2���N/�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ ห%9/ค/4##3P�ค�
�'/�"3$R�N�/%์�/�ค/# 6/N�/%์ �O/#;'ค/# 6/N�/%์ %2��ค/# 6/N�/%์ ห%9/�O/#;'/9P��7PN�7P$/�O/��3�%2��ค/# 6/N�/%์ 

  c.`d �4%N�O4%ห32 (Encryption) ห#4$�8� �4%�O4�O/#;'#4N�O4%ห32N 9P/�O/��3� 

�4%'3�'/�N�O4#4Q�O �O/#;'�;O�7P24#4%�N�>�R!'์�O/#;'�7PN�O4%ห32R/O �2�O/�#7 P�%O�%#�/�%ห32N 9P/QหO�O/#;'
�'3�#4Q�O�4�R�O�4#���6 
  c.`e �4%$9�$3��3/�� (Authentication) ห#4$�8� �3Q��/��4%%3�14ค/4#�'/�"3$
Q��4%N�O4Q�O%2��N�็��3Q��/�Q��4% 62;��์�3/���/��;OQ�O�%6�4%%2���3P/R�O'O/ N�็��4% 62;��์P�$Q�O�9P/�;OQ�OO'2%ห32�N4� 

  c.`f %2�� SSL (Secure Socket Layer) ห#4$�8� N�คP�P'$7�4%N�O4%ห32�O/#;' 
N 9P/N 6P#ค/4#�'/�"3$Q��4%29P/24%ห%9/2N��O/#;'��Nค%9/�N4$/6�N�/%์N�O� %2ห/N4�Nค%9P/�N�6%์!N//%์�3�N/O�N�%4/์N�/%์
ห%9/ Application �7PQ�O�4� 

 c.`g %2�� VPN (Virtual Private Network) ห#4$�8� Nค%9/�N4$ค/# 6/N�/%์N2#9/�2N/��3/ 
P�$Q�O�4%%3�2N��O/#;'�%6� �8P�Q��4%%3�2N��O/#;'�2�O4�4%N�O4%ห32N� 42 P�$�N4�Nค%9/�N4$/6�N�/%์N�O��O4QหO�:คค'/9P�
R#N24#4%�/N4�R�O O'2#/�R#NNหO��O/#;'�3Q�R����8��'4$�4� 

c.a^ ห�N/$�4��/�%3� (Government Agency) ห#4$�8� %4��4%2N/��'4� 
%4��4%2N/�";#6"4ค %4��4%2N/��O/��6P� %3�/624ห�6� /�ค์�%�N4$�6�6�3��3�6 /�ค์�%�N4$�:'4�4% /�ค์�%/62%2 
/�ค์�4%#ห4�� O'2ห�N/$�4�/9P��/�%3� 



-  d  - 
 

c.a_ Pค%�2%O4� 9Q��4�25ค3� (Critical Infrastructure : CI) ห#4$�8� �%%�4ห�N/$�4� 
ห%9/ /�ค์�% ห%9/2N/��4�ห�8P�2N/��4�Q��/�ห�N/$�4�ห%9//�ค์�%�8P��:%�%%#�4�/6N'O��%/�6�2์�/�ห�N/$�4� ห%9//�ค์�% 
ห%9/2N/��4��/�ห�N/$�4�ห%9//�ค์�%�3Q�#7�'N�7P$/N�9P/�25ค3��N/ค/4##3P�ค�ห%9/ค/4#2��N%7$�%O/$�/��%2N�0
ห%9/�N/24�4%��� 

c.a` Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (Critical Information Infrastructure : CII) 
ห#4$�8� ค/# 6/N�/%์ห%9/%2��ค/# 6/N�/%์�8P�ห�N/$�4��/�%3� ห%9/ห�N/$�4�N/���Q�OQ��6��4%�/����7PN�7P$/�O/�
�3��4%%3�14ค/4##3P�ค��'/�"3$�/�%3� ค/4#�'/�"3$24�4%�2ค/4##3P�ค��4�N0%1��6��/��%2N�0  
ห%9/Pค%�2%O4� 9Q��4�/3�N�็��%2P$��์24�4%�2 

  c.aa ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 (Critical Information Infrastructure 
Operator) ห#4$�8� ห�N/$�4��/�%3�ห%9/ห�N/$�4�N/��� �8P�#7"4%�6� ห%9/QหO�%6�4%Pค%�2%O4� 9Q��4�25ค3�
�4�24%2�N�0 �8P�#4�%4 bg �4#  .%.�.�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์  .0.`cd` �5ห��'3�1�2
ห�N/$�4��7P#7"4%�6�ห%9/QหO�%6�4%Q��O4��3��N/R��7Q ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 

(_) �O4�ค/4##3P�ค��/�%3� 

(`) �O4��%6�4%"4ค%3��7P25ค3� 

(a) �O4��4%N�6��4%��4ค4% 
(b) �O4�N�คP�P'$724%2�N�0O'2P�%ค#�4ค# 

(c) �O4��4%��2N�O'2P'�62�6�2์ 
(d) �O4� '3��4�O'224�4%�;�P"ค 

(e) �O4�24�4%�2:� 

 (f) �O4�/9P��4#�7Pค�2�%%#�4%�%2�40�5ห��N 6P#N�6# 

c.ab ห�N/$�4�ค/�ค:#ห%9/�5�3��;O' (Regulator) ห#4$�8� ห�N/$�4��/�%3� 
ห�N/$�4�N/��� ห%9/ �:คค'�8 P�#7��ห#4$�5ห��QหO#7ห�O4�7 PO'2/5�4�Q��4%ค/�ค:#ห%9/�5�3��;O'  
�4%�5N�6��6��4%�/�ห�N/$�4��/�%3�ห%9/ห�N/$�4�Pค%�2%O4� 9Q��4�25ค3��4�24%2�N�0 

c.ac �7#%3�#9/�3�2�4��4%�์�:�N�6��7PN�7P$/�3�ค/# 6/N�/%์ (Computer Emergency 
Response Team : CERT) ห#4$�8� ห�N/$�4�%3�#9/Nห�:"3$ค:�ค4#�7P/$;N"4$Q�O2�4�3�/60/�%%#�/!�์O/%์  
(Software Engineering Institute - SEI) OหN�#ห4/6�$4'3$ Carnegie Mellon Q�2ห%3�/N#%6�4 O'2N�9P/��4� CERT 
N�็�Nค%9P/�ห#4$�4%คO4���2N�7$� �3��3Q� 0;�$์�7P�5ห�O4�7P�%224�O'2%3�#9/Nห�:"3$ค:�ค4#�O4�ค/4##3P�ค��4�R�N�/%์
�7P�3��3Q��8Q�Qห#N O'2�O/��4%Q�O�9P/�7P#7ค5/N4 CERT �2�O/�$9P��/Q�/�:�4�N27$�N/� N�N� �%2N�0R�$#7 Thai CERT 

c.ad �7#%3�#9/Nห�:�4%�์�O4�ค/4##3P�ค��'/�"3$ค/# 6/N�/%์ (Computer Security 
Incident Response Team: CSIRT) ห%9/�7#%3�#9/2�4��4%�์�7PN�7P$/�3�ค/# 6/N�/%์ (Computer Incident Response 
Teams : CIRT) ห#4$�8� 0;�$์�%224��4%%3�#9/"3$ค:�ค4#�O4�ค/4##3P�ค��'/�"3$R�N�/%์�7P24#4%�%3�#9/ 
O'2O�OR�Nห�:"3$ค:�ค4#�8P��%2�/��O/$�:ค'4�%�7P#7ค/4#%;OO'2�3�12Q��4%%3�#9/Nห�:"3$ค:�ค4# QหOค/4#�N/$Nห'9/
�;O%3��%6�4%Q��4%!A้��3/�4��4%N�42%2�� �/��4��7QQ��4%�5N�6��4%N�6�%:� CSIRT 24#4%�QหO�%6�4%�%/�2/�
O'2�%2N#6��N/�Pห/N�/�%2��24%2�N�0O'2ค/4#N27P$��N4� N %/#�3Q�2%O4�ค/4#�%2ห�3�O'2QหOค/4#%;OO�N�;ON�7P$/�O/�
Q��4% 3��4O'2�%3��%:� �4%�%6�4%N 9P/QหON�6�ค/4##3P�ค��'/�"3$R�N�/%์ 



-  e  - 
 

 �O/ d �;O�3��4�4%�ห4%�� Q��4�2�;O�%6ห4%%2�3�2;�2:��/��3 �� (Chief Executive 
Ofocer : CEO) N�็��;O%3��6��/�%2��24%2�N�0Q�"4 %/#�/��/��3 �� %/#�8��4%'2N#6�#4�%�4%�N4� N
/3��5QหON�6�ค/4#N27$ห4$�/�%2��24%2�N�0�7PN�6��8Q��4#%2N�7$��7Q 
 �O/ e N2�4�6�4%�ห4%�� Q��4�2�;O�%6ห4%N�คP�P'$724%2�N�0%2�3�2;�%2�3��%# 
(Department Chief Information Officer : DCIO) �/� ��. N�็��;O�3�Nค'9P/��4% 3��4�O4��6�6�3'P�$2N�N2%6#
O'2�'3��3�QหO#7�4%�%3�%;�O���4%�%6�4%O'2�4%�5�4�"4ค%3�QหO#7ค/4#�3�2#3$ %/�N%O/ P�%N�Q2 N�9P/#P$�
/$N4�N�็�Nค%9/�N4$�3Q�"4$Q�O'2"4$�/�/$N4�#7#4�%�4� #3P�ค��'/�"3$O'2ค5�8��8�ค/4#N�็�2N/��:คค' 
N 9P/�4% 3��4�7P�N/N�9P/�O'2$3P�$9� 

 �O/ f QหO %/�N2�4�6�4%�ห4%�� (a) Q��4�2�;O�%6ห4%ค/4##3P�ค��'/�"3$24%2�N�0%2�3�2;� 
(Chief Information Security Officer : CISO) �/� ��. N�็��;O�%6�4%%2�3�2;��O4��4%%3�14ค/4#�'/�"3$QหO�3�Pค%�2%O4� 
Nค%9/�N4$ �O/#;' O'2�3��4%ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$�7P2N��'�%2���N/ ��. �3Q��4��%�O'2�4�/O/# 
O'2N�็��;O%3�14�4%QหON�็�R��4#%2N�7$��7Q P�$#7ค�2�5�4��O4��4%�%6ห4%�3��4%ค/4##3P�ค��'/�"3$24%2�N�0 ��. 
O'2ค�2�5�4��5N�6��4%�%/�2/�O'2�%2N#6�ค/4##3P�ค��'/�"3$R�N�/%์ ��. N�็��7#�4��3�Nค'9P/� %/#�3Q� 
���/�%2N�7$��7QQหO#7ค/4#�3�2#3$/$N4��N/N�9P/��4#ค/4#Nห#422# 

 �O/ g ค�2�5�4��O4��4%�%6ห4%�3��4%ค/4##3 P�ค��'/�"3$24%2�N�0�/��3 ��  
#7�;O/5�/$�4%25�3���6�3�6�4% �%#$:���4%�ห4%�� N�็�ห3/ห�O4ค�2�5�4� #7���4�Q��4%�5ห��O�/�4�
O'2#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$�O4�N�คP�P'$724%2�N�0O'2�4%%3�#9/"3$ค:�ค4#�4�R�N�/%์  
%/#�3Q��;O'QหO#7�4%��6�3�6�4#O�/�4�O'2#4�%�4��7P�5ห�� O'2�5N�6��4%�4#���4�ห�O4�7P�7P�5ห�� 

 �O/ _^ ค�2�5�4��5N�6��4%�%/�2/�O'2�%2N#6�ค/4##3P�ค��'/�"3$R�N�/%์�/��3 �� 
#7�;O/5�/$�4%0;�$์R�N�/%์�/��3 �� N�็�ห3/ห�O4ค�2�5�4� #7���4�/4�O�� /5�/$�4% �%224��4� �5�3��;O' 
O'2�3�N�%7$#O���4%�%/�2/�O'2�%2N#6�ค/4##3P�ค��'/�"3$R�N�/%์  %O/#�3Q��5N�6��4%�%/�2/�O'2
�%2N#6��4#O�� %/#�3Q�/6Nค%42ห์ �6��4# �%/�2/� O�OR�O'2�O/��3� N 9P/ 3��4O'2�%3��%:�O���4%�%/�2/�
O'2�%2N#6��N4� N �7PN�7P$/�O/�/$N4��N/N�9P/�Q�"4 %/#�/��/��3 �� 

 �O/ __ ค/4##:N�ห#4$�/�%2N�7$��7Q 
  __._ N 9 P/QหON�6�ค/4#N�9 P/#3 P�O'2#7%2���4%%3�14ค/4##3 P�ค��'/�"3$ 

�/�%2��24%2�N�0�/��/��3 ���5N�6��4�R�R�O/$N4�#7�%226��6"4 O'2�%226��6�' 

  __.` N 9P/N�็�#4�%�4�O�/�4���6�3�6O'2ค/4#%3��6��/��/��;O#72N/�N�7P$/�O/�
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(Application, Computer and Device Project Development and Acquisition) 
 

 �O/ _c �; O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 �� �O/�ค/�ค:# 
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�/�ห�N/$�4�"4$Q��N4� N �/��/��3 �� N 9P/QหO#7ค/4#Nห#422#O'2N�6��%2P$��์2;�2:�O�N�/��3 �� 

  _c.` �O/�N�็��; OQหOค/4#NหO��/�25ห%3��4%�3�ห4%2���4� ค/# 6/N�/%์ 
/:��%�์Nค%9/�N4$ ห%9//:��%�์ค/# 6/N�/%์�/�ห�N/$�4�"4$Q��/��/��3 �� 

  _c.a R#N/�:�4�QหOห�N/$�4�"4$Q��N4� N �/��/��3 ���5N�6��4%�O/$��N/�
P�$R#N�N4�ค/4#NหO��/��4�ห�N/$%3��6��/��4#24$�4�ห%9/ห�N/$�4��7PR�O%3�#/�ห#4$�4��;O�3�ค3��3��4 

  _c.b �4%�3�ห4%2��ค/# 6/N�/%์ห%9/O���4�/Pค%��4%�7P#7%2��ค/# 6/N�/%์
N�็�/�ค์�%2�/� QหO$8��9/O'2�5N�6��4%�4#ห'3�N���์O'2O�/�4��5N�6��4%�O4�O���4�/Pค%��4%  
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(Access Control) 
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    _f._.` �;O�;O'%2�� #7ห�O4�7PQ��4%�%/�2/��4%/�:#3�6O'2�5ห��26��6
Q��4%�N4�N�O42;N%2�� R�OO�N �;OQ�OQ��4%�//�:�4�N�O4%2���4��3Q� �2�O/�#7�4%�5N�็��3��8�O'2�%/�O��N/�24%
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N�O42;N%2��N� 42Q�2N/��7P�5N�็��O/�%;O�4#ห�O4�7P�4�N�N4�3Q� N�9P/��4��4%QหO26��6N�6�ค/4#�5N�็�Q��4%Q�O�4� 
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   _f.`._ �;OQ�O�4��2�O/�R�O%3�/�:�4��4��;O%3��6��/�%2��Nค%9/�N4$�/�
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%/#�8��4%�3��8��4%Q�O�4��/��;OQ�O �'/����4%N�O4%2/3��4%Q�O�4� R#NQหO�;OQ�O�4�'N/�'2N#6�ค/4#�'/�"3$ 
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�4%Q�O�4� N�N� N#9P/'4//�R� ห%9/N#9P/N�'7P$��5Oห�N��4�"4$Q��/��3 �� N�็��O� 
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    _g._._.` �;O%3��6��/�%2��24%2�N�0�/��/��3 �� 6�4%�4
�O/#;'�4%�/'��2N�7$��/�N�O4ห�O4�7PQห#N P�$�%/�2/�QหO�;��O/�/N4N�็�N�O4ห�O4�7P�/��/��3 ��/$N4�O�O�%6� 
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     _g._._.a �;O%3��6��/�%2��24%2�N�0�/��/��3 �� 6�4%�4
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    _g._.` �3Q��/���6�3�625ห%3��4%$�N'6�26��6�4%Q�O�4� 

     _g._.`._ ห�N/$�O�23��3��/�N�O4ห�O4�7P O�O��O/#;'�4%�/$�N'6�26��6
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     _g._.`.` �;O%3��6��/�%2��24%2�N�0�/��/��3 �� 6�4%�4
�O/#;'�4%�/$�N'6�26��6�4%Q�O�4��/�N�O4ห�O4�7P P�$�%/�2/�QหO�;��O/�/N4N�็�N�O4ห�O4�7P�/��/��3 ��/$N4�O�O�%6� 
O'2R�O%3��4%$�N'6�26��6Q��4%Q�O�4��4#ค5%O/�/$N4��;��O/� 
     _g._.`.a �;O%3��6��/�%2��24%2�N�0�/��/��3 �� 6�4%�4
/�:#3�6QหO$�N'6�26��6�4%Q�O�4��/�N�O4ห�O4�7P O'2O�O��'�4%/�:#3�6�4#24$�4%�3�ค3��3��4QหO�;O�3�ค3��3��4
O'2N�O4ห�O4�7P�3Q��%4��N/R� 

   _g.` �5ห��26��6�4%Q�O%2��N�คP�P'$724%2�N�0�7P25ค3� N�N� %2��ค/# 6/N�/%์
P�%O�%#�%2$:��์ (Application) ��ห#4$/6N'O��%/�6�2์ (E-mail) %2��Nค%9/�N4$R%O24$ (Wireless LAN) 
%2��/6�N�/%์N�O� (Internet) N�็��O� P�$�O/�QหO26��6N� 42�4%��6�3�6�4�Q�ห�O4�7PO'2�O/�R�O%3�ค/4#NหO��/�
�4��;O�3�ค3��3��4 N�็�'4$'3�1�์/3�1% %/#�3Q��O/����/�26��6�3��'N4//$N4�2#P5N2#/ 

  _g.a �5ห���3��7�9P/�;OQ�O�4�O$��3�N�็�%4$�:คค' �'N4/ค9/ R#N�5ห���3��7   
�9P/�;OQ�O�4��7P�Q5�O/��3� O'2�9//N4�3��7�;OQ�O�4�N�็��4%%2�:O'2$9�$3��3/���/��;OQ�O�4��N/R� 

  _g.b �5�3��4%Q�O�4��3��7�9P/�;OQ�O�4�O���':N#�8P�#7�4%Q�O�4�%N/#�3� �'N4/ค9/ 
/�:�4�QหOQ�O�4�R�O�O�N/N#9 P/#7Nห�:�'ค/4#�5N�็�Q��4%Q�O�4�N�N4�3 Q�  O'2�; OQ�O�4��3��7O���': N#�O/�
%3��6��/��4%Q�O�4�%N/#�3� 

  _g.c R#N/�:�4�QหO�;O%O/��/Q�O%2��24%2�N�0N�O4Q�O%2�����/N4�2R�O%3�/�:#3�6
O'O/N�N4�3Q� 

  _g.d �3�N�O��O/#;'�4%'��2N�7$��/��; O� 7 P% O/��/N�O4Q�O%2��24%2�N�0 

N 9P/N/4R/OQ�O/O4�/6�ห%9/�%/�2/�Q�"4$ห'3� 
  _g.e ���/��3��7�; OQ�O�4��3 Q�ห#�/$N4�2#P5N2#//$N4��O/$�?'2 _ ค%3Q� 

N 9P/�O/��3��4%N�O4�8�%2��P�$R#NR�O%3�/�:�4� P�$��6�3�6�4#O�/�4��3��7Q 
    _g.e._  6# ์%4$�9P/�/��;O�7P$3�#726��6Q�%2��24%2�N�0O$��4#ห�N/$�4�
"4$Q��/��/��3 �� 

    _g.e.` �3�2N�%4$�9P/�3Q�QหO�3��;O�3�ค3��3��4�7P%3��6��/�%2��24%2�N�0
�/�ห�N/$N 9P/�5N�6��4%���/�/N4#7%4$�9P/�7P//�26��6N�O4�8�%2��24%2�N�0R�O'O/ห%9/#7�4%N�'7P$�O�'�  

O�N$3�R#NR�O#7�4%O�OR�26��6�4%N�O4�8�QหO�;��O/�ห%9/R#N 
    _g.e.a �; O�3�ค3��3��4�/�ห�N/$O�O�ห%9//�:#3�6%4$�9 P/�/��; O#72 6��6  
Q�%2��24%2�N�0�7PR�O%3��4%O�OR�QหO�;��O/�O'O/ 

    _g.e.b �;O�;O'%2��24%2�N�0�/�ห�N/$�5N�6��4%O�OR��O/#;'�;O#726��6
QหO�;��O/��4#�7PR�O%3�O�O�ห%9/R�O%3��4%/�:#3�6 
 �O/ `^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��%6ห4%�3��4%
�3��7%4$�9P/�;OQ�O�4� (User account) O'2%ห32�N4��/�N�O4ห�O4�7P�3��7Q 
  `^._ �; O�;O'%2���7 P%3��6��/�%2���3Q� N �O/��5ห��26��6�/�N�O4ห�O4�7P 
Q��4%N�O4�8�%2��N�คP�P'$724%2�N�0O�N'2%2�� %/#�3Q��5ห��26��6O$��4#ห�O4�7P�7P%3��6��/� �8P�#7O�/�4�
��6�3�6P�$�O/��5ห��R/ON�็�'4$'3�1�์/3�1%/$N4��3�N�� N�N� �5ห��N�็�N/�24%�4%�%6ห4%�3��4%26��6
�4%Q�O�4�%2��O'2%ห32�N4� N�็��O� 



-  _`  - 
 

  `^.` �4%�5ห���4%N�'7P$�O�'�O'2�4%$�N'6�%ห32�N4� �O/���6�3�6�4#N/�24%
ห%9/�4#%2N�7$��7P�4��/��3 ���5ห���8Q� 

  `^.a �%�7#7ค/4#�5N�็��O/�QหO26��6 6N01�3��;OQ�O ห#4$�8� �;OQ�O�7P#726��62;�2:� 
�O/�#7�4% 6�4%�4�4%ค/�ค:#�;OQ�O�7P#726��6 6N01�3Q�/$N4�%3��:#N 7$� /P�$Q�O�ั��3$�N/R��7Q�%2�/��4% 6�4%�4
ค/%R�O%3�ค/4#NหO��/�O'2/�:#3�6�4��;O�3�ค3��3��4 

   `^.a._ ค/�ค:#�4%Q�O�4�/$N4�N�O#�/� N�N� �5ห��QหO#7�4%ค/�ค:#�4%Q�O�4�
N� 42�%�7�5N�็�N�N4�3Q� 

   `^.a.` �5ห��%2$2N/'4�4%Q�O�4�O'2%2�3��4%Q�O�4��3��7N#9P/ 

 O�%2$2N/'4�3��'N4/ 

   `^.a.a #7�4%N�'7P$�%ห32�N4�/$N4�Nค%N�ค%3� P�$�;OQ�O�4��O/�N�'7P$�%ห32�N4� 
(Password) R#NN�6� _f^ /3� ห%9/�:�ค%3Q��7P#7�4%O�O�N�9/�QหON�'7P$�%ห32�N4� 

 �O/ `_ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3�/6�7�4%�%6ห4%�3��4% 
�4%N�O4�8��O/#;'�4#%2�3��3Q�ค/4#'3� 

  `_._ �;O�;O'%2�� �O/��5ห���3Q�ค/4#'3��/��O/#;' /6�7��6�3�6Q��4%�3�N�O��O/#;'
O'2/6�7��6�3�6Q��4%ค/�ค:#�4%N�O4�8��O/#;'O�N'2�%2N"��3Q�ค/4#'3��3Q��4%N�O4�8�P�$�%�O'2�4%N�O4�8��N4�%2���4� 
%/#�8�/6�7�4%�5'4$�O/#;'O�N'2�%2N"��3Q�ค/4#'3� 

   `_.` �;O�;O'�4��O/#;'ห%9/N�O4�/��O/#;'�2�O/�#7�4%���/�ค/4#Nห#422#�/�26��6
Q��4%N�O4�8��O/#;'�/��;OQ�O�4�Nห'N4�7Q/$N4��O/$�?'2 _ ค%3Q� N 9P/QหO#3P�Q�R�O/N426��6�N4� N �7PQหOR/O$3�ค�#7ค/4#Nห#422# 

   `_.a /6�7��6�3�6Q��4%ค/�ค:#�4%N�O4�8��O/#;'O�N'2�%2N"��3Q�ค/4#'3�
�3Q��4%N�O4�8�P�$�%�O'2�4%N�O4�8��N4�%2���4��;O�;O'%2���O/��5ห��%4$�9P/�;OQ�O�4� (User Account) 
O'2%ห32�N4� (Password) N 9P/Q�OQ��4%�%/�2/��3/���%6��/��;OQ�O�O/#;'Q�O�N'2�3Q�ค/4#'3��O/#;' 

   `_.b �4%%3�2N��O/#;'25ค3��N4�Nค%9/�N4$24�4%�2�;OQ�O�4�ค/%R�O%3��4%N�O4%ห32 
(Encryption) �7PN�็�#4�%�4�24�' N�N� SSL O'2 VPN N�็��O� 

   `_.c #7�4%�5ห��QหON�'7 P$�%ห32�N4��4#%2$2N/'4�7 P�5ห���/�%2�3�
ค/4#25ค3��/��O/#;' �4#�7P%2�:R/OQ�N/�24%ห%9/�4#%2N�7$��7P�4��/��3 ���5ห���8Q� 

   `_.d #7#4�%�4%%3�14ค/4##3P�ค��'/�"3$�/��O/#;'Q��%�7�7P�5Nค%9P/�ค/# 6/N�/%์
//��/� 9Q��7P�/��/��3 �� N�N� 2N�Nค%9P/�ค/# 6/N�/%์R��%/��N/# ค/%25%/�O'2'��O/#;'�7PN�O�/$;NQ�29P/�3��8��N/� N�็��O� 

 �O/ `` �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��4%ค/�ค:#
�4%N�O4Q�O�4�%2���4�"4$�/� ห�N/$�4��7P#7%2��24%2�N�0 �O/��5ห��QหO#7�4%ค/�ค:#�4%Q�O�4�%2���7P
�;O�;O'%2��R�O�6��3Q�N/4R/O"4$Q�ห�N/$�/���N/� N 9P/�;O'%3�14ค/4#�'/�"3$�/�%2��"4$Q��4��4%N�O4�8�%2��
�4�"4$�/�P�$#7O�/�4���6�3�6 �3��7Q 
   ``._ �4%N�O42;N%2���4�%2$2R�' (Remote Access) 2;N%2��Nค%9/�N4$ค/# 6/N�/%์
�/��/��3 �� �N/QหON�6��N/��4��7P#7ค/4#N27P$�2;��N/ค/4#�'/�"3$�/��O/#;'O'2�%3 $4�%�/��/��3 �� 
�4%ค/�ค:#�:คค'�7PN�O42;N%2���/��/��3 ���4�%2$2R�'�8��O/�#7�4%�5ห��#4�%�4%%3�14ค/4#�'/�"3$
�7PN 6P#�8Q��4�#4�%�4��4%N�O42;N%2��"4$Q� 



-  _a  - 
 

   ``.` /6�7�4%Q� N �O�4#�7P24#4%�N�O42;N�O/#;'ห%9/%2���O/#;'R�O�4�%2$2R�'
�O/�R�O%3��4%/�:#3�6�4��;O�3�ค3��3��4ห%9/�;O�7PR�O%3��4%#/�/5�4��N/� O'2#7�4%ค/�ค:#/$N4�N�O#�/��N/��5#4Q�O
O'2�;OQ�O�O/���6�3�6�4#�O/�5ห���/��4%N�O42;N%2��O'2�O/#;'/$N4�Nค%N�ค%3� 

   ``.a �N/��5�4%QหO26��6Q��4%N�O42;N%2���4�%2$2R�' �;OQ�O�O/�O2��ห'3��4� 

%2�:Nห�:�'ห%9/ค/4#�5N�็�Q��4%�5N�6��4��3��/��3 ��/$N4�N 7$� /O'2�O/�R�O%3�/�:#3�6�4��;O�3�ค3��3��4 
   ``.b #7�4%ค/�ค:# /%์� (Port) �7PQ�OQ��4%N�O42;N%2��/$N4�%3��:# �4%N�O42;N%2��P�$
�4%P�%03 �์N�O4#4�3Q� �O/��;O'O'2�3��4%P�$�;O�;O'%2�� O'2/6�7�4%ห#:�N�O4�O/�R�O%3��4%/�:#3�6/$N4��;��O/�
O'2Nห#422#O'O/N�N4�3Q� 

   ``.c �4%/�:�4�QหO�;OQ�ON�O42;N%2���4�%2$2R�' �O/�/$;N�� 9Q��4��/�ค/4#�5N�็�N�N4�3Q� 
O'2R#NN�>��N/��4��6��N/ (Port) O'2/:��%�์N�9P/#�N/%2$2R�' (Modem) �7PQ�O�6Q�N/4R/OP�$R#N�5N�็� �N/��4��3��'N4/
#7�4%�3��4%N�9P/#�N/N#9P/R#NR�OQ�O�4�O'O/ O'2�2N�>�QหOQ�OR�O�N/N#9P/#7�4%%O/��/�7P�5N�็�N�N4�3Q� 

 �O/ `a �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��4% 62;��์�3/��
25ห%3��;OQ�O�7P/$;N"4$�/��3��7Q 
 �;OQ�O%2���:�ค�N#9P/�2N�O4Q�O�4�%2���/��/��3 �� �O/��N4��4% 62;��์�3/���4�%2���/��/��3 �� 
P�$#7O�/�4���6�3�6�3��7Q 
  `a._ �4%O2���3/�� (Identiocation) �O/$�9P/�;OQ�O (Username) 
  `a.` �4% 62;��์$9�$3��3/�� (Authentication) �O/$�4%Q�O%ห32�N4� (Password) 
  `a.a �4%N�O42;N%2��24%2�N�0�/��/��3 ���4�/6�N�/%์N�O��3Q� �2#7�4%�%/�2/�
�;OQ�O�4��O/$ 

  `a.b �4%N�O42;N%2���4�%2$2R�' (Remote access) N 9P/N 6P#ค/4#�'/�"3$
�2�O/�#7�4%�%/�2/� N 9P/ 62;��์�3/���/��;OQ�O�4� N�N� %ห32�N4� ห%9//6�7�4%N�O4%ห32 N�็��O� 

 

ห//   b 

�@1&1Bห@1�? �@12B#$B�@1Q�O�@%1>&&Oล>1ห?2(N@% 

 

 �O/ `b �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��/6�7�4%
�%6ห4%�3��4%%ห32�N4� (User Password Management) O'2�4%Q�O�4�%ห32�N4� (Password Use)�/�N�O4ห�O4�7P 
QหO#7ค/4##3P�ค��'/�"3$ O'2�4%���/�26��6�4%N�O4�8��/��;OQ�O�4� (Review of User Access Rights)  
P�$#7O�/�4���6�3�6 �3��7Q 
  `b._ /6�7�4%�%6ห4%�3��4%%ห32�N4� 

   `b._._ �O/�N�O�%3�14%ห32�N4��7PR�O%3�QหON�็�ค/4#'3� 

    `b._.` �5ห��QหO%ห32�N4��O/�#7#4��/N4ห%9/N�N4�3� f �3//3�1%  
�8P��O/��%2�/��O/$ �3/N'� (Numerical Character) �3//3�1% (Alphabet) O'2�3//3�1% 6N01 (Special Character) 



-  _b  - 
 

    `b._.a R#Nค/%�5ห��%ห32�N4�2N/��:คค'�4��9P/ห%9/�4#2�:'�/���N/�
ห%9/�:คค'Q�ค%/�ค%3/ห%9/�:คค'�7P#7ค/4#23# 3��์Q�'O�6��3��� ห%9/�4�ค503 �์�7PQ�OQ� ��4�:�%# 

    `b._.b R#NQ�O%ห32�N4�2N/��:คค'25ห%3��4%Q�OO!O#�O/#;'%N/#�3��:คค'/9P�
�N4�Nค%9/�N4$ค/# 6/N�/%์ 

    `b._.c R#NQ�OP�%O�%#ค/# 6/N�/%์�N/$Q��4%�5%ห32�N4�2N/��:คค'/3�P�#3�6 
(Save Password) 
    `b._.d R#N��ห%9/�3��8�%ห32�N4�2N/��:คค'R/OQ�2�4��7P�7P�N4$�N/�4%
23�N��NหO��/��:คค'/9P� 

    `b._.e N�O�%3�14%ห32�N4��3Q��/���N/�O'2�/��':N#R/ON�็�ค/4#'3� 

    `b._.f �4%�5ห��%ห32�N4�N%6P#�O�QหO�3�N�O4ห�O4�7PQหO$4��N/�4%N�4 
O'2�5ห���9P/�;OQ�Oห%9/%ห32�;OQ�O�4��O/�R#N�Q5�3�/7��O/$ 

    `b._.g �%�7�7P#7ค/4#�5N�็��O/��/�%ห32�N4�O�N�; O/9 P�N�9P/��4��4� 
ห'3��4��5N�6��4%N%7$�%O/$ QหO�5�4%N�'7P$�%ห32�N4�P�$�3��7 
    `b._._^ N#9P/N�O4ห�O4�7P�/�ห�N/$�4�'4//� ห%9/N�'7P$�O�'�ห�O4�7P
ค/4#%3��6��/�Q�%2���7P�/26��6�4%Q�O�4� QหOห�N/$O�O��;O%3��6��/�%2��24%2�N�0�3��7 N 9P/N�'7P$�26��6
ห%9/�/��/�26��6�/��;O�7P'4//�//��4�%2���3��7�7PR�O%3�O�O� 
    `b._.__ �4%2N�#/�%ห32�N4�QหO�3�N�O4ห�O4�7P�O/�N�็�R�/$N4��'/�"3$
P�$Q2N�/��>���8� O'2�%2�3��%4 <'3�= O'22N�R�$3��;OQ�O�4� O'2 O��N/�24%�4%R�O%3�/�:�4��4��;O�3�ค3��3��4 
%/#�3Q�O�O�QหO�;OQ�O�4���6�3�6�4#%2N�7$��3��'N4/P�$Nค%N�ค%3� 

   `b.` �4%Q�O�4�%ห32�N4� 

  `b.`._ �;OQ�O�4��O/�Q�O�4�%ห32�N4��/���N/�ห%9/�4#�7PR�O%3�/�:#3�6N�N4�3Q� 

  `b.`.` �;OQ�O�4�%ห32�N4��O/���6�3�6QหON�็�R��4#/6�7�4%�%6ห4%�3��4%
%ห32�N4�/$N4�Nค%N�ค%3� 

  `b.`.a �%�7�O/��4%$�N'6�ห%9/N�'7P$�O�'�%ห32�N4�QหOO�O�N�็�
'4$'3�1�์/3�1%�4#24$�4%�3�ค3��3��4QหO�;O%3��6��/��5N�6��4%�N/R� 

  `b.`.b �;OQ�O�4��O/�R#NQ�O�4�%ห32�N4��8P�Nค$Q�O#4O'O/ /$N4��O/$ c %ห32�N4� 

  `b.`.c �;OQ�O�4��O/�N�'7P$�%ห32�N4� (Password) �:� N _f  ̂/3� ห%9/�:�ค%3Q�
�7P#7�4%O�O�N�9/�QหON�'7P$�%ห32�N4� 

  `b.`.d �;OQ�O�4��O/�%3��6��/��N/�4%�%2�5Q� N �7PN�6��4��3��7�/��;OQ�O�4� 
(Username) R#N/N4�4%�%2�5�3Q��2N�6��4��;OQ�O�4�ห%9/R#N�O�4# 

  `b.`.e �;OQ�O�4��O/��5�4% 62;��์�3/���:�ค%3Q��N/��7P�2Q�O�%3 $์26�
ห%9/%2��24%2�N�0�/��/��3 �� O'2ห4��4% 62;��์�3/���3Q�#7�ั�ห4 R#N/N4�2N�6��4�%ห32�N4� �4%P��'O/ค�O�7 
ห%9/N�6��4�ค/4#�6� '4�Q� N �O�7 �;OQ�O�4��O/�O�O�QหO�;O�;O'%2���%4��3��7P�$ 



-  _c  - 
 

   `b.`.e._ ค/# 6/N�/%์P�P��:Pค (Notebook) �O/��5�4% 62;��์�3/��
Q�%2�3�R�//2 (BIOS) �N/��4%Q�O�4� 

   `b.`.e.` ค/# 6/N�/%์�:��%2N"� �N/��4%N�O4�8�%2����6�3�6�4%
�O/��5�4% 62;��์�3/���:�ค%3Q� 
   `b.`.e.a �4%Q�O�4�%2��ค/# 6/N�/%์/9P�Q�Nค%9/�N4$�2�O/�
�5�4% 62;��์�3/���:�ค%3Q� 
   `b.`.e.b �4%Q�O�4�/6�N�/%์N�O� (Internet) �O/��5�4% 62;��์�3/��
O'2�O/�#7�4%�3��8��O/#;'�8P�24#4%��N��/��3/���:คค'�;OQ�O�4�R�O 
   `b.`.e.c N#9P/�;OQ�O�4�R#N/$;N�7PNค%9P/�ค/# 6/N�/%์ Nค%9P/�ค/# 6/N�/%์
�:�Nค%9P/��O/��5�4%'O/คห�O4�/�:�ค%3Q� O'2�O/��5�4% 62;��์�3/���N/��4%Q�O�4��:�ค%3Q� 
   `b.`.e.d Nค%9P/�ค/# 6/N�/%์�:�Nค%9P/��O/��5�4%�3Q�N/'4 3�ห�O4�/ 
(Screen Saver) P�$�3Q�N/'4/$N4��O/$ c �4�7 O'2#7�4%Q�O%ห32�N4�Q��4%N�O4�8�Qห#N/7�ค%3Q� 
   `b.a �4%���/�26��6�4%N�O4�8��/��;OQ�O�4� 

   `b.a._  �;O�;O'%2�� (System Administrator) N�็��;O%3��6��/� 

Q��4%���/�26��6�4%�8��/��;OQ�O�4� 

   `b.a.` /�%/��4%���/�26��6�4%N�O4�8��/��;OQ�O�4�QหO���/� �:� N _ �? 
ห%9/N#9P/�4%N�6��4%N�'7P$�O�'�26��6�/��;OQ�O R�OO�N �4%'4//� �4%$O4$ห�N/$ N�็��O� /7��3Q��4%���/�26��6
�O/� 6�4%�4�8� &�6�%%#�4%�5�4��/��;OQ�O %/#�3Q��O4#7�4%N�'7P$�O�'��/�%2���4�Qห#N �2�O/�#7�4%���/�26��6
�4%Q�O�4��:�ค%3Q�/7��O/$ 

   `b.a.a �4%���/�26��6�;O�;O'%2�� �2�O/�O�O�%4$�4��4%���/�26��6 
N�็�'4$'3�1�์/3�1%QหO�;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ��/�:#3�6QหO�5N�6��4%�N/R� 

 

ห//   c 

�@121O@�ค/@//?P%ค�'ลอ .?0#@��@0.@พOล>2BP�O/ ลOอ/ 

(Physical and Environmental Security) 
 

  �O/ `c �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��4%%3�14
ค/4##3P�ค��'/�"3$�O4��4$"4  (Physical Security) 
   `c._ �5ห��%2�3�ค/4#25ค3��/� 9Q��7Pห%9/�4%�5O�� 9Q��7PQ�O�4� 

   `c.`  9Q��7P�7P#7%2��N�คP�P'$724%2�N�0/$;N"4$Q�P�$N� 420;�$์N�คP�P'$7
24%2�N�0�'4� (Data Center) QหO�6��3Q�23��4�N�9/�"3$N 9P/O�O�N�9/�N#9P/#7�4%�:�%:�N�6��8Q� 

   `c.a #7%2���O/��3��4%�:�%:��7P�6��3Q�QหOค%/�ค':# 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3� 

  `c.b �5N�6��4%��2/�%2���O/��3��4%�:�%:��4��4$"4 N 9P/�%/�2/�$3�Q�O�4�R�O�4#���6 
   `c.c �:ค'4�%�/��/��3 ��ค/%�>��%2�;O'2ห�O4�N4�QหO'O/ค/$;NN2#/ 

   `c.d �O4�%/� �/:��%�์24%2�N�0 �7P�;�'2�6Q�P�$R#N#7�;OQ�O/$;NQ��%6N/�Q�'ONค7$�
QหO%7�O�O��;O%3��6��/� �5N�6��4%N�O�/:��%�์�3��'N4/Q�2�4��7P�'/�"3$ N 9P/�O/��3��4%P�%�%%# ห%9/'3�'/�
�P#$�O/#;'�4��;OR#N�%22�ค์�7�N/R� 



-  _d  - 
 

 �O/ `d �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 �� �O/��3��4%ค/�ค:#
�4%N�O4 - //� (Physical Entry Controls) �3��7Q 
  `d._ QหO#7�4%�3��8�/3�O'2N/'4�4%N�O4 - //� 9Q��7P25ค3��/��;O�7P#4N$9/� (Visitors) 
  `d.` �;O'�;O�7P#4N$9/�Q� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3����%2�3P�N2%O�26Q�"4%�6�
O'2�4�R� N 9P/�O/��3��4%2;�ห4$�/��%3 $์26�ห%9/�O/��3��4%N�O4�8��4��4$"4 P�$R#NR�O%3�/�:�4� 

   `d.a #7�'R��4%/�:�4��4%N�O4�8� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3��/��:คค'"4$�/�
O'2ค/%#7Nห�:�'�7PN 7$� /Q��4%N�O4�8��%6N/��3��'N4/ 

   `d.b 2%O4�ค/4#�%2ห�3�QหO�;O�7P#4N$9/��4�"4$�/�N�O4Q�Q���N���์ห%9/�O/�5ห���N4� N 
�7P�O/���6�3�6%2ห/N4��7P/$;NQ� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3� 

   `d.c #7�4%ค/�ค:#�4%N�O4�8� 9Q��7P�7P#7�O/#;'25ค3��3�N�O�ห%9/�%2#/'�'/$;N 
   `d.d R#N/�:�4�QหO�;OR#N#7�6�N�O4R�Q� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3�N/O�O�NR�O%3��4%/�:�4� 
   `d.e #7�4% 62;��์�3/�� N�N� �4%O2���3�%�N4� �4%Q�O�3�%O��O#NNห'O� �4%Q�O%ห32�N4� 
N�็��O� N 9P/ค/�ค:#�4%N�O4 - //�Q� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3� P�$N� 42Q�0;�$์24%2�N�0�'4� (Data Center) 
   `d.f �3�N�O��3��8��4%N�O4 - //�25ห%3� 9 Q��7 Pห%9/�%6N/��7P#7ค/4#25ค3�
P�$N� 420;�$์N�คP�P'$724%2�N�0�'4� (Data Center) N 9P/Q�OQ��4%�%/�2/�Q�"4$ห'3�N#9P/#7ค/4#�5N�็� 

   `d.g �:คค'"4$�/� N�N� N�O4ห�O4�7P�%613� �3�08�14�@��4�ห%9/�;OR�O%3��4%/N4�O4�/9P� N 
�O/��6��3�%QหONหO�N�N��3��'/�%2$2N/'4�4%�5�4� 

   `d._^ �;O#4N$9/��O/��6��3�%QหONหO�N�N��3��'/�%2$2N/'4�7P/$;N"4$Q�ห�N/$�4� 

   `d.__ ค/%�3�QหO#7�4%�;O'O'2N�O4%2/3��4%��6�3�6�4��/��:คค'"4$�/�Q���2�7P
��6�3�6�4�Q� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3� 

   `d._` �3�QหO#7�4%���/� ห%9/$�N'6�26��6�4%N�O4�8� 9Q��7Pห%9/�%6N/��7P#7ค/4#25ค3�
/$N4�2#P5N2#/ 

 �O/ `e �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��%6N/�
25ห%3��4%N�O4�8� ห%9/�4%2N�#/�26P�/:��%�์P�$�:คค'"4$�/� (Public Access, Delivery, and Loading Areas) �3��7Q 
    `e._ �5�3��4%N�O4�8� 9Q��7Pห%9/�%6N/��7P#7�4%2N�#/�ห%9/���N4$26P�/:��%�์
N 9P/�O/��3��4%N�O4�8�P�$R#NR�O%3�/�:�4� 

    `e.` �5�3��:ค'4�%�8P�24#4%�N�O4�8� 9Q��7Pห%9/�%6N/�2N�#/��3Q� 

    `e.a �3� 9Q��7Pห%9/�%6N/�2N�#/�R/OQ��%6N/��N4�ห4�N 9P/ห'7�N'7P$��4%N�O4�8� 9Q��7P/9P� N 
"4$Q�%2��24%2�N�0�/�ห�N/$ 

    `e.b QหO�%/�2/�/32�:ห%9/�ั��3$�4%�'6��7PN�็�/3��%4$�N/��7P�2P/�$O4$/32�:�3Q�
R�$3� 9Q��7P�7P#7�4%Q�O�4� 

    `e.c �%/��3�O'2'��2N�7$�ห%9/�8Q��3��7ค:#26P�/:��%�์�7P2N�#/�P�$�;O�;��O4� 
�;O�4$ห%9/�;OQหO�%6�4%"4$�/�QหO2/�ค'O/��3�%2N�7$� 32�: ห%9/�3Q��/���6�3�625ห%3��4%�%6ห4%�3��4%  

26P�/:��%�์�/��/��3 �� 



-  _e  - 
 

 �O/ `f �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4% 

�3�/4�O'2�4%�O/��3�/:��%�์ (Equipment Sitting and Protection) �3��7Q 
    `f._ �3�/4�/:��%�์Q� 9Q��7Pห%9/�%6N/��7PNห#422# N 9P/ห'7�N'7P$��4%N�O4�8� 9Q��7P
�/��;O��6�3�6�4�Q�หO/�0;�$์N�คP�P'$724%2�N�0�'4� (Data Center) QหO�O/$�7P2:� 

    `f.` /:��%�์�7P#7ค/4#25ค3�QหOO$�N�O�R/O/7� 9Q��7Pห�8P� �7Pค/4##3P�ค��'/�"3$ 

    `f.a R#NQหO#7�4%�5/4ห4% Nค%9P/��9P# O'22;��:ห%7PQ��%6N/�ห%9/ 9Q��7P�7P#7%2��
N�คP�P'$724%2�N�0/$;N"4$Q�0;�$์N�คP�P'$724%2�N�0�'4� (Data Center) 
    `f.b �5N�6��4%�%/�2/� 2/�2N/� O'2�;O'2"4 O/�'O/#"4$Q��%6N/�ห%9/ 9Q��7P
�7P#7%2��N�คP�P'$724%2�N�0/$;N"4$Q�N 9P/�O/��3�ค/4#N27$ห4$�N//:��%�์�7P/$;NQ��%6N/��3��'N4/ N�N� �4%�%/�2/�
%2�3�/:�ห";#6 ค/4#�9Q� QหO/$;NQ�%2�3����6ห%9/R#N 
 �O/ `g �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��%2��
O'2/:��%�์2�3�2�:��4%�5�4� (Supporting Utilities) �3��7Q 
   `g._ #7%2��2�3�2�:��4%�5�4��/�%2��N�คP�P'$724%2�N�0�/�ห�N/$�7PN 7$� /
�N/ค/4#�O/��4%Q�O�4�P�$QหO#7%2���3��N/R��7Q 
     `g._._ %2��25%/��%2O2R!!O4 (UPS) 
     `g._.` Nค%9P/��5N�6��%2O2R!!O425%/� (Generator) 
     `g._.a %2��%2�4$/4�40 

     `g._.b %2���%3�/4�40 O'2ค/�ค:#ค/4#�9Q� 

    `g.` QหO#7�4%�%/�2/�ห%9/��2/�%2��2�3�2�:�Nห'N4�3Q�/$N4�2#P5N2#/ 
N 9P/QหO#3P�Q�R�O/N4%2���5�4��4#���6 O'2'�ค/4#N27P$��4��4%'O#Nห'/Q��4%�5�4��/�%2�� 

    `g.a �6��3Q�%2��O�O�N�9/� N 9P/O�O�N�9/��%�7�7P%2��2�3�2�:��4%�5�4�
"4$Q�หO/�Nค%9P/��5�4��6����6ห%9/ห$:��4%�5�4� 

 �O/ a^ �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 

O'2ค/�ค:#�4%N�6�24$R! 24$29P/24% O'224$NคN�6Q'/9P� N (Cabling Security) �3��7Q 
    a^._ Nค%9/�N4$�/��/��3 ��Q�'3�1�2�7P�O/�/4��N4�N�O4R�Q��%6N/��7P#7�:คค'"4$�/�
N�O4�8�R�O�3Q� �O/�QหO#7�4%%O/$�N/24$23��4��N4� N N 9P/�O/��3��4%�3��3�23��4� �4%�3�24$23��4�N 9P/
�5QหON�6�ค/4#N27$ห4$O'2�O/��3�23�/์�N4� N �3�24$ N�N� ห�; N�็��O� 

    a^.` QหON�6�24$23��4�29P/24%O'224$R!!O4O$�//��4��3� N 9P/�O/��3��4%O�%�O��
%��/��/�23��4��8P��3�O'2�3� 

    a^.a �5�O4$�9P/25ห%3�24$23��4�O'2��/:��%�์N 9P/�O/��3��4%�3��N/23��4��6�N2O� 

    a^.b �3��5O���3�24$23��4�29P/24%�N4� N QหOค%��O/�O'2�;��O/� 
    a^.c �;O Rack �7P#724$23��4�29P/24%�N4� N �>�Q2N2'3�QหO2�6� N 9P/�O/��3��4%N�O4�8�
�/��:คค'"4$�/� 



-  _f  - 
 

 �O/ a_ �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 

�4%�5%:�%3�14/:��%� ์(Equipment Maintenance) �3��7Q 
   a_._ QหO#7�5ห���4%�5%:�%3�14/:��%�์�4#%/�%2$2N/'4�7P�5ห�� 

   a_.` ��6�3�6�4#ค5O�2�5Q��4%�5%:�%3�14�4#�7P�;O�'6�O�2�5 
   a_.a �3�N�O��3��8��6��%%#�4%�5%:�%3�14/:��%�์25ห%3��4%QหO�%6�4%�:�ค%3Q� 
N 9P/Q�OQ��4%�%/�2/�ห%9/�%2N#6�Q�"4$ห'3� 
   a_.b �3�N�O��3��8��ั�ห4O'2�O/�� %N/��/�/:��%�์�7P � N 9P/Q�OQ��4%�%2N#6�
O'2�%3��%:�/:��%�์�3��'N4/ 

   a_.c ค/�ค:#O'22/�2N/��;O'�4%��6�3�6�4��/��%613��;O%3��O4�Nห#4�5%:�%3�14
%2��ค/# 6/N�/%์�7P#4�5�4%�5%:�%3�14/:��%�์"4$Q�ห�N/$ 

    a_.d ค/�ค:#�4%2N�/:��%�์//�R��N/#O�#�/�2�4��7PN 9P/�O/��3��4%2;�ห4$
ห%9/�4%N�O4�8��O/#;'P�$R#NR�O%3�/�:�4� 

    a_.e �3�QหO#7�4%/�:#3�626��6�4%N�O4�8�/:��%�์�7P#7�O/#;'25ค3��/��;O%3��O4�  

�7P#4�5�4%�5%:�%3�14/:��%�์ N 9P/�O/��3��4%N�O4�8��O/#;'P�$R#NR�O%3�/�:�4� 

 �O/ a` �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/�ค/�ค:# 

O'2�5ห���3Q��/��4%�526P�/:��%�์�/��/��3 ��//��/�ห�N/$�4� (Removal of Property) �3��7Q 
    a`._ QหO#7�4%�//�:�4��N/��526P�/:��%�์ห%9/�%3 $์26�//��/�ห�N/$ 

    a`.` �3��8��O/#;'�4%�526P�/:��%�์�/��/��3 ��//��/�ห�N/$ N 9P/N/4R/ON�็�
ห'3��4��O/��3��4%2;�ห4$ %/#�3Q��3��8��O/#;'N 6P#N�6#N#9P/�5/:��%�์2N�ค9� 

 �O/ aa �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��4%�O/��3�/:��%�์
�7PQ�O�4�/$;N�/�ห�N/$�4� (Security of Equipment off - Premises) 
    aa._ �5ห��#4�%�4%ค/4#�'/�"3$N 9P/�O/��3�ค/4#N27P$��4��4%�526P�/:��%�์
ห%9/�%3 $์26��/��/��3 ��//�R�Q�O�4��/� 

    aa.` R#N�6Q�26P�/:��%�์ห%9/�%3 $์26��/��/��3 ��R/OP�$'5 3�Q��7P24�4%�2 

    aa.a QหON�O4ห�O4�7 P#7ค/4#%3��6��/��;O'/:��%�์ห%9/�%3 $์26�N2#9/�N�็�
�%3 $์26��/���N/� 
 �O/ ab �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/�ค/�ค:#�4%�5ห�N4$
26P�/:��%�์ห%9/�4%�526P�/:��%�์�'3�#4Q�O�4�/7�ค%3Q� (Secure Disposal or Reuse of Equipment) �3��7Q 
    ab._ QหO�5'4$�O/#;'25ค3�Q�26P�/:��%�์�N/��7P�2�5N�6��4%�5ห�N4$26P�/:��%�์�3��'N4/ 
O'2�;O�/�4���6�3�6Q��4%�5'4$29P/�3��8��O/#;'Q�ห#/� f 

    ab.` #7#4�%�4%ห%9/N�ค�6คQ��4%'�ห%9/N�7$��O/#;'�3����O/#;'�7P#7ค/4#25ค3� 

Q�/:��%�์25ห%3��3�N�O��O/#;'�N/��7P�2/�:�4�QหO�;O/9P��5/:��%�์�3Q�R�Q�O�4��N/ N 9P/�O/��3�R#NQหO#7�4%N�O4�8�
�O/#;'25ค3��3Q�R�O 
 



-  _g  - 
 

ห//   d 

�@1&1Bห@1�? �@1 O@%�@12EPอ2@1Oล>�@1 AN%B%�@%�อ�Nค1Eอ�N@02@12%N#0 

(Communications and Operations Management) 
  

 �O/ ac �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���3Q��/�
�4%��6�3�6�4��7PN�็�'4$'3�1�์/3�1% (Documented Operating Procedures) �3��7Q 
   ac._ �3��5�3Q��/���6�3�6/$N4�N�็�'4$'3�1�์/3�1%25ห%3�"4%�6��4%��6�3�6�4�
�3�%2��N�คP�P'$724%2�N�0�3��N/R��7Q 
    ac._._ �4%��6�3�6�4�Q�หO/�Nค%9P/�ค/# 6/N�/%์�7PQหO�%6�4%ห%9/0;�$์N�คP�P'$7
24%2�N�0�'4� (Data Center) 
    ac._.` �4%N�>�O'2�>�%2��N�N� �4%N�>� - �>�Nค%9P/�ค/# 6/N�/%์, N�>� - �>�
%2���4�N�คP�P'$724%2�N�0 O'2N�>� - �>�%2��QหO�%6�4%O'2/5�/$ค/4#22�/� N�็��O� 

    ac._.a �4%25%/��O/#;' 

    ac._.b �4%�5%:�%3�14/:��%�์ 
    ac._.c �4%�3��4%�3�29P/�3��8��O/#;' N�N� �4%�5�O4$�9P/�N��7Q �4%'�  
�3Q��4%�O/��3��4%�529P/�3��8��O/#;'�'3�#4Q�O�4�/7�ค%3Q� N�็��O� 

    ac._.d �4%2N��4�N�O4R��%2#/'�'Q�Nค%9P/�ค/# 6/N�/%์ O'2�4%�3��4%
�3��O/�6� '4��7PN�6��8Q� 

    ac._.e �4%�%2#/'�'�O/#;' N�N� �3Q��/�Q��4%�5�O/#;'N�O4%2���4��%2#/'�' 
O'2O2���' N�็��O� 

    ac._.f �4%Q�O�4�P�%O�%#/%%��%2P$��์�N4� N (Utilities) 
    ac._.g �4%%4$�4�O'2�4%�3��4%�3��ั�ห4�7PN�6��8Q� 

    ac._._^ �4%�3��4%�3��4%�5�4�'O#Nห'/O'2ค/4#�6� '4��/�%2��ค/# 6/N�/%์ 
%2���4� O'2%2��Nค%9/�N4$ 

    ac._.__ �4%�;Oค9�%2���4�O'2%2��Nค%9/�N4$ 

   ac.` �5ห���;O%3��6��/�O'2�;O#7/5�4�Q��4%ค/�ค:#�4%�5N�6��4%Q��4%�3��5
N/�24%�3Q��/��4%��6�3�6�O4��O� O'2QหO#7�4%�%3��%:�N/�24%/$N4�2#P5N2#/ 

 �O/ ad �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%ค/�ค:#
�4%N�'7P$�O�'� �%3��%:�ห%9/O�OR�%2��N�คP�P'$724%2�N�0�3��7Q 
   ad._ �5ห���3Q��/���6�3�625ห%3��4%ค/�ค:#�4%N�'7P$�O�'��N/%2��N�คP�P'$7
24%2�N�0�/��/��3 �� N�N� �/!�์O/%์ 04%์�O/%์�/�%2���4� �/!�์O/%์%2����6�3�6�4% N�็��O� ค/%#7�3Q��/�
�4%�5N�6��4%�3��N/R��7Q 
    ad._._ %2�:O'2�3��8�%2�3��'�%2��O'2ค/4#N%N��N/��/��4%N�'7P$�O�'�
�7P�//�:#3�6 N�N� #4�ห%9/�O/$ N�็��O� 



-  `^  - 
 

   ad._.` �3��8�%4$'2N/7$��4%�5N�6��4%�7PN�7P$/�O/�N 9P/Q�ON�็�ห'3��4� 

    ad._.a �5ห��QหO#7�4%/4�O���4%�5N�6��4% 

   ad._.b �5ห��QหO#7�4%��2/��4#ค/4#�5N�็� 

    ad._.c  �5ห��QหO#7�4%O�O��;O�7PN�7P$/�O/��3Q�ห#� 

    ad._.d �5ห��QหO#7�4%/4�O��ห%9/�3Q��/���6�3�625ห%3��4%�/$ห'3��'3�
25ห%3��%�7�7P�5O'O/R#N25N%O� 

   ad._.e �5ห���;O#7/5�4�Q��4%/�:#3�6QหO�5N�6��4%Q��4%�%3��%:�
ห%9/O�OR��3Q��/���6�3�6�3��'N4/ 

 �O/ ae �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%O�N�ห�O4�7P
ค/4#%3��6��/� (Segregation of Duties) �3��7Q 
   ae._ �5ห��QหO�4%��6�3�6�4��7P#7ค/4#25ค3� O$�ห�O4�7Pค/4#%3��6��/�//��4��3�
O'2#7�;O��6�3�6�4�#4��/N4ห�8P�ค� 

   ae.` �O/��3�R#NQหO�4��7P#7ค/4#25ค3�24#4%��5N�6��4%R�O�3Q�O�N�O�����R�O
�O/$�:คค'N 7$�ค�N�7$/ 

   ae.a QหO�;O�3�ค3��3��4#7�4%2/�2N/��;O'/$N4�Q�'O�6�25ห%3��4��7P#7ค/4#N27P$�
�N/�4%N�6�ค/4#N27$ห4$ 

   ae.b QหO#7�4%�3�N�O�ห'3��4��7P24#4%�Q�O�%/�2/�R�OQ�"4$ห'3� 25ห%3��4��7P#7ค/4#N27P$� 
 �O/ af �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3��4%O$�%2��
25ห%3��4% 3��4 �4%��2/� O'2�4%QหO�%6�4%//��4��3� (Separation of Development, Test, and Operational 
Facilities) �3��7Q 
   af._ QหO 6�4%�4�4%O$�Nค%9P/�ค/# 6/N�/%์�/�%2���4�O'2#4�%�4%N 9P/
Q�OQ��4%O$�Nค%9P/�ค/# 6/N�/%์25ห%3��4% 3��4 �4%��2/�O'2�4%QหO�%6�4%//��4��3��4#ค/4#�5N�็� 
N 9P/�O/��3��'�%2���4��4%�5�4��7P#7�N/�3� 

   af.` �5ห��#4�%�4%ค/�ค:#�4%�N4$P/�%2���4��4�Nค%9P/�ค/# 6/N�/%์�7PQ�O
25ห%3��4% 3��4R�2;NNค%9P/��7PQ�O25ห%3��4%QหO�%6�4% 

   af.a QหO#7�4%�O/��3��4%N�O4�8�P�%O�%#/%%��%2P$��์ N�N� �/!�์O/%์�;'
O'2$;�6'6�7 Q N�็��O� �7PQ�O25ห%3��4% 3��4%2���4�P�$R#NR�O%3�/�:�4�Q��4%N�O4�8�P�%O�%#1 �3��'N4/  

��Nค%9P/�ค/# 6/N�/%์25ห%3��4% 3��4 

   af.b �5ห��QหO#7�4%O$��3��7�;OQ�O�4�//��4��3�25ห%3�%2���4��7PQ�OQ��4%
 3��4��2/�O'2QหO�%6�4%�%6� 
 �O/ ag �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��QหO#7�4%
�%/�2/�O'2�6��4#�4%Q�O�%3 $4�%�/�%2��O'2Nค%9/�N4$ค/# 6/N�/%์ �3��7Q 
   ag._ �3��5O���4%�%/�2/�O'2�6��4#�%3 $4�%�/�%2��24%2�N�0 �3��7Q 



-  `_  - 
 

    ag._._ �5ห���%2N"��/��O/#;'�7PQ�OQ��4%�%/�2/�O'2�6��4#�4%
Q�O�%3 $4�%�/�%2�� N�N� %O/$'2�/��4%Q�O�7 7$; %O/$'2�/��4%Q�Oห�N/$ค/4#�5 %O/$'2�/��4%Q�O 9Q��7P
04%์��62�์ O'2%O/$'2�/��%6#4��4%Q�ONค%9/�N4$ N�็��O� 

    ag._.` �5ห��คN4�%6#4��4%Q�O�%3 $4�%2;�2:���%2���7P$/#%3�R�O 
คN4�N4� N Nห'N4�7QQ�O25ห%3�N�็��:�Q��4%O�O�N�9/�/N4%2��24%2�N�0R�O#7�4%Q�O�%3 $4�%#4���8�คN42;�2:�  

�7P$/#%3�R�OO'O/ห%9/R#N N�N� �5ห��R/O�7P%O/$'2 f^ �/��4%Q�O�7 7$; N�็��O� 

    ag._.a �5ห��ค/4#�7PQ��4%N�O4�%/�2/��%6#4��4%Q�O�%3 $4�%
�/�%2��24%2�N�0 25ห%3�%2���7P#7ค/4#25ค3��4�#4�R��O/$ QหO�5ห��O���4%�%/�2/�O'2�6��4#
�%3 $4�%�/�%2���O/$ค/4#�7PQ��4%�%/�2/��4�2;�R��P5 N�N� %2���7P#7ค/4#25ค3�#4�ค/%#7ค/4#�7P
Q��4%�%/�2/�2;��/N4%2���7P#7ค/4#25ค3��4��'4�O'2�O/$ N�็��O� 

   ag.`  �6��4#O'2�%/�2/��%3 $4�%�/�%2���4#O���4%�%/�2/�O'2
�6��4#�%3 $4�%�/�%2��1 �7PR�O�5ห��R/ON 9P/�;/N4$3�#7�%3 $4�%N 7$� /�N/�4%QหO�%6�4%ห%9/R#N 
   ag.a %4$�4��O/#;'�'�4%�6��4#�4%Q�O�%3 $4�%�/�%2��24%2�N�0 N�N� 
2�6�6�%6#4��4%Q�O�7 7$; ห�N/$ค/4#�5 04%์��62�์ O'2�%6#4�Nค%9/�N4$ค/# 6/N�/%์ QหO�;O�3�ค3��3��4R�O%3��%4�
/$N4�2#P5N2#/ 

   ag.b �%2N#6�ค/4#�O/��4%�%3 $4�%�/�%2��24%2�N�0�7P�O/��4%N 6P#N�6#
N 9P/�5R�Q�OQ��4%/4�O���%3��%:��%226��6"4 O'2�7�ค/4#24#4%��/�%2���N/R� 

 

ห//   e 

�@1'้อ��?%�F คA2?P�R/NพD�'1>2�ค์ 
(Protection Against Malicious Code) 

 

 �O/ b^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��#4�%�4%
ค/�ค:#�4%N�O4�8�%2��N�คP�P'$724%2�N�0N 9P/�O/��3��:�ค523P�R#N 8P��%22�ค์�3��7Q 
    b^._ หO4#�4%�6��3Q��/!�์O/%์/9P� N ห%9/�/!�์O/%์�7PR�O#4�4�Oห'N�"4$�/� 
%/#�3Q��4%Q�OO!O#�O/#;' (File) /9P��7P�/��3 ��R#N/�:�4�QหOQ�O�4� 

    b^.` QหO#7�4%�%/�2/��/!�์O/%์ห%9/�O/#;'Q�%2���4�25ค3�/$N4�2#P5N2#/
N 9P/�O/��3��4%�6��3Q��/!�์O/%์ห%9/�O/#;'Q�%2���4��3Q�P�$R#NR�O%3�/�:�4� 

    b^.a QหO�6��3Q��/!�์O/%์N 9P/�O/��3��:�ค523P�R#N 8��%22�ค์QหO�3�%2��N�คP�P'$7
24%2�N�0�/��/��3 �� O'2/3 N���/!�์O/%์�O/��3��:�ค523P�R#N 8��%22�ค์N�็��%2�52#P5N2#/ 

    b^.b QหO�;O�;O'%2���5N�6��4%�%/�2/��:�ค523P�R#N 8��%22�ค์Q�Nค%9P/�ค/# 6/N�/%์
�7PQหO�%6�4%O'2/:��%�์N�คP�P'$724%2�N�0/9P� N Q��%6N/��:��4�N�O4 - //�Nค%9/�N4$/$N4�2#P5N2#/N 9P/�3��3�
�:�ค523P�R#N 8P��%22�ค์�7P�2N�O42;N%2�� 



-  ``  - 
 

   b^.c �5ห��ห�O4�7Pค/4#%3��6��/�O'2�3Q��/���6�3�625ห%3��4%�3��4%�3��:�ค523P�
R#N 8��%22�ค์R�OO�N�4%%4$�4��4%N�6��8Q��/��:�ค523P�R#N 8��%22�ค์ �4%/6Nค%42ห์ �4%�3��4% �4%�;Oค9�%2��
�4�ค/4#N27$ห4$�7P�%/� � N�็��O� 

   b^.d #7�4%�6��4#�O/#;'�N4/24%N�7P$/�3��:�ค523P�R#N 8��%22�ค์/$N4�2#P5N2#/ 

   b^.e QหO#7�4%2%O4�ค/4#�%2ห�3�N�7P$/�3��:�ค523P�R#N 8��%22�ค์N 9P/QหON�O4ห�O4�7P
#7ค/4#%;Oค/4#N�O4Q�O'224#4%��O/��3���N/�R�OO'2QหO%3��%4��3Q��/���6�3�6N#9P/ �Nห�:�:�ค523P�R#N 8��%22�ค์
/N4�O/��5N�6��4%/$N4�R% %/#�3Q�QหOห�N/$#7�4%�3��4%�@�/�%#2%O4�ค/4#�%2ห�3�/$N4��O/$�?'2 _ ค%3Q� 
 

ห//   f 

�@1�? �@1N�O@"D��Oอ/Gล2@12%N#0Oล>P'1O�1/'1>0F�!์ 
(Management of Access to Information and Applications) 

 

 �O/ b_ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%�3��4%
�3��O/#;'Q�O�N'2�3Q�ค/4#'3� �3��7Q 
   b_._ �5ห��%2�3��3Q�ค/4#'3��/��O/#;'�8P�/$N4��O/$�%2�/��O/$ �O/#;'�3P/R� 
�O/#;'2N/��:คค' �O/#;'Q�O"4$Q� O'2�O/#;''3� 

   b_.` �5ห��O�/�4�Q��4%�3�ห#/�ห#;N�O/#;'N�็��3Q�ค/4#'3��7PNห#422#
�8P�ค/% 6�4%�4�3�ห#/�ห#;N�4� 

   b_.`._ Oห'N��7P#4�/��O/#;' N�N� ห4��O/#;'�3Q�#4�4�"4$�/�O'2N�็��O/#;''3� 
�3Q�ค/4#'3��O�2�O/�ค�R/ON�N�N�6# ห%9/ห4��O/#;'�3Q�#4�4�/6�N�/%์N�O� �3Q�ค/4#'3��O�2N�็��%2N"�N�>�N�$R�O N�็��O� 

   b_.`.` /6�7�4%�5R�Q�O�%2P$��์ N�N� ห4��O/#;'�3Q�24#4%��5R�Q�O�%2P$��์
Q�N�6� 4�6�$์R�O ห4��;�N�>�N�$�22N��'�%2���O4�%2�����%2#4��/�ห�N/$ �3��3Q��O/#;'�7Q�2/$;NQ��%2N"�'3� N�็��O� 

   b_.`.a �5�/��:คค'�7Pค/%%3��%4� N�N� ห4��O/#;'�3Q�24#4%�N�>�N�$
�N/�;OQ�O�4��O/#;'N�็��5�/�#4� �3Q�ค/4#'3��2N�็��O/#;'N�>�N�$R�O N�็��O� 

   b_.`.b �'�%2��ห4�#7�4%N�>�N�$ N�N� ห4��O/#;'�3 Q��;�N�>�N�$  
�2#7�'�%2���O4��9P/N27$�O'2"4 '3�1�์ �O4��4%���%2#4� �O4��4%R#N��6�3�6�4#��%2N�7$��O/�3�ค3��7Pห�N/$
�5ห���O/���6�3�6�4# ห%9/�O4��4%#72N/�R�O2N/�N27$�/��;O�7PN�7P$/�O/� �3��3Q��O/#;'�224#4%��3�/$;NQ��%2N"�
Q�O"4$Q�N�N4�3Q� ห%9/�%2N"��3Q�ค/4#'3� N�็��O� 

   b_.a �5ห���3Q��/���6�3�6N 9P/�3��4%�3��O/#;'�4#%2�3��3Q�ค/4#'3� �3Q��/�1 
ค/%�%2�/��O/$ �4%ค/�ค:#�4%�%2#/'�' �4%ค/�ค:#�4%N�O4�8� �4%�3�N�O� �4%�3��4%�3�29P/�3��8��O/#;' 
�4%�5�O4$�N��7Q O'2�4%29P/24%�O/#;'/$N4�#3P�ค��'/�"3$ 

   b_.b �5ห��QหO#7�4%�5�3��4%N�O4�8��O/#;'25ค3�N 9P/�O/��3��4%N�O4�8�P�$R#NR�O%3�/�:�4� 

   b_.c �5ห��#4�%�4%�5'4$29P/�3��8��O/#;'N 9P/�O/��3��4%N�O4�8��O/#;'25ค3�
�7P$3�ค�คO4�/$;N��29P/�3��8��O/#;'�3Q� P�$/4���6�3�6�4#O�/�4��3��7Q 



-  `a  - 
 

#1>N.�0E่อ"?!�D��Oอ/Gล วB C�Aล@0 

�%>�@1 Q�O�@%ห?P��O/$Nค%EP/�ห?P��A'@$N/�2@% 

Flash Drive 

- QหO�@%�A'@$�O/#G'�� Flash Drive �@##@�%�@� DOD c``^.`` M  

  �/��%>�%/��'@Pห#2ห%?�/N#%B�@ �DP�N�็�#@�%�@��@%�A'@$�O/#G' 
  P�$�@%N�C$��?��O/#G'N�B#ห'@$%/� 
- Q�O/B�C�@%�F�ห%E/��QหON2C$ห@$ 

O�N� CD/DVD Q�O�@%ห?P��O/$Nค%EP/�ห?P��A'@$N/�2@% 

N�� Q�O/B�C�@%�F�ห%E/��QหON2C$ห@$ ห%E/N�@�A'@$ 

0@%์��B2�์ 

- Q�O�@%�A'@$�O/#G'��0@%์��B2�์�@##@�%�@� DOD c``^.`` M  

  �/��%>�%/��'@Pห#2ห%?�/N#%B�@ �DP�N�็�#@�%�@��@%�A'@$�O/#G'  
  P�$�@%N�C$��?��O/#G'N�B#ห'@$%/� 
- Q�O/B�C�@%�F�ห%E/��QหON2C$ห@$ 

 

   b_.d �5ห��#4�%�4%N 9P/�%/�2/�/N4�O/#;'�7P�5//��4�%2���4�#7ค/4#�;��O/�
O'22#�;%�์�N/��7P�2�5R�Q�O�4��N/R� 

    b_.e �5ห��#4�%�4%�O/��3��O/#;'25ค3��7P#7�4%23P� 6# ์//�#4�4�Nค%9P/� 6# ์
N 9P/�O/��3��4%N�O4�8�P�$�;O/9P� 

    b_.f �3��5�3��7%4$�9P/�;O#726��6N�O4�8��O/#;'O'229P/�3��8��O/#;'25ค3� O'2#7�4%
���/��3��7%4$�9P//$N4�2#P5N2#/ 

    b_.g #4�%�4%Q��4%�5/6�7�4%N�O4%ห32#4Q�O�3��O/#;'�3Q�ค/4#'3� QหO��6�3�6�4#%2N�7$�
/N4�O/$�4%%3�14ค/4#'3��4�%4��4%  .0. ̀ cbb O'2%2N�7$��/��3 �� /N4�O/$�4%%3�14ค/4#�'/�"3$�/��3 ��  .0. ̀ cda 

 �O/ b` �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/�� 3��4% 

2%O4�ค/4##3P�ค��'/�"3$25ห%3�N/�24%%2�� (Security of System Documentation) �3��7Q 
  b`._ �3�N�O�N/�24%�7PN�7P$/�O/��3�%2��N�คP�P'$724%2�N�0R/OQ�2�4��7P�7P#3P�ค��'/�"3$ 

  b`.` QหO#7�4%ค/�ค:#�4%N�O4�8�N/�24%�7PN�7P$/�O/��3�%2��N�คP�P'$724%2�N�0
P�$�;ON�็�N�O4�/�%2���3Q� 

  b`.a ค/�ค:#�4%N�O4�8�N/�24%�7PN�7P$/�O/��3�%2��N�คP�P'$724%2�N�0�7P�3�N�O�
ห%9/N�$O %N/$;N��Nค%9/�N4$24�4%�2 N�N� /6�N�/%์N�O� N�็��O� N 9P/�O/��3��4%N�O4�8�ห%9/N�'7P$�O�'�O�OR�N/�24%�3Q� 

 �O/ ba �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���P$�4$
O'2�3Q��/���6�3�625ห%3��4%O'�N�'7P$�24%2�N�0 (Information Exchange Policies and Procedures) �3��7Q 
    ba._ �3��5�P$�4$ห%9/O�/�4��4%Q�O/$N4�Nห#422#25ห%3��4%Q�O�4�%2��
ห%9//:��%�์�7PQ�OQ��4%29P/24%�O/#;'%2ห/N4��/��3 �� N�N� หO4#Q�ON 9P/�N/ค/4#%5ค4�O�N�;O/9P� �5QหO�;O/9P�
2;�N27$�9P/N27$� �'/#N�็��:คค'/9P� N�็��O� 

    ba.` #7/6�7�4%�4�N�ค�6ค�O/��3��O/#;'25ค3��4��4%�;�N�O4�8� �;�N�'7P$�O�'�O�OR� 
�;�2/#%/$P�$�;O/9P� �;�N�>�N�$ค/4#'3� P�$R#NR�O%3�/�:�4� 

         ba.a �3��5O�/�4�25ห%3��4%�3�N�O� �4%�5'4$ O'2%2$2N/'4�4%�3�N�O�
25ห%3��O/#;'ห%9/N/�24%P�O�/� O'2O�/�4�ค/%2/�ค'O/��3���ห#4$ %2N�7$� �O/�3�ค3� ห%9/�O/�5ห��/9P�N 
�7Pห�N/$�O/���6�3�6�4# 



-  `b  - 
 

 �O/ bb �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���O/��'�
Q��4%O'�N�'7P$�24%2�N�0 (Exchange Agreements) P�$#7O�/�4��O/��'�25ห%3��4%O'�N�'7P$�24%2�N�0
%2ห/N4�ห�N/$�4�"4$Q��3�ห�N/$�4�"4$�/��3��N/R��7Q 
    bb._ �5ห���P$�4$�3Q��/���6�3�6 O'2#4�%�4�N 9P/�O/��3��O/#;'O'229P/�3��8��O/#;'
�7P�2#7�4%��$O4$ห%9/2N�R�$3�/7�2�4��7Pห�8P� 
    bb.` �5ห��ห�O4�7Pค/4#%3��6��/��/��;O�7PN�7P$/�O/�O'2�3Q��/���6�3�6Q��4%
O'�N�'7P$��O/#;' N�N� /6�7�4%2N� /6�7�4%%3� N�็��O� 

    bb.a �5ห��ห�O4�7Pค/4#%3��6��/�Q��4%�O/��3��O/#;' 

   bb.b �5ห���3Q��/���6�3�625ห%3��%/�2/�/N4Qค%N�็��;O2N��O/#;'O'2Qค%N�็��;O%3��O/#;'
N 9P/N�็��4%�O/��3��4%��6N2�ค/4#%3��6��/� 

    bb.c �5ห��ค/4#%3��6��/�25ห%3��%�7�7P�O/#;'�7PO'�N�'7P$��3�N�6��4%2;�ห4$
ห%9/N�6�Nห�:�4%�์ค/4#N27$ห4$/9P� N �3��O/#;'�3Q� 

    bb.d �5ห��26��6�4%N�O4�8��O/#;' 

    bb.e �5ห��#4�%�4��4�N�ค�6ค�7PQ�OQ��4%N�O4�8��O/#;'ห%9/�/!�์O/%์ 

    bb.f �5ห��#4�%�4% 6N0125ห%3��O/��3�N/�24% �O/#;' �/!�์O/%์ ห%9//9P� N 
�7P#7ค/4#25ค3� N�N� �:�O��7PQ�OQ��4%N�O4%ห32 N�็��O�   
 �O/ bc �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��%2��24%2�N�0
�4#"4%�6��7PR�O%3�#/��7P#7�4%N�9P/#P$��8��3�  6�4%�4�%2N�O��N4� N �4��O4�ค/4##3P�ค��'/�"3$ O'2�:�/N/��N4� N 
�N/��3�26�Q�Q�O�O/#;'%N/#�3�Q�%2���4� ห%9/%2��N�คP�P'$724%2�N�0�7P�2N�9P/#P$�N�O4�O/$�3� N�N� 
%2ห/N4�ห�N/$"4$Q��/��3 �� ห%9/ห�N/$�4�/9P�N �7P�2#4�/N�9P/#P$��3��/��3 �� N�็��O��3��7Q 
    bc._ �5ห���P$�4$O'2#4�%�4%N 9P/ค/�ค:# �O/��3� O'2�%6ห4%�3��4%  
�4%Q�O�O/#;'%N/#�3� 

    bc.`  6�4%�4�5�3�ห%9/R#N/�:�4��4%N�O4�8��O/#;'2N/��:คค' 

   bc.a  6�4%�4/N4#7�5'3� 'Q��O4��7P#726��6ห%9/R�O%3�/�:�4�QหON�O4Q�O�4� 

    bc.b  6�4%�4N%9P/��4%'��2N�7$��;OQ�O�4� 

    bc.c R#N/�:�4�QหO#7�4%Q�O�4��O/#;'25ค3�ห%9/�O/#;'�7P�5ห���3Q�ค/4#'3�%N/#�3�
Q��%�7�7P%2��R#N#7#4�%�4%�O/��3�N 7$� / 

 �O/ bd �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%ห#�N/'4
ห%9/ห#�/4$:�4%Q�O�4�%2��24%2�N�0 (Session Time-Out) �3��7Q 
  bd._ �5ห��QหO%2��N�คP�P'$724%2�N�0 N�N� %2���4� /:��%�์Nค%9/�N4$ N�็��O� 
#7�4%�3��4%�6��N/O'2ห#�N/'4�4%Q�O�4� %/#�3Q��>��4%Q�O�4��O/$ห'3��4��7PR#N#7�6��%%#�4%Q�O�4�  
�N/�%2$2N/'4ห�8P��7P�5ห��R/O 
  bd.` �5ห��QหO%2��N�คP�P'$724%2�N�0#7�4%�3��4%�6��N/O'2ห#�N/'4�4%Q�O�4�
�7P23Q��8Q�25ห%3�%2��N�คP�P'$724%2�N�0�7P#7ค/4#N27P$�2;� N�N� %2���4��7P#7�O/#;'25ค3� %2���4��7P�5ห��
�3Q�ค/4#'3� N�็��O� N 9P/�O/��3��4%N�O4�8��O/#;'P�$R#NR�O%3�/�:�4� 



-  `c  - 
 

  bd.a O�/�4���6�3�6�3��7Q 
    bd.a._ N#9P/�;OQ�O�4�R#NR�OQ�O�4�ห%9//N4�N/O��4��4%Q�O�4�Q�%2$2N/'4 c �4�7 
ห%9/�4#�7P�;O%3��6��/��5ห�� QหO#7�4%�3��4%N�9P/#�N/�4%Q�O�4�//��4�%2��24%2�N�0P�$/3�P�#3�6 
    bd.a.` �O4#7ค/4# $4$4#N�O42;N%2��Qห#N QหO$9�$3��4%Q�O�4�P�$Q2N�9P/�;OQ�O 
(Username ) O'2%ห32�N4� (Password) ห%9//6�7�4%�7P�'/�"3$Q��4%$9�$3��3/�:คค'Q��:� N ค%3Q� 
 �O/ be �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��  
�4%�5�3�%2$2N/'4�4%N�9P/#�N/%2��N�คP�P'$724%2�N�0 (Limitation of Connection Time) �3��7Q 
    be._ �5ห��QหO%2��24%2�N�0#7�4%�5�3��N/�%2$2N/'4�4%N�9P/#�N/25ห%3�
�4%Q�O�4�N 9P/QหO�;OQ�O�4�24#4%�Q�O�4�R�O�4��7P2:�"4$Q�%2$2N/'4�7P�5ห��N�N4�3Q� 

    be.` �5ห��QหO%2��24%2�N�0 N�N� %2���4��7P#7ค/4#25ค3�2;� %2���4� 

�7P#7�4%Q�O�4�Q�2�4��7P�7P#7ค/4#N27P$� (Q��7P24�4%�2ห%9/ 9Q��7P"4$�/�ห�N/$) %2���4��7P�5ห���3Q�ค/4#'3� N�็��O� 
#7�4%�5�3��N/�%2$2N/'4�4%N�9P/#�N/N 9P/�O/��3��:คค'�7PR#N#72N/�N�7P$/�O/�N�O4�8��O/#;'R�OP�$�N4$ 

    be.a O�/�4���6�3�6�3��7Q 
    be.a._ �4%N�9P/#�N/N�O42;N%2��24%2�N�0�/��/��3 �� �5ห��QหO
Q�O�4�R�O ` �3P/P#� �N/�4%N�9P/#�N/ห�8P�ค%3Q� ห%9/�4#�7P�;O�3�ค3��3��4NหO�2#ค/% 

    be.a.` �4%N�9P/#�N/N�O42;N%2��24%2�N�0�/��/��3 �� �5ห��QหO
Q�O�4�R�ON� 42Q��N/�N/'4�4%�5�4��4#���6N�N4�3Q� 

    be.a.a �4%N�9P/#�N/N�O42;N%2��24%2�N�0�/��/��3 �� �O4�%2�5
Q��N/��/�N/'4�5�4��4#���6 �O/�R�O%3�/�:#3�6�4��;O�3�ค3��3��4N�็�'4$'3�1�์/3�1% 

 �O/ bf �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��ค:�2#�3�6
�/��4%'O/�/6� (Login) �7P#7ค/4##3P�ค��'/�"3$25ห%3�%2��24%2�N�0 25ห%3�Nค%9P/�ค/# 6/N�/%์QหO�%6�4%
ห%9//:��%�์Nค%9/�N4$ค/# 6/N�/%์�7Pห�N/$%3��6��/� �3��7Q 
    bf._ R#N#7ห%9/R#NO2��!ั��์�3P� (Function) QหO�4%�N/$Nห'9/Q�%2ห/N4��7P�5�4%'O/�/6� (Login) 
    bf.` �3��8�ค/4# $4$4#Q��4%'O/�/6��3Q��7P25N%O�O'2R#N25N%O�O'2O2���%2/3�6
�4%'O/�/6� a ค%3Q�'N42:� 

    bf.a �3��4%N�9P/#�N/ห'3��4��7P�5�4%'O/�/6�R#N25N%O�N�6��/N4 a ค%3Q� 
    bf.b N#9P/#7�4%Q2N�O/#;'�3��7�9 P/�;OQ�O�4�O'2%ห32�N4��7PR#N�;��O/� QหOO2��
�O/ค/4#%/# N N�N� <�O/#;'�4%'O/�/6� R#N�;��O/�= 

    bf.c QหOO2���O/ค/4#N�9/��7Pห�O4�/"4$ห'3��4��4%'O/�/6�N2%O�26Q� �O/ค/4#N�9/� 
R�OO�N <%2���7QN�็�%2���7PN�็��%3 $์26��/��/��3 �� �4%Q�O�4��2�O/�R�O%3��4%/�:#3�6�N/�N�N4�3Q��8��224#4%�Q�O�4�R�O 
�;O�7PR#NR�O%3�26��6O'2N�O4#4Q�O%2���4� ห4�#7�4%�%/� � /4�#7�4%'�P�1�4�/6�3$ ห%9/�5N�6��4%�4���ห#4$
�4#ค/4#Nห#422# �/��3 ��#726��6Q��4%�%/�2/� &�6�%%#�4%Q�O�4�Q�%2ห/N4��7P�;OQ�O�4�Q�O%2���4��7Q
P�$R#N�9//N4N�็��4%'2N#6�ค/4#N�็�2N/��3/= 

    bf.d R#NO2��%4$'2N/7$��/�%2��Q� N ���/N4�2'O/�/6�25N%O� 



-  `d  - 
 

 �O/ bg �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 
�4%�3��8�Nห�:�4%�์�7PN�7P$/�O/��3��4%Q�O�4�24%2�N�0 (Audit Logging) �/�%2���4�"4$Q��/��3 ���3��7Q 
  �3�QหO#7�4%�3��8��O/#;' &�6�%%#�4%Q�O�4��O/#;'P�$�4%�3�N�O� Audit Log N�็� Log File 
�7PQ�ON�O��O/#;'�4%N�O4�8�%2���/��;OQ�O N 9P/�%/�2/�/N4Qค%N�O4#4Q�O�4�%2�� �4%�%/�2/��4%�:�%:�  
%/#R��8��4%�%/�2/��O/�6� '4��7PN�6��8Q� P�$�3��5%4$�4�N�9Q/��O�2%:��O/#;'/N4 Qค% (Who) �5/2R% (What) 
N#9P/Rห%N (When) �7PRห� (Where) O'2/$N4�R% (How) �3��3Q��O/#;'�7Pค/%�3�N�O�#7�3��7Q 
    bg._ �O/#;'�9P/�3��7�;OQ�O%2���4� 

    bg.` �O/#;'/3�N/'4�7PN�O4�8�%2���4� 

    bg.a �O/#;'/3�N/'4�7P//��4�%2���4� 

    bg.b �O/#;'Nห�:�4%�์25ค3��7PN�6��8Q� 

    bg.c �O/#;'�9P/Nค%9P/�ค/# 6/N�/%์�7PQ�O�4� 

    bg.d �O/#;'�4%N�O4�8�%2�� (Log In) �3Q��7P25N%O�O'2R#N25N%O� 

    bg.e �O/#;'ค/4# $4$4#Q��4%N�O4�8��%3 $4�% N�N� �O/#;'�3��7�;OQ�O�4��O/#;'25ค3�
�/�%2���4� N�็��O� �3Q��7P25N%O�O'2R#N25N%O� 

    bg.f �O/#;'�4%N�'7P$�O�'�26P�O/�'O/#ห%9/�4%�5ห��คN4 (Conoguration) �/�%2���4� 

    bg.g �O/#;'O2���4%Q�O26��6 N�N� 26��6�/��;O�;O'%2�� N�็��O� 

    bg._^ �O/#;'O2���4%Q�O�4�P�%O�%#�%2$:��์ (Application Program) 
    bg.__ �O/#;'O2���4%N�O4�8�O!O#�O/#;' (File) O'2�4%�%2�5�3�O!O#�O/#;' (File) 
N�N� N�>� �>� N�7$� /N4�O!O#�O/#;' N�็��O� 

    bg._` �O/#;'R/ 7O/�N�%2�7PN�O4�8� 
    bg._a �O/#;'P %P�ค/'�/�Nค%9/�N4$�7PQ�O�4� 

    bg._b �O/#;'�4%O�O�N�9/�N�7P$/�3��4%N�O4�8�%2���4��4%�:�%:� 

    bg._c �O/#;'O2���4%ห$:��4%�5�4��/�%2���O/��3��4%�:�%:� 

    bg._d �O/#;'O2���4%ห$:��4%�5�4��/�%2���4�25ค3� N 

    bg._e �O/#;'O2���4%25%/��O/#;'R#N25N%O� 

 

ห//   g 

�@1&1Bห@1�? �@1�@1N�O@"D�1>&&Nค1Eอ�N@02EPอ2@1�Oอ/Gล 

(Management of Access to Data Communication Network) 
 

 �O/ c^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��#4�%�4%
�4�Nค%9/�N4$29P/24%�O/#;' (Network Controls) N 9P/�O/��3��O/#;'Q�Nค%9/�N4$ %2���4� ห%9/�%6�4%�N4� N 
�4��4%�;�N�O4�8�ห%9/�;��5'4$P�$R#NR�O%3�/�:�4� �3��N/R��7Q 



-  `e  - 
 

   c^._ �5ห���:ค'4�%�;O#7ห�O4�7P%3��6��/� ค/4#%3��6��/� O'2�3Q��/���6�3�6
25ห%3��4%�%6ห4%�3��4%/:��%�์Nค%9/�N4$�7PQ�OQ��4%N�O4�8��4�%2$2R�' 

   c^.` �5ห���3Q��/���6�3�625ห%3��4%�%6ห4%�3��4%�3��7�;OQ�O�4�O'2/:��%�์  

�7P/�:�4�QหO24#4%�N�O4Q�O%2��N�คP�P'$724%2�N�0�4�%2$2R�' 

   c^.a �5ห��#4�%�4% 6N01N 9P/�O/��3�ค/4#'3�O'2ค/4#�;��O/��/��O/#;'25ค3�
N#9P/�O/�2N��N4��O/#;'�3Q��4�Nค%9/�N4$24�4%�2 N�N� Nค%9/�N4$/6�N�/%์N�O� Nค%9/�N4$R%O24$ N�็��O� 

   c^.b �5ห��#4�%�4%N 9P/�O/��3�%2��N�คP�P'$724%2�N�0�7P#7�4%N�9P/#P$�
�3�Nค%9/�N4$24�4%�2 

   c^.c �5ห��#4�%�4%N 9P/N�O4%2/3�2"4 ค/4# %O/#Q�O�/�%2��N�คP�P'$7
24%2�N�0�N4� N N 9P/QหO24#4%�Q�O�4�R�O/$N4��N/N�9P/� 
   c^.d #7�4%�3��8��O/#;' &�6�%%#�4%Q�O�4�N�O� Log �/�/:��%�์Nค%9/�N4$
N 9P/Q�OQ��4%�%/�2/�/$N4�2#P5N2#/ 

   c^.e #7�4%Q�O04%์�O/%์ห%9/�/!�์O/%์ 25ห%3��4%�%6ห4%�3��4%Nค%9/�N4$  
N 9P/%2�: N�O4�%/� �6��4#2�4�2 /:��%�์Q�%2��24%2�N�0�/��/��3 �� 

 �O/ c_ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 
�4%ค/�ค:#�4%N�O4�8�%2��Nค%9/�N4$�3��7Q 
    c_._ �;O�;O'%2�� �O/�#7�4%//�O��O�N�%2��Nค%9/�N4$�4#�':N#�/��%6�4%
%2��N�คP�P'$724%2�N�0O'2�4%29P/24%�7P#7�4%Q�O�4� �':N#�/��;OQ�O O'2�':N#�/�%2��24%2�N�0 N�N�  
N��"4$Q� (Internal Zone) N��"4$�/� (External Zone) N�็��O� N 9P/N�็��4%ค/�ค:# O'2�O/��3��4%�:�%:�
R�O/$N4�N�็�%2�� 

    c_.` �;O�;O'%2�� ค/%�5N�6��4%O$�O'2�6��3Q� Nค%9P/�ค/# 6/N�/%์QหO�%6�4%R/O
Q�/�Nค%9/�N4$�7PO$��N4�ห4��4�/�Nค%9/�N4$�/��;OQ�O�4� O'2Q�O Firewall ห%9//:��%�์Nค%9/�N4$/9P� N N 9P/�5�3�
QหON� 42�':N#�;OQ�O�4��7PR�O%3�/�:�4�N�N4�3Q� �8��224#4%�N�9P/#�N/N�O4R�$3�Nค%9P/�ค/# 6/N�/%์QหO�%6�4%�3Q�R�O
O'225ห%3�O�/�4���6�3�6�4%Q�O�4��/�R!%์//''์ (Firewall) �/��/��3 �� #7�3��7Q 
    c_.`._ �;O�;O'%2��#7ห�O4�7PQ��4%�%6ห4%�3��4% �4%�6��3Q� O'2�5ห��คN4
�/�R!%์//''์�3Q�ห#� 

    c_.`.` �4%�5ห��คN4N%6P#�O� 9Q��4��/��:�Nค%9/�N4$�2�O/�N�็��4%��6N2��3Q�ห#� 

    c_.`.a �:�N2O��4�N�9P/#�N//6�N�/%์N�O�O'2�%6�4%/6�N�/%์N�O��7PR#N/�:�4�
�4#�P$�4$ �2�O/��;��'O/� (Block) P�$R!%์//''์ 
    c_.`.b �;OQ�O�4�/6�N�/%์N�O��2�O/�#7�4% Login Account �N/��4%Q�O�4��:�ค%3Q� 
    c_.`.c คN4�4%N�'7P$�O�'��3Q�ห#�Q�R!%์//''์ N�N� คN4 4%4#6N�/%์ 
�4%�5ห��คN4Q�O�%6�4% O'2�4%N�9P/#�N/�7P/�:�4� �2�O/�#7�4%�3��8��4%N�'7P$�O�'��:�ค%3Q� 
    c_.`.d �4%N�O4�8��3//:��%�์R!%์//''์ �2�O/�24#4%�N�O4�8�R�ON� 42
�;O�7PR�O%3�#/�ห#4$QหO�;O'�3��4%N�N4�3Q� 



-  `f  - 
 

    c_.`.e �O/#;'�%4�%�4�ค/# 6/N�/%์�7 PN�O4//�/:��%�์R!%์//''์ 
�2�O/�2N�คN4R��3�N�O��7P/:��%�์�3�N�O��O/#;'�%4�%�4�ค/# 6/N�/%์ P�$�2�O/��3�N�O��O/#;'�%4�%R#N�O/$�/N4 g  ̂/3� 

    c_.`.f �4%�5ห��%2N�7$�Q��4%QหO�%6�4%/6�N�/%์N�O��3�Nค%9P/�ค/# 6/N�/%์
';��N4$�2N�>� /%์��4%N�9P/#�N/ 9Q��4��/�P�%O�%#�3P/R� �7P�4��/��3 ��/�:�4�QหOQ�O�4� �8P�ห4�#7ค/4#�5N�็�
�7P�2Q�O�4� /%์��4%N�9P/#�N/�/�Nห�9/�7P�5ห�� �2�O/�R�O%3�ค/4#$6�$/#�4��/��3 ���N/� 

    c_.`.g �4%�5ห��คN4�4%QหO�%6�4%�/�Nค%9P/�ค/# 6/N�/%์O#N�N4$Q�O�N'22N/�
�/�Nค%9/�N4$ �2�O/��5ห��คN4/�:�4�N� 42 /%์��4%N�9P/#�N/�7P�5N�็��N/�4%QหO�%6�4%N�N4�3Q� P�$�O/�P$�4$
�2�O/��;�%2�:QหO�3�Nค%9P/�ค/# 6/N�/%์O#N�N4$N�็�%4$Nค%9P/��7PQหO�%6�4%�%6�  
    c_.`._^ �2�O/�#7�4%25%/��O/#;'�4%�5ห��คN4�N4� N �/�/:��%�์
R!%์//''์N�็��%2�5�:�23��4ห์ ห%9/�:�ค%3Q��7P#7�4%N�'7P$�O�'�คN4 
    c_.`.__ Nค%9P/�ค/# 6/N�/%์O#N�N4$�7PQหO�%6�4%%2��24%2�N�0�N4� N 
�2�O/�R#N/�:�4�QหO#7�4%N�9P/#�N/N 9P/Q�O�4�/6�N�/%์N�O� N/O�O�N#7ค/4#�5N�็� P�$�2�O/��5ห��N�็��%�7R� 

    c_.`._` �; O� ;O'%2��#72 6��6�7 P�2%2�3�ห% 9/�'O/��4%Q�O�4��/� 

Nค%9P/�ค/# 6/N�/%์ �7P#7 &�6�%%#�4%Q�O�4��7P�6��P$�4$ ห%9/N�6��4��4%�5�4��/�P�%O�%#�7P#7 ค/4#N27P$�
�N/ค/4#�'/�"3$ ���/N4�2R�O%3��4%O�OR� 

    c_.`._a �4%N�9P/#�N/Q�'3�1�2�/��4% Remote Login �4�"4$�/�
#4$3�Nค%9P/�O#N�N4$ ห%9//:��%�์Nค%9/�N4$"4$Q� �2�O/��3��8�%4$�4%�/��4%�5N�6��4%�4#O���4%�//�:�4�
�5N�6��4%N�7P$/�3�Nค%9P/�ค/# 6/N�/%์O#N�N4$O'2/:��%�์Nค%9/�N4$ O'2�2�O/�R�O%3�ค/4#NหO��/��4��;O�;O'%2���N/� 

    c_.`._b �;O'2N#6��P$�4$�O4�ค/4#�'/�"3$�/�R!%์//''์ �2�;�%2�3�
�4%Q�O�4�/6�N�/%์N�O�ห%9/N�9P/#�N/Nค%9/�N4$"4$Q�P�$�3��7 
   c_.a �4%N�O42;N%2��Nค%9/�N4$"4$Q��/��/��3 �� P�$�N4��4�/6�N�/%์N�O�
�2�O/�R�O%3��4%/�:#3�6N�็�'4$'3�1�์/3�1%�4��;O�3�ค3��3��4�N/��7P�224#4%�Q�O�4�R�OQ��:��%�7 
   c_.b �;O�;O'%2�� �O/�#7/6�7�4%�5�3�26��6�4%Q�O�4�N 9P/ค/�ค:#�;OQ�OQหO24#4%�Q�O�4�
N� 42Nค%9/�N4$�7PR�O%3�/�:�4�N�N4�3Q� 

   c_.c �;O�;O'%2�� �O/��5�3�N2O��4��4%N�O4�8�Nค%9/�N4$�7P#7�4%Q�O�4�%N/#�3� 

   c_.d �;O�;O'%2�� �3�QหO#7/6�7N 9P/�5�3��4%Q�ON2O��4���Nค%9/�N4$ (Enforced Path) 
�4�Nค%9P/�ค/# 6/N�/%์Q�O�4�R�$3�Nค%9P/�ค/# 6/N�/%์QหO�%6�4% N�N� Q��4%N�9P/#�N/N�O42;NNค%9P/�ค/# 6/N�/%์
QหO�%6�4%N 9P/�%6ห4%�3��4%%2�� QหO�5ห��N� 42�:�R/ 7O/�N�%2�/��;O�;O'%2��N�N4�3Q��7P24#4%�N�O4�8�
Nค%9P/�ค/# 6/N�/%์QหO�%6�4%�3Q�R�O 
   c_.e �; O�;O'%2�� �%/�2/�O'2�>� /%์� (Port) �/�/:��%�์Nค%9/�N4$�7P 
R#N#7ค/4#�5N�็�Q��4%Q�O�4� 

   c_.f �5ห���:คค'�7P%3��6��/�Q��4%�5ห�� O�OR� ห%9/N�'7P$�O�'�คN4�3/O�% 
(Parameter) �N4� N �/�%2��Nค%9/�N4$O'2/:��%�์�N4� N �7PN�9P/#�N/�3�%2��Nค%9/�N4$/$N4��3�N�� O'2#7�4%���/�
�4%�5ห��คN4�3/O�% (Parameter) �N4� N /$N4��O/$�?'2ค%3Q� �/��4��7Q �4%�5ห��O�OR�ห%9/N�'7P$�O�'�คN4�3/O�% 
(Parameter) ค/%O�O��:คค'�7PN�7P$/�O/�QหO%3��%4��:�ค%3Q� 



-  `g  - 
 

    c_.g %2��Nค%9/�N4$�3Q�ห#��/�ห�N/$�7P#7�4%N�9P/#�N/R�$3�%2��Nค%9/�N4$/9P� N 
"4$�/�ห�N/$ �O/�N�9P/#�N/�N4�/:��%�์�O/��3��4%�:�%:�ห%9/P�%O�%#Q��4%�5 Packet Filtering N�N� �4%Q�O Firewall 
ห%9/ Hardware /9P� N N�็��O� 

     c_._^ #7�4%�6��3Q�%2���%/��3�O'2�O/��3��4%�:�%:� (IDS/IPS) N 9P/�%/�2/��4%Q�O�4�
�/��:คค'�7PN�O4Q�O�4�%2��Nค%9/�N4$�/�ห�N/$Q�'3�1�2�7P�6����6�N4�%2��Nค%9/�N4$ P�$#7�4%�%/�2/��4%�:�%:�
�N4�%2��Nค%9/�N4$ �4%Q�O�4�Q�'3�1�2�7P�6����6O'2�4%O�OR�N�'7P$�O�'�%2��Nค%9/�N4$P�$�:คค'�7PR#N#7
/5�4�ห�O4�7PN�7P$/�O/� O'225ห%3�O�/�4���6�3�6�4%Q�O�4��/�/:��%�์�O/��3��4%�:�%:� (IDS/IPS) �3��7Q 
    c_._^._ N�็��4%�6��3Q�%2���%/�2/��4%�:�%:� O'2�%/�2/�ค/4#�'/�"3$
�/�Nค%9/�N4$ N 9P/�O/��3��%3 $4�% %2��24%2�N�0 O'2�O/#;'��Nค%9/�N4$"4$Q��/��/��3 �� QหO#7ค/4##3P�ค��'/�"3$ 
N�็�O�/�4��4%��6�3�6N�7P$/�3��4%�%/�2/��4%�:�%:�Nค%9/�N4$  %O/#�3����4�O'2ค/4#%3��6��/��7PN�7P$/�O/� 
    c_._^.` QหOค%/�ค':#�:�P02�์ (Host) Q�Nค%9/�N4$�/��/��3 ��
O'2Nค%9/�N4$�O/#;'�3Q�ห#� %/#�8�N2O��4��7P�O/#;'/4�N�6��4� �3Q��7PN�9P/#�N/2;NNค%9/�N4$"4$�/� O'2Nค%9/�N4$
"4$Q��:�N2O��4� 
    c_._^.a %2���3Q�ห#��7P24#4%�N�O4�8�R�O�4�Nค%9/�N4$"4$�/�ห%9/
Nค%9/�N4$24�4%�2�N4� N �2�O/��N4��4%�%/�2/��4�%2�� IDS/IPS 

    c_._^.b %2���3Q�ห#�Q� DMZ �2�O/�R�O%3��4%�%/�2/�%;�O��
�4%QหO�%6�4%�N/��4%�6��3Q�O'2N�>�QหO�%6�4% 

    c_._^.c P02�์O'2Nค%9/�N4$�3Q�ห#��7P#7�4%2N��N4��O/#;'�N4� IDS/IPS 
�2�O/�#7�4%�3��8��'�4%�%/�2/�  
    c_._^.d #7�4%�%/�2/�O'2 Update Patch/Signature �/� IDS/IPS 
N�็��%2�5 
    c_._^.e #7�4%�%/�2/�Nห�:�4%�์ �O/#;'�%4�%  &�6�%%#�4%Q�O�4� 
�6��%%# O'2�3��8��%6#4��O/#;'N�O4Q�O�4�Nค%9/�N4$N�็��%2�5�:�/3�P�$�;O�;O'%2�� 

    c_._^.f IDS/IPS �2�5�4�"4$Q�O��ค/�ค:# 9Q��4��/�R!%์//''์  
�7PQ�OQ��4%N�O4�8�Nค%9/�N4$�/�%2��24%2�N�0�4#���6 
    c_._^.g Nค%9P/�ค/# 6/N�/%์�7PQหO�%6�4%�7P#7�4%�6��3Q� Host-Based IDS 
�2�O/�#7�4%�%/�2/��O/#;'�%2�5/3� 

    c_._^._^  &�6�%%#�4%Q�O�4� �6��%%# ห%9/Nห�:�4%�์�3Q�ห#� 
�7P#7ค/4#N27P$��N/�4%�:�%:� �4%P�#�7%2��  &�6�%%#�7P�N42�23$ ห%9/�4% $4$4#N�O4%2�� �3Q��7P�%22�ค/4#25N%O�
O'2R#N�%22�ค/4#25N%O� �2�O/�#7�4%%4$�4�QหO�;O�3�ค3��3��4�%4��3��7�7P�%/� � 

    c_._^.__  &�6�%%# �6��%%#�7P�N42�23$ ห%9/%2���4%�5�4��7P�6����6 
�7P�;�คO� � �2�O/�#7�4%%4$�4�QหO�;O�3�ค3��3��4�%4� "4$Q� _ �3P/P#��7P�%/� � 

    c_._^._` �4%�%/�2/��4%�:�%:��3Q�ห#��2�O/�N�O��3��8��O/#;'R/O
R#N�O/$�/N4 g^ /3� 



-  a^  - 
 

    c_._^._a #7%;�O���4%�/�2�/��N/Nห�:�4%�์�7PN�6��8Q� R�OO�N %4$�4��'
�4%�%/� ��/�Nห�:�4%�์�N4� N �5N�6��4%�4#�3Q��/�N 9P/'�ค/4#N27$ห4$ '��/!�์O/%์#:N�%O4$�7P�%/� � 
�O/��3�Nห�:�4%�์�7P/4�N�6�/7�Q�/�4ค� O'2�5N�6��4%�4#O��N��6�Nห�:�7PN�6��8Q� 

    c_._^._b �; O�;O'%2��#726��6Q��4%$:�6�4%N�9 P/#�N/Nค%9/�N4$�/�
Nค%9P/�ค/# 6/N�/%์�7P#7 &�6�%%#N27P$��N/�4%�:�%:�%2�� P�$R#N�O/�#7�4%O�O�O�N�;OQ�O�4�'N/�ห�O4 

    c_._^._c �;O�7P�;��%/�2/�/N4 $4$4#�%2�5�4%/3�Q��7PN�็��4%'2N#6�
%2N�7$��/��/��3 �� �4% $4$4#N�O4�8�%2��P�$#6�/� �4%P�#�7%2�� ห%9/#7 &�6�%%#N27P$��N/�4%�5�4�
�/�%2��24%2�N�0 �2�;�%2�3��4%Q�ONค%9/�N4$�3��7 ห%9/N�็��4%�%2�5�7P2N��'QหON�6�ค/4#N27$ห4$�N/�O/#;' 
O'2�%3 $4�%%2���/��/��3 �� �2�O/��;��5N�6�ค�7�4#�3Q��/��/���ห#4$�N/R� ห%9/ห4��4%�%2�5�3��'N4/
N�็��4%�%2�5ค/4#�6��7P2/�ค'O/��?�  %>%@��?��?�B/N@�O/$�@%�%>�Aค/@#�B�N�CP$/�?�ค/# B/N�/%์  .0. `cc^ 
O'> %>%@��?��?�B/N@�O/$�@%�%>�Aค/@#�B�N�CP$/�?�ค/# B/N�/%์ (��?��CP 2)  .0. 2560 �DP�R�O#C�@%O�OR�N BP#N�B#
/?�%@P�1�%?�ห%E/�AคF� �@�2N��O/#G'�N/QหON�B�ค/@#N�E/�%O/�%Aค@�O�N�GO%?� ห%E/�A�O/#G'N�O@2GN%>��ค/# B/N�/%์
/?�N�็�N�O� �B�N�E/� '@#� �?��N/"@ �GO/EP�QหON2C$�EP/N2C$� /?�/@$ %/#�D�#@�%�@%�%%N�@ค/@#N2C$ห@$�CPN�B��DQ�
�@��@%�%>�Aค/@#�B��@#��ห#@$ 2%F��%>N�O�2Aค?��?��CQ 
     - �@%�@�%O@�Q� Facebook Instagram �E/N�็�2O�# 
�%?� 200,000 �@� 

     - 2N� SMS #@P�1�@ P�$R#N%?�ค/@#$B�$/# �O/�#C�@�N'E/�
QหO�GO%?�2@#@%���BN2��O/#G'�?Q�R�O R#NN�N��?Q��E/N�็�2O�# �%?� 200,000 �@� 

     - 2N� E-Mail �@$�/� �E/N�็�2O�# �%?� 200,000 �@� 

     - �� Like R�OR#N�B�  .%.�. $�N/O��@%�� Like N%EP/�N�CP$/�?�2�@�?� 
N2CP$�N�O@�N@$ค/@#�B� #@�%@ 112 ห%E/#Cค/@#�B�%N/# 

     - �� Share �E/N�็��@%N�$O %N ห@��O/#G'�CP Share �?Q� 
#C�'�%>���N/�GO/EP� /@�N�O@�N@$ค/@#�B��@#  .%.�. P�$N� @>�CP�%>���N/�Fคค'�CP 3 

     -  ��O/#G'�B���ห#@$/$GNQ�%>��ค/# B/N�/%์�/�N%@  
O�NR#NQ�N2BP��CPN�O@�/�ค/# B/N�/%์�%>�AN/� 2@#@%�O�O�R�$?�ห�N/$�@��CP%?��B��/�R�O ห@�O�O�O'O/'��O/#G'//�
N�O@�/��O�>R#N#Cค/@#�B��@#��ห#@$ N�N� ค/@#NหO�Q�N/O�R��์�N@� N %/#R��D� Facebook �CPQหOO2��ค/@#คB�NหO� 
ห@� �/N@�@%O2��ค/@#NหO��B���ห#@$ N#EP/O�O�R��CPห�N/$�@��CP%?��B��/�N EP/'�R�O�?��C N�O@�/�%>��N/O�R��์
�>R#N#Cค/@#�B� 

     - �G O�GO'%>�� (Admin) �CPN�>�QหO#C�@%O2��ค/@#NหO�  
N#EP/ ��O/ค/@#�CP�B�  .%.�. N#EP/'�//��@� EQ��CP�CP���GO' �>�E/N�็��GO O��B� O�Nห@�R#N$/#'�//��>#CP�1
�AคF�R#NN�B� 5 �? �%?�R#NN�B� 100,000 �@� ห%E/�?Q��A�?Q��%?� 

     - �@% Post 2B P�'@#�/�@�@%�C P�AQหON�B��@%N�$O %N  
2GN�%>�@��R�O �AคF�R#NN�B� 5 �? �%?�R#NN�B� 100,000 �@� 

     - �@% Post N�CP$/�?�N�O�/N$@/�� �O/��>��?�Q�ห�O@ $�N/O�
N#EP/N�็��@%N�B��G �EP��#/$N@�QหON�C$%�B 
     - �@%QหO�O/#G'N�CP$/�?��GON2C$�C/B� �O/�R#N�AQหON�B�ค/@#N2EP/#N2C$
N�EP/N2C$� ห%E/�G��Gห#BP�N�'C$��?� �@�B2@#@%�!O/�%O/�R�O�@#��ห#@$ #CP�1�AคF�R#NN�B� 3 �? �%?�R#NN�B� 200,000 �@� 



-  a_  - 
 

     - �@% Post �N@/N@�GO/EP� #C��ห#@$/@�@/$GNO'O/ R#N#C�O/#G'�%B� 
ห%E/�G��?��N/ �GO�G��'N@/ห@N/@�B��GO Post R�O P�1�AคF�R#NN�B� 3 �? �%?�R#NN�B� 200,000 �@� 

     - R#N�A�@%'>N#B�'B�2B��BN�GOQ� R#N/N@�O/ค/@# N '� %G�"@  ห%E//B�CP/ 
     - 2N�%G�"@ O�%์�/��GO/EP� N�N� 2/?2�C //$ % R#N�B� �O@R#NN/@"@ 
R�Q�OQ�N�B� @�B�$์ห%E/ห@%@$R�O 
   c_.__ �4%N�O42;N%2���4�Nค%9/�N4$"4$Q�ห�N/$ �N4��4�/6�N�/%์N�O��O/�#7�4% Login 
O'2�O/�#7�4% 62;��์$9�$3��3/�� (Authentication) N 9P/�%/�2/�ค/4#�;��O/� 
   c_._` �O/#;'ห#4$N'��:�/6�N�/%์N�O��/�ค/# 6/N�/%์ (IP Address) "4$Q� (Local) 
�/�%2���4�Nค%9/�N4$"4$Q��/�ห�N/$ �5N�็��O/�#7�4%�O/��3�#6QหOห�N/$�4�"4$�/��7PN�9P/#�N/24#4%�#/�NหO�R�O 
N 9P/N�็��4%�O/��3�R#NQหO�:คค'"4$�/�24#4%�%;O�O/#;'N�7P$/�3�Pค%�2%O4��/�%2��Nค%9/�N4$O'22N/��%2�/�
�/�0;�$์N�คP�P'$724%2�N�0�/�ห�N/$R�OP�$�N4$ 

   c_._a �3��5O���3�%2��Nค%9/�N4$ (Network Diagram) �8P�#7%4$'2N/7$�N�7P$/�3�
�/�N���/�Nค%9/�N4$"4$Q�O'2Nค%9/�N4$"4$�/� O'2/:��%�์�N4� N  %O/#�3Q��%3��%:�QหON�็��ั��:�3�/$;NN2#/ 

    c_._b �4%Q�ONค%9P/�#9/�N4� N (Tools) N 9P/�5�4%�%/�2/�%2��Nค%9/�N4$ 
�O/�R�O%3��4%/�:#3�6�4��;O�3�ค3��3��4ห%9/�;O%3�#/�/5�4� O'2�5�3��4%Q�O�4�N� 42N�N4�7P�5N�็� 

    c_._c �4%�6��3 Q�O'2�4%N�9 P/#�N//:��%�์Nค%9/�N4$�2�O/��5N�6��4%P�$
N�O4ห�O4�7P0;�$์N�คP�P'$724%2�N�0�/�ห�N/$ O'2�2�O/��3��5N�็��3��7R/O25ห%3�%2�:/:��%�์��Nค%9/�N4$R�O 
    c_._d �4%�%6ห4%�3��4%�4%�3��8�O'2�%/�2/� �5ห��QหO#7�4%�3��8��4%�5�4�
�/�%2���O/��3��4%�:�%:� N�N� �3��8��4%N�O4//�%2�� �3��8��4% $4$4#N�O42;N%2�� �3��8��4%Q�O�4� 
Command Line O'2 Firewall Log N�็��O� N 9P/�%2P$��์Q��4%Q�O�%/�2/�O'2�O/�N�O��3��8��3��'N4/  

R/O/$N4��O/$�/N4 a N�9/� ห%9/R#N�P5�/N4 g^ /3� 

   c_._e #7�4%�%/�2/��3��8��4%��6�3�6�4��/��;OQ�O�4�/$N4�2#P5N2#/ 

 

ห//   _^ 

�@1ค/&คF/�@1พ?�%@ห1Eอ�? ห@1>&&�@% 

(Control of Application Development or Acquisition) 
 

 �O/ c` �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/�ค/�ค:#�4% 3��4
ห%9/�3�ห4%2���4�N 9P/QหO%2���4��7PR�O%3�#7ค/4##3P�ค��'/�"3$N 7$� / �3��7Q 
   c`._ QหO�%2N#6�ค/4#N27P$�O'2%2�:�O/�5ห���4��O4�ค/4##3P�ค��'/�"3$ (Security 
Requirements) �/�%2���4��7P�2�3�ห4ห%9/ 3��4/$N4�N�็�'4$'3�1�์/3�1% �O/�5ห���3��'N4//$N4��O/$ค/%#7 
    c`._._ ค:�2#�3�6�/��4%'O/�/6�N�O42;N%2���4��7P#7ค/4##3P�ค��'/�"3$
�/�%2��24%2�N�0 �4#ห#/� f 

     c`._.` �4%�5ห��ห%9/�3Q�%ห32�N4��7P#7ค/4##3P�ค��'/�"3$�/�%2��24%2�N�0
25ห%3�N�O4�8�%2��24%2�N�0�4#ห#/� b 



-  a`  - 
 

     c`._.a �4%N�O4%ห32�O/#;'25ค3��7P#7�4%%3� - 2N��O/#;'%2ห/N4�Nค%9P/��;OQ�O�4�
�3�Nค%9P/�ค/# 6/N�/%์QหO�%6�4% 

   c`._.b �4%N�O4%ห32�O/#;'25ค3� N�N� �O/#;''3� �7P�3�N�O�R/OQ��4��O/#;' 

     c`._.c �4%�3�O'2ห#�N/'4�4%Q�O�4�ห'3��4��7PR#NR�OQ�O%2���4�
N�6��/N4%2$2N/'4�4#�7P�5ห��R/O N�N� _c ห%9/ a^ �4�7 N�็��O� 

     c`._.d �4%�3��8��3��7�9P/�;OQ�O�4��7P'O/�/6�N�O4%2�� ห#4$N'� IP Address 
/3�N/'4�7PN�O4Q�O%2�� ค/4#25N%O�ห%9/R#N25N%O�Q��4%'O/�/6��/��;OQ�O�4� 

   c`.`  3��4ห%9/�3�ห4%2���4�QหOR�O�4#�O/�5ห���4��O4�ค/4##3P�ค��'/�"3$
�/�%2��24%2�N�0�7P%2�:R/O 
   c`.a  3��4ห%9/�3�ห4%2���4�N 9P/QหO#7ห�O4�/25ห%3��;O�;O'%2��N 9P/�5�4%�3��8�
O'2�%3��%:�26��6�/��;OQ�O�4�R�O %/#�3Q��O/�24#4%��3��8�26��6�3��'N4/'�N�O�R/OQ��4��O/#;'R�O�O/$ 

   c`.b �5ห��QหO#7�4%�3��5O���4%��2/�P�$�;O 3��4%2�� �5N2�/O���3��'N4/
N 9P/ 6�4%�4/�:#3�6P�$�;O�3�ค3��3��4ห%9/�;O�7PR�O%3��4%#/�/5�4� �5N�6��4%��2/��4#O��1 �3��8��'�4%��2/� 
O'2%4$�4��'�4%��2/�QหO�;O�3�ค3��3��4R�O%3��%4� N 9P/QหOค5O�2�5Q��4%�%3��%:��N4� N �7P�5N�็� 
O���4%��2/��7P�3��5/$N4��O/$�%2�/��O/$ 

   c`.b._ O���4%��2/� UAT (User Acceptance Test) 
   c`.b.` O���4%��2/� (System Integration Test) 
    c`.b.a O���4%��2/��O/�5ห���4��O4�ค/4##3P�ค��'/�"3$ (Security Test) 
   c`.c R#N/�:�4��4%�5�O/#;'25ค3��/��/��3 ��R�Q�OQ��4%��2/��3�%2���4�
N 9P/�O/��3��4%%3P/Rห'�/��O/#;' N/O�N27$O�NR�O%3��4%/�:#3�6�4��;O�3�ค3��3��4%2�3�2;��N/� O'2ห4�N�็�R�R�O
QหO�3��O/#;'2N/��7P25ค3��6Q�R� QหONห'9/N� 422N/��7PN 7$� /�N/�4%�5R�Q�OQ��4%��2/� 

 

ห//   __ 

�@1&1Bห@1�? �@1�@1N�O@"D�Nค1EPอ�คอ/พB/N!อ1์#CPQหO&1B�@1 (Server) 
(Management of Access to Service Server) 

 

 �O/ ca �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%ค/�ค:#
�4%�6��3Q��/!�์O/%์'�R�$3�%2��Nค%9P/�ค/# 6/N�/%์�7PQหO�%6�4% (Control of Operational Software) 
    ca._ QหO#7�4%ค/�ค:#�4%N�'7P$�O�'��N/%2���4��/�ห�N/$N 9P/�O/��3�ค/4#N27$ห4$
ห%9/�4%ห$:��2�3��7P#7�N/%2���4��3Q� 

    ca.` QหO�;O�;O'%2���7PR�O%3��4%/�%#O'O/ ห%9/#7ค/4#�5�4�N�N4�3Q� �7P�2N�็��;O�5ห�O4�7P
�5N�6��4%N�'7P$�O�'��N/%2���4��/�ห�N/$ 

    ca.a �4%�6��3Q�ห%9/�%3��%:��/!�์O/%์�/�%2���4��O/�#7�4%�//�:#3�6QหO
�6��3Q��N/��5N�6��4% 

    ca.b �5ห��QหO#7�4%�3�N�O��/%์2PคO�O'2R'�%4%7P25ห%3��/!�์O/%์�/�%2���4�
R/OQ�2�4��7P�7P#7ค/4##3P�ค��'/�"3$ 



-  aa  - 
 

    ca.c �5ห��QหO�;OQ�O�4� ห%9/�;O�7PN�7P$/�O/��O/��5�4%��2/�%2���4��4#�:��%22�ค์
�7P�5ห��R/O/$N4�ค%��O/� N 7$� / �N/��5N�6��4%�6��3Q���Nค%9P/�QหO�%6�4%%2���4� N�N� �/!�์O/%์%2����6�3�6�4% 
�/!�์O/%์�7PN�็��3/%2���4� N�็��O� 

    ca.d QหO�;O�7PN�7P$/�O/��O/��5�4%��2/��O4�ค/4##3P�ค��'/�"3$�/�%2���4�
/$N4�ค%��O/� �N/��5N�6��4%�6��3Q���Nค%9P/�QหO�%6�4%%2���4� 

    ca.e �5�4%�%3��%:�R'�%4%7P25ห%3��/!�์O/%์�/�%2���4�QหO#7ค/4#�3�2#3$
O'22/�ค'O/��3�N�คP�P'$7�3Q�ห#��7P�4%�6��3Q� %/#�3Q�N�็��ั��:�3� 

    ca.f Q��%�7�7PN�็��4%�6��3Q�%2��N 9P/��O��%2���4�N�6# QหO�5�4%25%/��O/#;'�7P
�5N�็� N�N� �4��O/#;' �/!�์O/%์ คN4ค/�!>��;N%�3� ห%9//9P� N �7PN�7P$/�O/��3�%2���4��3Q� ห4��4%�6��3Q��5R#N25N%O� 
�2R�O24#4%��/$ห'3��'3�R�Q�O%2���4�N�6#R�O 
    ca.g Q��%�7�7P#7ค/4#�5N�็��O/�O�'��O/#;'Q�%2���4�N�6#R�2;N�O/#;'Q�%2���4�
�7P�2�5�4%�6��3Q� QหO�5ห��O���4%�N4$P/�ห%9/O�'��O/#;'�4�%2���4�N�6#R�2;N%2���4�Qห#N �N4$P/��O/#;'�4#O��1 
O'2%N/#�3��;OQ�O�4�N 9P/�%/�2/�/N4�O/#;'�7P#7�4%�N4$P/�R��3Q�#7ค/4#�;��O/�O'2ค%��O/�ห%9/R#N 
    ca._^ QหO�5ห��O���4%�6��3Q�25ห%3�%2���4��8P�%/#�8�%2$2N/'4�7P�2�5N�6��4% 
%/#�3Q�O�O�QหO�;O�7PN�7P$/�O/�R�O%3��%4��N/�'N/�ห�O4 N�N� O���4%�6��3Q�04%์�O/%์ �/!�์O/%์ O'2/9P� N 

   ca.__ 25ห%3��/!�์O/%์�7P�2�5�4%�6��3Q� QหO�%/�2/��N/�/N4�2R#NN�็��4%
'2N#6�'6�26��6N�/��;O�'6��/!�์O/%์�3Q� 

   ca._` QหO/N4�O'2��6�3�6�4#N�9P/�R�ห%9/�O/��'��4%Q�O�4��/!�์O/%์�7P�2�5�4%
�6��3Q�/$N4�Nค%N�ค%3� 

   ca._a 25ห%3��4%�6��3Q��/!�์O/%์$;�6'6�7Q (Utility Software) �O/��%/�2/��N/�
/N4N�็��/!�์O/%์�7P#7�4%�5�4��7P�;��O/�O'2N�9P/�9/R�O 
   ca._b �6��3Q�P�%O�%#O�OR��N/�Pห/N�N4� N (Patch) �7PN�7P$/�O/��3�%2���4�
�4#ค/4#�5N�็� N�N� P�%O�%#O�OR��N/�Pห/N25ห%3�%2����6�3�6�4% P�%O�%#O�OR��N/�Pห/N25ห%3�%2��
�%6ห4%�3��4%�4��O/#;' N�็��O� 

   ca._c �%/�2/�O'2�>� /%์� (Port) ��%2���4��7PR#N#7ค/4#�5N�็�Q��4% 

Q�O�4��N/�N�>�%2��QหO�%6�4% 

   ca._d �3�QหO#7�4%�O/��3�R/%32ค/# 6/N�/%์��%2���4��7P�5�4%�6��3Q� 
   ca._e �5�3��4%N�9P/#�N/�4�Nค%9/�N4$N 9P//�:�4�QหON� 42�':N#�;OQ�O�4�
�7PN�7P$/�O/�N�N4�3Q� �8��224#4%�N�9P/#�N/N 9P/N�O42;N%2���4��7P�5�4%�6��3Q��3Q� 

 �O/ cb �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��QหO#7�4%
���/��4%�5�4��/�%2���4�"4$ห'3��4��7PN�'7P$�O�'�%2����6�3�6�4% (Technical Review of Applications 
After Operating System Changes) �3��7Q 
    cb._ O�O�QหO�;O�7PN�7P$/�O/��3�%2���4�R�O%3��%4�N�7P$/�3��4%N�'7P$�O�'�%2����6�3�6�4%
N 9P/QหO�:คค'Nห'N4�3Q�#7N/'4N 7$� /Q��4%�5N�6��4%��2/�O'2���/��N/��7P�2�5N�6��4%N�'7P$�O�'�%2����6�3�6�4% 
    cb.`  6�4%�4/4�O���5N�6��4%N�'7P$�O�'�%2����6�3�6�4%�/�%2���4� 
%/#�3Q� /4�O���O4� ���%2#4��7P�5N�็��O/�Q�O Q��%�7�7P�/��3 ���O/�N�'7P$�R�Q�O%2����6�3�6�4%Qห#N 



-  ab  - 
 

ห//   _` 

�@1�O@��@%ห%N/0�@%.@0%อ�QหO&1B�@1 O@%N#คP%Pล0C2@12%N#0 

(Information Technology Service Delivery) 
 

 �O/ cc �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4� 
�4%ค/�ค:#�4%�O4��4�25ห%3��4%QหO�%6�4%�O4�N�คP�P'$724%2�N�0�4�ห�N/$�4�"4$�/� �3��7Q 
   cc._ �3�QหO#7�4%ค/�ค:#Pค%��4%�7P#7�4%�3��O4��5N�6��4%P�$ห�N/$�4�"4$�/� 

   cc.` �5ห��QหO#7�4%�%2N#6�O'2�3��5O���4%'� ค/4#N27P$�25ห%3��%�7
�4%N�O4�8�%2���4�ห%9/24%2�N�0P�$ห�N/$�4�"4$�/� P�$��6�3�6�4#O�/�4��4%�%2N#6��4#ห#/� `_ 
�4%�%/�2/�O'2�%2N#6�ค/4#N27P$��O4�ค/4##3P�ค��'/�"3$%2��24%2�N�0 

   cc.a �5ห��QหO#7�4%/O4�/6��O/��6�3�6�7PN�7P$/�O/�Q�%2N�7$��/��/��3 ��
��3��7QR/OQ�23��4�O4�N 9P/QหO�;O%3��O4���6�3�6�4#/$N4�Nค%N�ค%3� 

   cc.b �5ห��QหO#7�4%�523��4�4%R#NN�>�N�$�O/#;'25ค3��7PR�O%3��4��/��3 ��QหOO�N�;O/9P� 

   cc.c 25ห%3��%6�4%�N4� N �7PN�็��4�QหO�%6�4%�4#/�%/�%2$2N/'4�7P�5ห��R/O ห%9/
�4#ค5%O/��/�4�ห�N/$�4��;O/N4�O4� N�N� �%6�4%�5%:�%3�1404%์�O/%์ �%6�4%O�OR��ั�ห404%์�O/%์ �%6�4%O�OR��ั�ห4%2���4� 
�%6�4%�O4�Q�'3�1�2 Help Desk QหO�5ห��%4$'2N/7$��4%�%6�4%ห%9/�4#�7P�/��3 ���5ห�� '�R/OQ�23��4�O4��3��7Q 
   cc.c._ %4$'2N/7$��/��%6�4% 

   cc.c.` %2�3��4%QหO�%6�4% (Service Level Agreement) 
   cc.c.a �;O%3��6��/�Q��4%N�O4%2/3�ห%9/�6��4#�4%QหO�%6�4% 

   cc.c.b /6�7�4%�6��4#�4%QหO�%6�4% 

    cc.c.c /�%/�%2$2�7P�3�N���/��4%���/��4%��6�3�6�4� N�N� �:� N a N�9/� N�็��O� 

   cc.c.d %;�O���/�%4$�4��7P�O/��4%O'2ค/4#�7PQ��4%�3�2N�%4$�4� 

   cc.d �5ห��QหO#7�4%�6��4#�4%QหO�%6�4%�4#�O/ cc.c /$N4�2#P5N2#/  
O'2�3��8��'�4%�6��4#�3Q�R/O�O/$ 

   cc.e ���/��4%QหO�%6�4%�4#�O/ cc.c �4��'�4%��6�3�6�4�Q��N/�N/'4�7P�N4�#4
ห%9/�'�7PR�O�3��8�R/O %O/��/QหO�;OQหO�%6�4%�%3��%:��4%QหO�%6�4%N 6P#N�6#�4#�7P�O/��4% O'2/ห%9/ O�OR�23��4�O4�
�4#ค/4#Nห#422#O'2�5N�็� 

   cc.f �%�7�4%�O4� 3��4�/!�์O/%์ห%9/%2���4�P�$ห�N/$�4�"4$�/� 
(Outsourced Software Development) QหO��6�3�6�4#O�/�4��3��7Q 
   cc.f._ �5ห��QหO#7�4%%2�:�O/�5ห���O4�ค/4##3P�ค��'/�"3$�/��/!�์O/%์
ห%9/%2���4��7P�2�5�4% 3��4�8Q�#4/$N4�N�็�'4$'3�1�์/3�1% 

   cc.f.` ค/% 6�4%�4%2�:/N4Qค%�2N�็��;O#726��6Q��%3 $์26��4��ั��4
25ห%3��:�ค523P� (Source Code) Q��4% 3��4�/!�์O/%์�7P#7�4%�3��O4��5N�6��4%�4��;O%3��O4�"4$�/� 

   cc.f.a ค/% 6�4%�4�5ห��N%9P/��4%2�/�26��6�7P�2�%/�2/��O4�ค:�"4 
O'2ค/4#�;��O/��/��/!�์O/%์�7P�2#7�4% 3��4P�$�;O%3��O4�"4$�/�P�$%2�:R/OQ�23��4�O4��7P�5�3��;O%3��O4�"4$�/��3Q� 

   cc.f.b QหO#7�4%�%/�2/��:�ค523P��7PR#N 8P��%22�ค์Q��/!�์O/%์�N4� N 
�7P�;� 3��4�8Q��N/��5N�6��4%�6��3Q�ห%9/��2/��4%Q�O�4��%6� 



-  ac  - 
 

ห//   _a 

�@1!1/�2อ&�@1Q�O�@%1>&& 

(Monitoring System Use) 
 

 �O/ cd �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 
�4%�%2N#6�ค/4#N27P$�25ห%3�%2��N�คP�P'$724%2�N�0�7PQ�O�4�N 9P/�5ห��O�/�4�Q��4%N�O4%2/3�O'2�;O'
%2��Nห'N4�3Q� O'2�5ห��QหO#7�4%N�O4%2/3�O'2�;O'%2��N�คP�P'$724%2�N�0QหO2/�ค'O/��3���ห#4$
%2N�7$� �O/�3�ค3� ห%9/�O/�5ห��/9P� N �7Pห�N/$�O/���6�3�6�4#/$N4�2#P5N2#/ P�$�4%�%/�2/��3��N/R��7Q 
   cd._ �9P/�3��7�;OQ�O�4� 

   cd.` �6��%%#�4%Q�O�4�O'2�%2N"��/��6��%%# 

   cd.a /3�/N/'4�7PN�O4�8� 
   cd.b O!O#�O/#;'ห%9/�O/#;'�7P�;�N�O4�8� 
   cd.c P�%O�%#�3P/R�O'2/%%��%2P$��์�N4� N (Utilities) �7P�;�N%7$�Q�O�4� 

    cd.d �4%Q�O�3��7�;OQ�O�4�Q�%2�3�2;� N�N� Supervisor, Root, Administrator N�็��O� 

    cd.e �4%N�>� - �>��4%�5�4��/�%2�� 

    cd.f �4%�/��/�ห%9/�6��3Q�/:��%�์25ห%3��5N�O4O'22N�//��O/#;' ( I/O) N�N� 
04%์��62�์ N�็��O� 

    cd.g �4%Q�Oค523P��/��;OQ�O�4��7PR�O%3��4%��6N2�P�$%2�� N�N�  $4$4#Q�Oค523P�
�3Q��7PR#N#726��6 �4% $4$4#N�O4�8�%2��/$N4�R#N�;��O/� N�็��O� 

    cd._^ ค/4# $4$4#Q��4%N�O4�8��O/#;'ห%9/�%3 $4�%�/�%2���7PR�O%3��4%��6N2�
P�$%2�� 

   cd.__ �4%O�O�N�9/��4�R!%์//''์ห%9/%2���O/��3��4%�:�%:� 

   cd._` �4%O�O�N�9/��4�/:��%�์O�O�N�9/� (Console) �/��;O�;O'%2�� 

   cd._a �4%O�O�N�9/�N#9P/%2���5�4��6����6 N�N� 04%์��62�์N�O# N�็��O� 

   cd._b �4%O�O�N�9/��4�P�%O�%#�%6ห4%�3��4%Nค%9/�N4$ 

   cd._c �4%O�O�N�9/��4%�5�4��/�%2��'O#Nห'/ห%9/ห$:��2�3� 

    cd._d ค/4# $4$4#Q��4%N�'7P$�O�'�คN4�4%�6��3Q�%2�� (Conoguration) 
�O4�ค/4##3P�ค��'/�"3$�/�%2��N�คP�P'$724%2�N�0 

  



-  ad  - 
 

ห//   _b 

�@1Q�O�@%Nค1EPอ�คอ/พB/N!อ1์2N/%&FคคลOล>อF'�1�์คอ/พB/N!อ1์ 

(Use of Personal Computers and Computer Devices) 
 

 �O/ ce �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��
O�/�4���6�3�6Q��4%Q�O�4��3P/R� 

    ce._ Nค%9 P/�ค/# 6/N�/%์�7 Pห�N/$/�:�4�QหO�; OQ�O Q�O�4�N�็�26 P�/:��%�์ห%9/
�%3 $์26��/��/��3 �� �3��3Q��;OQ�O�8�ค/%Q�O�4�Nค%9P/�ค/# 6/N�/%์/$N4�#7�%226��6"4 N 9P/�4��/��/��3 ��N�N4�3Q� 

    ce.` P�%O�%#�7PR�O�;��6��3Q�'���Nค%9P/�ค/# 6/N�/%์�/�ห�N/$ �O/�N�็�P�%O�%# 

�7P�/��3 ��R�O�9Q/'6�26��6N#4/$N4��;��O/��4#��ห#4$ �3��3Q�หO4#�;OQ�Oค3�'/�P�%O�%#�N4� N O'2�5R��6��3Q�
��Nค%9P/�ค/# 6/N�/%์2N/��3/ ห%9/O�OR� ห%9/�5R�QหO�;O/9P�Q�O�4�P�$�6���ห#4$ 

    ce.a R#N/�:�4�QหO�;OQ�O�5�4%�6��3Q�O'2O�OR�N�'7P$�O�'�P�%O�%#Q�Nค%9P/�
ค/# 6/N�/%์2N/��:คค'�/�ห�N/$�4� 

    ce.b R#N/�:�4�QหO�;OQ�O�4��5�4%�6��3Q�Nค%9P/�ค/# 6/N�/%์ห%9//:��%�์�%2�/�/9P�
�7P#6Q�N�/��/��3 ��N�9P/#�N/N�O4�3�%2��O'2Nค%9/�N4$ค/# 6/N�/%์�/��/��3 �� 

    ce.c �4%Nค'9P/�$O4$ห%9/2N�Nค%9P/�ค/# 6/N�/%์2N/��:คค'�%/��N/#�2�O/��5N�6��4%
P�$N�O4ห�O4�7P�/�ห�N/$�4�N�คP�P'$724%2�N�0 ห%9/�;O%3��O4�Nห#4�5%:�%3�14Nค%9P/�ค/# 6/N�/%์O'2/:��%�์
�7PR�O�523��4�3��/��3 ��N�N4�3Q� 

    ce.d �N/��4%Q�O�4�29P/�3��8� � 4�N4� N �O/�#7�4%�%/�2/�N 9P/ห4R/%32
P�$P�%O�%#�O/��3�R/%32 

    ce.e �;OQ�O#7ห�O4�7PO'2%3��6��/��N/�4%�;O'%3�14ค/4#�'/�"3$�/�Nค%9P/� 
    ce.f �>�Nค%E P/�ค/# B/N�/%์2N/��Fคค'�C P��N/�ค%/�ค%/�Q�O�@�/$G NN#EP/ 
Q�O�@��%>�A/?�N2%O�2BQ� ห%E/N#EP/#C�@%$F�B�@%Q�O�@�N�B��/N@ _ �?P/P#�  
    ce.g �A�@%�?Q�คN@ Screen Saver �/�Nค%EP/�ค/# B/N�/%์�CP��N/�%?��B��/�QหO
#C�@%'O/�ห�O@�/ห'?��@��CPR#NR�OQ�O�@�N�B��/N@ _^ �@�C N EP/�O/��?��Fคค'/EP�#@Q�O�@��CPNค%EP/�ค/# B/N�/%์
    ce._^ หO@#�ANค%EP/�ค/# B/N�/%์2N/��?/�Fคค'�CPN�O@ห�O@�CPN�็�N�O@�/�#@Q�O�?�
%>��Nค%E/�N@$�/�ห�N/$�@�P�$R#N#C�@%�B��?Q�P�%O�%#�O/��?�R/%?2/$N@�Nห#@>2# O'>�O/���B�?�B�@#
�P$�@$�@%%?�1@ค/@##? P�ค��'/�"?$�O@�2@%2�N�0�/�ห�N/$�@�"@$Q��/��? ��/$N@�Nค%N�ค%?�  
$�N/O��>R�O%?��@%�%/�2/��@��GO�GO'%>���/�ห�N/$�@��N/��@%Q�O�@� 

 �O/ cf �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��
O�/�4���6�3�6Q��4%Q�O%ห32�N4� QหO�;OQ�O��6�3�6�4#O�/�4��4%�%6ห4%�3��4%%ห32�N4��7P%2�:R/OQ�N/�24%�7P
ห�N/$�7P%3��6��/�%2��24%2�N�0N�็��;O�5ห���8Q� 

 �O/ cg �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%
�O/��3��4�P�%O�%#ห%9/�:�ค523P�R#N 8��%22�ค์ (Malware) �3��7Q 



-  ae  - 
 

    cg._ �;OQ�O�4�ค/%�%/�2/�ห4R/%32�4�29P/�N4� N N�N� Floppy Disk, Thumb Drive 
O'2 Data Storage /9P� N N�็��O� �N/��5#4Q�O�4�%N/#�3�Nค%9P/�ค/# 6/N�/%์�/��/��3 �� 

    cg.` �;OQ�O�4�ค/%�%/�2/�O!O# (File) �7PO��#4�3���ห#4$/6N'O��%/�6�2์  
(E-mail) ห%9/O!O# (File) �7PR�O%3� (Download) #4�4�/6�N�/%์N�O��O/$P�%O�%#�O/��3�R/%32�N/�Q�O�4� 

    cg.a �;OQ�Oค/%�%/�2/��O/#;'ค/# 6/N�/%์�7P#7�:�ค523P�R#N 8��%22�ค์%/#/$;N�O/$ 
�8P�#7�'�5QหO�O/#;'ค/# 6/N�/%์ห%9/%2��ค/# 6/N�/%์ห%9/�:�ค523P�/9P� N N�6�ค/4#N27$ห4$ �;��5'4$ O�OR�N�'7P$�O�'� 
ห%9/��6�3�6�4�R#N�%��4#ค523P��7P�5ห��R/O 
 �O/ d^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 
�4%25%/��O/#;'O'2�4%�;Oค9��3��7Q 
   d^._ �;OQ�O�4�ค/# 6/N�/%์�O/�%3��6��/�Q��4%25%/��O/#;'�4�Nค%9P/�ค/# 6/N�/%์
R/O��29P/�3��8�/9P� N N�N� CD, DVD, External Hard Disk N�็��O� 

   d^.` �;OQ�O�4�ค/# 6/N�/%์#7ห�O4�7PN�O�%3�1429P/�O/#;'25%/� (Backup Media) 
R/OQ�2�4��7P�7PNห#422# R#NN27P$��N/�4%%3P/Rห'�/��O/#;'O'2��2/��4%�;Oค9��O/#;'�7P25%/�R/O/$N4�2#P5N2#/ 

   d^.a �;OQ�O�4��O/��%2N#6�ค/4#N27P$�/N4�O/#;'�7PN�O�R/O�� Hard Disk R#Nค/%�2N�็�
�O/#;'25ค3�N�7P$/�O/��3��4%�5�4�N %42ห4� Hard Disk N27$R��OR#N�%2���N/�4%�5N�6��4%�/�ห�N/$�4� 

 

ห//   _c 

�@1Q�O�@%Nค1EPอ�คอ/พB/N!อ1์O&&พ�พ@ 

(Use of Notebook Computer) 
 

 �O/ d_ �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��
O�/�4���6�3�6�4%Q�O�4��3P/R� �3��7Q 
    d_._ Nค%9 P/�ค/# 6/N�/%์O�� � 4�7P�/��3 ��/�:�4�QหO�; OQ�OQ�O�4�N�็� 

26 P�/:��%�์ห%9/�%3 $์26��/��/��3 �� �3��3 Q��; OQ�O�8�ค/%Q�O�4�Nค%9 P/�ค/# 6/N�/%์O�� � 4/$N4�  

#7�%226��6"4 N 9P/�4��/��/��3 ��N�N4�3Q� 

    d_.` P�%O�%#�7PR�O�;��6��3Q�'���Nค%9P/�ค/# 6/N�/%์O�� � 4�/��/��3 ��
�O/�N�็�P�%O�%#�7P�/��3 ��R�O�9 Q/'6�26��6N�;��O/��4#��ห#4$ �3��3Q�หO4#�;OQ�Oค3�'/�P�%O�%#�N4�  N  
O'2�5R��6��3Q���Nค%9P/�ค/# 6/N�/%์O�� � 4ห%9/O�OR�ห%9/�5R�QหO�;O/9P�Q�O�4�P�$�6���ห#4$ 

    d_.a �;OQ�Oค/%08�14O'2��6�3�6�4#ค;N#9/�4%Q�O�4�/$N4�'2N/7$�N 9P/�4%Q�O�4�
/$N4��'/�"3$O'2#7�%226��6"4  

    d_.b R#N�3�O�'�O�OR�2N/��%2�/��N4� N �/�ค/# 6/N�/%์O'2%3�142"4 
�/�ค/# 6/N�/%์QหO#72"4 N�6# 

    d_.c Q��%�7�7P�O/��4%Nค'9P/�$O4$Nค%9P/�ค/# 6/N�/%์O�� � 4 ค/%Q2N�%2N�๋425ห%3�
Nค%9P/�ค/# 6/N�/%์O�� � 4 N 9P/�O/��3�/3��%4$�7PN�6��4��4%�%2���%2N�9/� N�N� �4%���4�P�P2�5�4� 
ห%9/ห':�#9/ N�็��O� 



-  af  - 
 

    d_.d ห'7�N'7P$��4%Q�O�6Q/ห%9/�/�O�O� N�N� �'4$�4��4 �'4$�6�2/ N�็��O� 
��23#�32ห�O4�/O2���'QหON�็�%/$�7��N/�ห%9/�5QหO�/O2���'�/�Nค%9P/�ค/# 6/N�/%์O�� � 4O��N27$ห4$R�O 
    d_.e R#N/4��/��7P#7�Q5ห�3�#4��3���ห�O4�/O2���'O'2O�O� 6# ์ 

    d_.f �4%N�O��5ค/4#22/4�ห�O4�/O2���'ค/%N�O�/$N4�N�4#9/�7 P2 :�  

O'2ค/%N�O�R�Q�O�/�4�N�7$/�3�หO4#N�O�O��ห#:�/� N %42�2�5QหOห�O4�/O2���'#7%/$�7��N/�R�O 
    d_.g �@%Q�ONค%EP/�ค/# B/N�/%์O�� � @N�็�%>$>N/'@�@�N�B�R�Q�2"@  
�CP#C/@�@0%O/��?��O/��>�Nค%EP/�ค/# B/N�/%์N EP/N�็��@% ?�Nค%EP/�2?�%>$>ห�DP��N/�N�>�Q�O�@�Qห#N/C�ค%?Q� 
    d_._^ �@%Nค'EP/�$O@$Nค%EP/���>�CPNค%EP/�N�>�Q�O�@�/$GN QหO�A�@%$��@��@�"@$Q�O 
O�O� B# ์ หO@#$O@$Nค%EP/�P�$�@%�D�ห�O@�/"@ �DQ� 

 �O/ d` �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 

ค/4#�'/�"3$�4��O4��4$"4  �3��7Q 
   d`._ �;OQ�O#7ห�O4�7P%3��6��/�Q��4%�O/��3��4%2;�ห4$ N�N� ค/%N�O�Nค%9P/�R/O
Q�2�4��7P�7P#7/:��%�์�O/��3���2�7PR#NR�OQ�O�4� R#N/4�Nค%9P/��6Q�R/OQ��7P24�4%�2 ห%9/Q��%6N/��7P#7ค/4#N27P$�
�N/�4%2;�ห4$ N�็��O� 

   d`.` �;OQ�OR#NN�O�ห%9/Q�O�4�ค/# 6/N�/%์O�� � 4Q�2�4��7P�7 P#7ค/4#%O/�
ค/4#�9Q��:N�'2//�2;�O'2�O/�%2/3��O/��3��4%���%2�� 

 �O/ da �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห���4%
ค/�ค:#�4%N�O4�8�%2����6�3�6�4% �3��7Q 
    da._ �;OQ�O�O/��5ห���9P/�;OQ�O�4� (User Name) O'2%ห32�N4� (Password) 
Q��4%N�O4Q�O�4�%2����6�3�6�4%�/�Nค%9P/�ค/# 6/N�/%์O�� � 4 

    da.` �;OQ�Oค/%�5ห��%ห32�N4�QหO#7ค:�"4 �7/$N4��O/$�4#�7P%2�:R/OQ�N/�24%
�/�ห�N/$�7P%3��6��/�%2��24%2�N�0N�็��;O�5ห���8Q� 

     da.a �;OQ�Oค/%�3Q��4%Q�O�4�P�%O�%#%3�14ห�O4�/O2���' (Screen Saver)  
P�$�3Q�N/'4Q��%�7R#NR�OQ�O�4�Q�หO/�%2$2N/'4��2ห�8P� N�N� �3Q�R/O _c �4�7 N�็��O� QหO�5�4%�>��3Q��4%Q�O�4� (Lock) 
25ห%3�ห�O4�/O2���' ห'3��4��3Q�N#9P/�O/��4%Q�O�4��;OQ�O�O/�Q2N%ห32�N4� 

    da.b �; OQ�O�O/��5�4% Logout //��4�%2���3��7N#9 P/N'6�Q�O�4�ห%9/R#N  
/$;N�7Pห�O4�/O2���'N�็�N/'4�4� 

    da.c หO4#�3��8��9P/�;OQ�O�4�O'2%ห32�N4�R/O��2�4��7P�7 P �NหO�R�O�N4$ N�N� 
�3��8�R/O��/:��%�์ค/# 6/N�/%์ �3��8�R/O��P�P2�5�4� N�็��O� 

 �O/ db �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4�
��6�3�6Q��4%Q�O%ห32�N4� �;OQ�O��6�3�6�4#O�/�4��4%�%6ห4%�3��4%%ห32�N4��7 P%2�:R/OQ�N/�24%�/�ห�N/$  

�7P%3��6��/�%2��24%2�N�0N�็��;O�5ห���8Q� 

 �O/ dc �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห�� 
�4%25%/��O/#;'O'2�4%�;Oค9� �3��7Q 



-  ag  - 
 

    dc._ �;OQ�Oค/%�5�4%25%/��O/#;'�4�Nค%9P/�ค/# 6/N�/%์O�� � 4 P�$/6�7�4%
O'229P/�N4� N N 9P/�O/��3��4%2;�ห4$�/��O/#;' 

    dc.` �;OQ�Oค/%�2N�O�%3�1429P/25%/��O/#;' (Backup media) R/OQ�2�4��7P
�7PNห#422# R#NN27P$��N/�4%%3P/Rห'�/��O/#;' 

    dc.a O�N�29P/25%/��O/#;'�N4� N �7PN�O��O/#;'R/O�2�O/��5�4%��2/��4%�;Oค9�
/$N4�2#P5N2#/ 

    dc.b O�N�29P/25%/��O/#;'�7PR#NQ�O�4�O'O/ ค/%�5'4$R#NQหO24#4%��5R�Q�O�4�R�O/7� 
QหO��6�3�6�4#O�/�4��4%�5'4$29P/�3��8��O/#;'Q�ห#/� f �4%�3��4%N�O4�8��O/#;'24%2�N�0O'2P�%O�%#�%2$:��์ 

    dc.c �;OQ�O�4��O/��%2N#6�ค/4#N27P$�/N4�O/#;'�7PN�O�R/O�� Hard Disk R#Nค/%�2N�็�
�O/#;'25ค3�N�7P$/�O/��3��4%�5�4�N %42ห4� Hard Disk N27$R��OR#N�%2���N/�4%�5N�6��4%�/�ห�N/$�;OQ�O�4�
O'2ห�N/$�4� 

 

ห//   _d 

�@1Q�O�@%อB%N#อ1์N%O! 

(Use of the Internet) 
 

 �O/ dd �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4���6�3�6
Q��4%Q�O�4�/6�N�/%์N�O��3��7Q 
   dd._ QหO�;O�;O'%2���5ห��N2O��4��4%N�9P/#�N/%2��ค/# 6/N�/%์N 9P/�4%N�O4Q�O�4�
/6�N�/%์N�O� �7P�O/�N�9P/#�N/�N4�%2��%3�14ค/4#�'/�"3$ N�N� Proxy, Firewall, IPS/IDS N�็��O� O'2หO4#�;OQ�O�4� 

�5�4%N�9P/#�N/%2��ค/# 6/N�/%์�N4��N/��4�/9P� N�N� Dial-up Modem $�N/O� O�N/N4#7Nห�:�'ค/4#�5N�็�
O'2�O/��5�4%�//�:�4��4�ห3/ห�O4ห�N/$�4�N�็�'4$'3�1�์/3�1% 

    dd.` Nค%9P/�ค/# 6/N�/%์2N/��:คค'O'2Nค%9P/�ค/# 6/N�/%์ � 4�N/��5�4%
N�9P/#�N//6�N�/%์N�O�N 9P/Q�O�4�P�%O�%#N�O4�#N/O�R��์ (Web Browser) �O/�#7�4%�6��3Q�P�%O�%#�O/��3�R/%32 
O'2�5�4%/:��N/�Pห/N�/�%2����6�3�6�4%�7PP�%O�%#N�O4�#N/O�R��์�6��3Q�/$;N�N/��4%Q�O�4� 

    dd.a �GOQ�O�@��O/�R#NQ�ONค%E/�N@$/B�N�/%์N�O��/��/��? ��O'>Nค%E/�N@$/B�N�/%์N�O�
"@$Q�ห�N/$�@�N EP/�%>�A�@%�N/R��CQ  
     dd.a._ ห@�%>P$��์Q�N�B��F%�B�2N/��?/ 

     dd.a.` N EP/ค/@#�?�N�B� R�OO�N �@%N'N�N�# �G"@ $��%์!ั�N '� Q�N/'@%@��@% 
     dd.a.a �%>�A�@%�CP�N/QหON�B�ค/@#N2C$ห@$�N/"@ '?�1�์ O'>�EP/N2C$�
�/�ห�N/$�@� N�N� �@%N�$O %N�O/#G'�CP/@��N/ค/@#N2C$ห@$�N/ห�N/$�@� ห%E/�O/#G'2Aค?��CPN�็�ค/@#'?��/�ห�N/$�@� 

    dd.b �GOQ�O�@��O/�R#NQ�ONค%E/�N@$/B�N�/%์N�O��/��/��? ��O'>Nค%E/�N@$/B�N�/%์N�O�
"@$Q�ห�N/$�@�N EP/�@%�%>�A�B���ห#@$ �N/R��CQ 
     dd.b._ �AN�O@ห%E/N�$O %N �O/#G'ห%E/�F�P�%O�%#�CP'>N#B�'B�2B��BN 
     dd.b.` O %N�%>�@$P�%O�%#R#N�%>2�ค์�C (Malware) N�N� R/%?2ค/# B/N�/%์ 



-  b^  - 
 

     dd.b.a �%>�A�@%�CPR#NNห#@>2#�?��N/0C'�%%# N�N� �@%N'N� �?�//�R'�์ 
�@%�AN�O@ ห%E/N�$O %N2EP/'@#� /�@�@%  
     dd.b.b �%>�A�@%�CP2N��'%O@$ �%>���?�ค/@##?P�ค��/��@�B 0@2�@ 
 %>#ห@�1?�%B$์ N�N� �@%�N/�@%%O@$ N�็��O� 

     dd.b.c �%>�A�@%�N#�GN คF�ค@# ห%E/'>N#B�2B��BN�/��GO/EP�QหOR�O%?�ค/@#N2C$ห@$ 
N�N� �@%�AN�O@ห%E/N�$O %N"@  N2C$� 2EP/�2#"@ O'>N2C$� (Multimedia) �/��GO/EP� �?Q��CPN�็��O/#G'�%B� ห%E/
�O/#G'N�O�/?�N�B��@��@%2%O@� �?��N/ O�N�N�B# ห%E/ �?�O�'��O/$/B�C�@%�@�/BN'O��%/�B�2์ห%E//B�C�@%/EP�Q�  
�CP�AQหO�GO/EP��?Q�N2C$�EP/N2C$� �G��Gห#BP� �G�N�'C$��?� ห%E/R�O%?�ค/@#/?�/@$  
     dd.b.c �%>�A�@%N�็�"?$�N/2?�ค# N�N� �@%�AN�O@ห%E/N�$O %N �O/#G'
�CP#C'?�1�>/?�N�็�N�O�N EP/2%O@�ค/@#2?�2�/FN�/@$ ห%E/N EP/�@%ห'/�'/�QหON�B�ค/@#N2C$ห@$�N@� N 

    dd.c �;OQ�O�2�;��5ห��26��6Q��4%N�O4�8�Oห'N��O/#;'�4#ห�O4�7Pค/4#%3��6��/� 

N 9P/�%226��6"4 �/�Nค%9/�N4$O'2ค/4#�'/�"3$�4��O/#;'�/��/��3 �� P�$�N4�ค/4#NหO��/��4��;O�3�ค3��3��4 
   dd.d หO4#�;OQ�ON�>�N�$�O/#;'25ค3��7PN�็�ค/4#'3��4�%4��4%O'2�7PN�7P$/�O/��3��/��3 ��
P�$R#NR�O%3�/�:�4�/$N4�N�็��4��4%�N4�Nค%9/�N4$/6�N�/%์N�O� N�N� N/�24%�7P�5ห���3Q�ค/4#'3� %N4�ห�3�29/ 
�%2�40ห%9/ค523P��N4� N N/�24%�4%�%%$4$2%:��7PN�7P$/�O/��3�ค/4##3P�ค�1 N/�24%�7PN�็�29P//6N'O��%/�6�2์�N4� N 
�7PN�7P$/�O/��3�ค/4##3P�ค�1 N�็��O� 

    dd.e �;OQ�O#7ห�O4�7P�%/�2/�ค/4#�;��O/�O'2ค/4#�N4N�9P/�9/�/��O/#;'ค/# 6/N�/%์ 

�7P/$;N��/6�N�/%์N�O��N/��5�O/#;'R�Q�O�4� 

    dd.f �4%Q�O�4��%2�4�2���4 (Web Board) �/�ห�N/$ �;OQ�O�O/�R#NN�>�N�$�O/#;'�7P25ค3� 
�O/#;'2N/��:คค' O'2N�็�ค/4#'3��/��4�%4��4% P�$R#NR�O%3�/�:�4� %/#�3Q��O/�R#N�3��8��O/#;'�7PN�็��4%Q2N%O4$ 
QหO%O4$�:คค'/9P� O'2�4%�3��8��O/#;'�7P�6���ห#4$�N4� N 

    dd.g %>#?�%>/?��@%�@/�์Pห'� P�%O�%#Q�O�@��@�%>��/B�N�/%์N�O� (Internet) 

�@%/?�N�� (Update) P�%O�%#�N@� N �O/�N�็�R�P�$R#N'>N#B�'B�2B��BN  
    dd._^ �@%Q�O�@�%>��Nค%E/�N@$/B�N�/%์N�O�R#NN�>�N�$�O/#G'�CP2Aค?�O'> 
N�็�ค/@#'?��/�ห�N/$�@� 

    dd.__ ห'3��4�Q�O�4�/6�N�/%์N�O�N2%O�N%7$�%O/$O'O/ QหO�5�4%//��4�%2�� 
(Logout) N 9P/�O/��3��4%N�O4Q�O�4�P�$�:คค'/9P� N 

    dd._` �; OQ�O�4��O/���6�3�6�4#  %2%4��3��3�6/N4�O/$�4%�%2�5ค/4#�6�
N�7P$/�3�ค/# 6/N�/%์ (��3��7P `)  .0. `cd^ O'2/ห%9/��ห#4$ %2N�7$� /6�7��6�3�6�4�ค/# 6/N�/%์/9P� N  
�7PN�7P$/�O/�/$N4�Nค%N�ค%3�/$N4�Nค%N�ค%3� 

 �O/ de �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��
#4�%�4%�O/��3�O'2%3�14ค/4#�'/�"3$�4��4%N�9P/#�N//6�N�/%์N�O�ค/4#N%O/2;��3��7Q 
    de._ �4%�/N�>�Q�O�%6�4%N�9P/#�N//6�N�/%์N�O�ค/4#N%O/2;� �N4�P�%03 �์
N'�ห#4$N/��� ห�N/$�;O�/Q�O�2�O/�N2�/�//�:#3�6�/��3 ���N4��%#�4%�ห4%29P/24% (22.) N 9P/ 6�4%�4
ค/4#Nห#422#O'2ค/4#�5N�็�Q��4%Q�O�4��N/R� 



-  b_  - 
 

    de.` �4%N�9P/#�N//6�N�/%์N�O�ค/4#N%O/2;� �2�O/�R#NN�9P/#�N/�3�Nค%9P/�ค/# 6/N�/%์
�/��4�%4��4%�7PN�9P/#�N/�3�Nค%9/�N4$"4$Q��/��3 �� (Intranet) ห%9/Nค%9P/�ค/# 6/N�/%์2N/��3/�7P#7�O/#;'�N4/24%
�/��/��3 �� �7PN�็��3Q�ค/4#'3� O'2/ห%9/�O/#;'�7P/4�2N��'�%2���O4�ค/4##3P�ค��/��%2N�0P�$N�O��4� 

 �O/ df �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��3�N�O��O/#;'
�4%�%4�%�4�ค/# 6/N�/%์ �%�7�7P#7�4%QหO�%6�4%N�O4�8�%2��/6�N�/%์N�O��4�"4$Q�ห�N/$�4� P�$�4%
�3�N�O��O/#;'�%4�%�4�ค/# 6/N�/%์QหON�็�R��4#  %2%4��3��3�6/N4�O/$�4%�%2�5ค/4#�6�N�7 P$/�3�
ค/# 6/N�/%์  .0. `cc^  %2%4��3��3�6/N4�O/$�4%�%2�5ค/4#�6�N�7P$/�3�ค/# 6/N�/%์ (��3��7P `)  .0. `cd^  
O'2�4#�%2�40�%2�%/�N�คP�P'$724%2�N�0O'2�4%29P/24% N%9P/� ห'3�N���์�4%N�O�%3�14�O/#;'�%4�%
�4�ค/# 6/N�/%์�/��;OQหO�%6�4%  .0. `cc^ /$N4�Nค%N�ค%3� 

 

ห//   _e 

�@1Q�O�@%� ห/@0อBNลO�#1อ%B�2์ 
(Use of Electronic Mail) 

 

 �O/ dg Q��4%'��2N�7$��3��7�;OQ�O�4���ห#4$/6N'O��%/�6�2์ (E-Mail : @rta.mi.th) 
�/�ห�N/$�4�"4$Q��/��3 ���O/��5�4%�%/��O/#;'�/N�O4Q�O�%6�4%��ห#4$/6N'O��%/�6�2์  (E-Mail)  
P�$$9P�ค5�/�3�N�O4ห�O4�7Pห�N/$�4��7P%3��6��/�%2����ห#4$/6N'O��%/�6�2์ (E-Mail) �/� ��. (P�$ 22.) 
 �O/ e^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4�
��6�3�6Q��4%2N���ห#4$/6N'O��%/�6�2์�3��7Q 
    e^._ �;O�;O'%2���O/��5ห��26��6�4%N�O4�8�%2����ห#4$/6N'O��%/�6�2์�/��/��3 ��
QหONห#422#�3��4%N�O4Q�O�%6�4%�/��;OQ�O%2��O'2ห�O4�7Pค/4#%3��6��/��/��;OQ�O %/#�3Q�#7�4%���/�26��6�4%N�O4Q�O�4�
/$N4�2#P5N2#/N�N� �4%N�'7P$��5Oห�N� N�'7P$��O�23��3� �4%'4//��4�%4��4% �4%N�17$�/4$: N�็��O� 

    e^.` �;O�;O'%2���O/��5ห��26��6�3��7%4$�9P/�;O Q�O%4$Qห#NO'2%ห32�N4�  
25ห%3��4%Q�O�4�ค%3Q�O%� N 9P/Q�OQ��4%�%/�2/��3/���%6��/��;OQ�O%2����ห#4$/6N'O��%/�6�2์�/��/��3 �� 

    e^.a �4%�5ห��%ห32�N4��7P�7 (Good Password) #7O�/�4���6�3�6�4#�7P%2�:R/O
Q�N/�24%�/�ห�N/$�7P%3��6��/�%2��24%2�N�0N�็��;O�5ห���8Q� 

    e^.b %ห32�N4��/���ห#4$/6N'O��%/�6�2์ N/'4Q2N%ห32�N4��O/�R#N�%4��ห%9/
O2��%ห32�N4�//�#4 O�N�O/�O2��//�#4Q�%;��/�23�'3�1�์O���3//3�1%�3Q� N�N� <X= ห%9/ <O= Q��4%
 6# ์O�N'2�3//3�1% 
    e^.c �; OQ�O�4��O/�Q�O��ห#4$/6N'O��%/�6�2์�/��/��3 �� ห%9/ ��ห#4$
/6N'O��%/�6�2์ (E-mail) �/�"4ค%3�N 9P/Q�OQ��4%�6��N/�4�%4��4% 

    e^.d �;OQ�OR#Nค/%�3Q�คN4�4%Q�OP�%O�%#�N/$�5%ห32�N4�2N/��:คค'/3�P�#3�6  
(Save Password) �/�%2����ห#4$/6N'O��%/�6�2์ 
    e^.e �;O�;O'%2�� �O/��5ห���5�/�ค%3Q��7P$/#QหO�;OQ�O�4�Q2N%ห32�N4��6�R�ON�N� R#NN�6� a ค%3Q� 



-  b`  - 
 

    e^.f �;OQ�Oค/%#7�4%N�'7P$�%ห32�N4�/$N4�Nค%N�ค%3� N�N� ค/%N�'7P$�%ห32�N4��:� 
a - d N�9/� N�็��O� 

    e^.g �;OQ�Oค/%%2#3�%2/3�Q��4%Q�O��ห#4$/6N'O��%/�6�2์N 9P/R#NQหON�6�ค/4#N27$ห4$
�N/�/��3 ��ห%9/'2N#6�'6�26��6N 2%O4�ค/4#�N4%5ค4��N/�;O/9P� ห%9/�6���ห#4$ ห%9/'2N#6�07'�%%# O'2  

R#NO2/�ห4�%2P$��์ ห%9//�:�4�QหO�;O/9P�O2/�ห4�'�%2P$��์Q�N�6��:%�6��4��4%Q�O��ห#4$/6N'O��%/�6�2์
�N4�%2��Nค%9/�N4$�/��/��3 �� 

    e^._^ ห'3��4��4%Q�O�4�%2����ห#4$/6N'O��%/�6�2์N2%O�26Q� �;OQ�Oค/%�5�4% 
//��4�%2�� (Logout) �:�ค%3Q� N 9P/�O/��3��:คค'/9P�N�O4Q�O�4���ห#4$/6N'O��%/�6�2์ 
    e^.__ �; OQ�Oค/%�5�4%�%/�2/�N/�24%�7 PO���4���ห#4$/6N'O��%/�6�2์  

�N/��5�4%N�>� N 9 P/�5�4%�%/�2/�O!O#�O/#;'P�$Q�OP�%O�%#�O/��3�R/%32 N�็��4%�O/��3�Q��4%  

N�>�O!O#�O/#;'�7PN�็� Executable File N�N� .exe, .com N�็��O� 

    e^._` �;OQ�OR#NN�>�ห%9/2N���ห#4$/6N'O��%/�6�2์ห%9/�O/ค/4#�7PR�O%3��4��;O2N��7PR#N%;O�3� 

    e^._a �;OQ�Oค/%�%/�2/��;ON�O���ห#4$/6N'O��%/�6�2์�/���N/��:�/3�O'2 

ค/%�3�N�O�O!O#�O/#;'O'2��ห#4$/6N'O��%/�6�2์�/���QหONห'9/�5�/��O/$�7P2:� 

    e^._b �; OQ�Oค/%'���ห#4$/6N'O��%/�6�2์�7 PR#N�O/��4%//��4�%2��N 9P/ 

'��%6#4��4%Q�ON�9Q/�7P%2����ห#4$/6N'O��%/�6�2์ 

    e^._c หO@#2N���ห#@$/BN'O��%/�B�2์ (E-Mail) �CP#C'?�1�> �?��CQ 
     e^._c._ N�็���ห#@$�$> (Spam Mail) 
     e^._c.` N�็���ห#@$'G�P�N (Chain Letter) 
     e^._c.a N�็��@%'>N#B��N/��ห#@$ ห%E/2B��B �/��Fคค'/EP� 

     e^._c.c #CR/%?2R�QหO�?��Fคค'/EP�P�$N���@ 
 e^._d QหO%>�F�EP/�/��GO2N�Q���ห#@$/BN'O��%/�B�2์ (E-Mail) �F���?��CP2N�R� 

 e^._e QหO�A�@%2A%/��O/#G'��ห#@$/BN'O��%/�B�2์ (E-Mail) �@#ค/@#�AN�็�
/$N@�2#PAN2#/ 

 e^._f �GOQ�O�@��O/�R#NQ�O�O/ค/@#�CPR#N2F"@ ห%E/%?�2N���ห#@$/BN'O��%/�B�2์  
�CPR#NNห#@>2# ห%E/�O/#G'/?�/@��AQหON2C$�EP/N2C$��/�ห�N/$�@��AQหON�B�ค/@#O��O$�%>ห/N@�ห�N/$�@�  
�N@��@���ห#@$/BN'O��%/�B�2์ 
 e^._g �GOQ�O�@�ค/%P/�$O@$��ห#@$/BN'O��%/�B�2์�CP�>Q�O/O@�/B�"@$ห'?�#@$?�
Nค%EP/�ค/# B/N�/%์�/���N EP/N�็��@%�O/��?��GO/EP�O/�/N@���ห#@$R�O �?��?Q�R#Nค/%�?�N�O��O/#G'ห%E/��ห#@$
/BN'O��%/�B�2์�CPR#NR�OQ�OO'O/R/OQ��GO��ห#@$/BN'O��%/�B�2์ 
 �O/ e_ �GOQ�O�@��O/�Q�O��ห#@$/BN'O��%/�B�2์"@ค%?� 2Aห%?�Q�O%?� - 2N��O/#G'Q�%>��%@��@% 
�@##�Bค�>%?�#��%CN#EP//?��CP _f �?�/@ค# `cc^ N%E P/� �@% ?��@%>����ห#@$/BN'O��%/�B�2์�'@� 
N EP/�@%2EP/2@%Q�"@ค%?� 

 �O/ e` �GOQ�O�@��O/�$D��E/O'>��B�?�B N%EP/�ห'?�N���์O'>/B�C�@%��B�?�BQ��@%%?� - 2N�
O'>N�O�%?�1@�N@/2@%O'>ห�?�2E/%@��@%P�$��ห#@$/BN'O��%/�B�2์ �@#%>N�C$�2A�?��@$�%?�#��%C/N@�O/$
�@�2@%�%%� (��?��CP b)  .0.`cdb /$N@�Nค%N�ค%?� 



-  ba  - 
 

ห//   _f 

�@1Q�O�@%#1?พ0์2B%#@�'ัญญ@ 

(Use of Intellectual Property) 
 

 �O/ ea �%? $์2B��@��ั��@ ห#@$�D� �'�@�/?�N�B��@�ค/@#คB�2%O@�2%%ค์�/�#�F1$์ 
P�$�?P/ N R� P�$�%? $์2B��@��ั��@O�N�N�็� 2 �'FN#ห'?�คE/ �%? $์2B�/F�2@ห�%%#O'>'B�2B��BN 
 �O/ eb �%? $์2B�/F�2@ห�%%# คE/�%? $์2B��CP�?��O/�R#NR�O�CPN�CP$/�O/��?�/F�2@ห�%%# 
ค/@#คB�ห%E/�@�2%O@�2%%ค์ ห%E/�'B�"?��์�CPQ�OQ��@�/F�2@ห�%%# P�$�%? $์2B�/F�2@ห�%%# R�OO�N 
  eb._ 2B��B�?�% (Patent) 
  eb.` Nค%EP/�ห#@$�@%คO@ (Trademark) 
  eb.a 2BP��N��CQ�@�"G#B0@2�%์ (Geographical Indication) 
  eb.b ค/@#'?��@��@%คO@ (Trade Secrets) 
  eb.c O���?�"G#B/��%%/# (Layout - Designs Of Integrated Circuit) 
 �O/ ec 'B�2B��BN คE/�@�2%O@�2%%ค์/?�N�B��@�ค/@#%GO  ค/@#2@#@%� ค/@# $@$@#  
P�$�G��N@$�/�//�#@ (Express) Q�'?�1�>Q�'?�1�>ห�DP� �@# %>%@��?��?�B'B�2B��BN   .0. 2537 
"'B�2B��BN ห#@$ค/@#/N@ 2B��BO�N�GON�C$/�CP�>�A�@%Q� N �@# %>%@��?��?�B�CQN�CP$/�?��@��CP�GO2%O@�2%%ค์R�O�A�DQ�" 
�?��?Q� 'B�2B��BN�?�N�็��%? $์2B��@��ั��@�%>N"�N�C$/ �CPR�O%?�ค/@#คFO#ค%/�/?�P�#?�BP�$R#N�O/����>N�C$� 
�DP��>คFO#ค%/��?��C�F��%>N�0"@$Q�O/�F2?��@�%F�N�B%์� (Berne Convention) N#EP/�@��?Q�R�O�G�2%O@�2%%ค์�DQ�
�?��?Q� P�%O�%#ค/# B/N�/%์ �?�N�็�'B�2B��BN�%>N"��@�/%%��%%# �DP�คFO#ค%/�/?�P�#?�B�?P/P'�N#EP/#C�@%2%O@�2%%ค์ 

 �O/ ed 'B�2B��BN�/!�์O/%์ ห#@$�D��/!�์O/%์�CP#C�GO/EP�2%O@�2%%ค์�DQ� ห@��AN�็��>Q�O�@�
�O/�R�O%?��@%/�F�@��@��GO2%O@�P�$Q�/�F�@� (License) �DP�N�็�2?��@%>ห/N@��GO2%O@��?��GOQ�O�/!�์O/%์ 
Q�/�F�@�N�็��@%QหO2B��B�GOQ�OQ��@%Q�O�/!�์O/%์R�OP�$R#N�E/N�็��@%'>N#B�'B�2B��BN 
 �O/ ee �;OQ�O�4�%2��24%2�N�0�/��/��3 ��ค/%�2�O/���6�3�6�4#N�9P/�R��4%Q�O�4�
O'2R#N'2N#6��%3 $์26��4��ั��4�/��;O/9P� �3��7Q 
  ee._ ��6�3�6�4#N�9P/�R��4%Q�O�4�ห%9/�7P�5ห��R/O�/��/!�์O/%์ห%9/�%3 $์26�
�4��ั��4/9P� N �7P�/��3 �� ห%9/�;OQ�O�4�#7Q�O�4�ห%9/ค%/�ค%/� 
  ee.` หO4#�5�Q5 N�'7P$�O�'� ห%9/O�OR��%3 $์26��4��ั��4R�2;N%;�O��/9P� 

�7PN�็��4%'2N#6�N�9P/�R�ห%9/�O/��'��4%Q�O�4� 

  ee.a หO4#25N�4�3Q�ห#�ห%9/�4�2N/��/�ห�3�29/ ��ค/4# N '� "4 $��%์ 
%4$�4� ห%E/N/�2@%/EP� N �CPN�็��@%'>N#B�N�EP/�R��/�N�O@�/��%? $์2B��@��ั��@ 
 �O/ ef 2BP��N/R��CQR#N�E//N@N�็��@�/?�#C'B�2B��BN�@# %>%@��?��?�B'B�2B��BN  .0. 2537 R�OO�N 
  ef._ �N@/�%>�A/?� O'>�O/N�O��%B��N@� N �CP#C'?�1�>N�็�N C$��N@/2@%/?�#BQ�N�@�
Q�O���/%%�ค�C O���/B�$@0@2�%์ ห%E/O���0B'�> 

  ef.` %?��%%#�G� O'>��ห#@$ 

  ef.a %>N�C$� �O/�?�ค?� �%>�@0 คA2?P� คA�CQO�� O'>ห�?�2E/P�O�/��/��%>�%/� 
��/� �%# ห%E/ห�N/$�@�/EP�Q��/�%?�ห%E/�/��O/��BP� 

  ef.b คA B @�1@ คA2?P� คA/B�B��?$ O'>%@$�@��/��@�%@��@% 

  ef.c คAO�'O'>�@%%/�%/#2BP��N@� N �@# (ef._) �D� (ef.b) �CP�%>�%/� 
��/� �%# ห%E/ห�N/$�@�/EP�Q��/�%?�ห%E/�/��O/��BP��?��A�DQ� 

 �O/ eg QหOห�N/$�@�Q��/��? ���CP�AN�B��@% ?��@O'>Q�O�@��O@�%>��2@%2�N�0
��B�?�B�@# %>%@��?��?�B'B�2B��BN  .0. `cae /$N@�Nค%N�ค%?� 



-  bb  - 
 

ห//   _g 

�@1ค/&คF/�@1N�O@"D�1>&&Nค1Eอ�N@0R1O2@0 

(Wireless LAN Access Control) 
 

 �O/ f^ �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4���6�3�6
Q��4%ค/�ค:#�4%N�O4�8�%2��Nค%9/�N4$R%O24$ �3��7Q 
  f^._ �;O�;O'%2���O/�ค/�ค:#23��4��/�/:��%�์�%2�4$23��4�O��R%O24$ 
(Access Point) QหO%3P/Rห'//��/� 9Q��7PQ�O�4�%2��Nค%9/�N4$R%O24$�O/$�7P2:� 

  f^.` �;O�;O'%2���O/��5�4%N�'7P$�คN4 SSID (Service Set Identioer) �7P�;��5ห��
N�็�คN4N%6P#�O� (Default) #4�4��;O�'6��3��7�7P�5/:��%�์�%2�4$23��4�O��R%O24$ (Access Point) #4Q�O�4� 
O'2�5ห��QหO�N/� SSID (Service Set Identioer) P�$N� 42%2���4��7PN�็��3Q�ค/4#'3��3��'N4/�O/$ 

  f^.a �;O�;O'%2���O/��5ห��คN4 Wireless Security N�็�O�� WEP (Wired 
Equivalent Privacy) ห%9/ WPA (Wi-Fi Protected Access) ห%9/�7P�7�/N4 Q��4%N�O4%ห32�O/#;'%2ห/N4�Nค%9P/�';��N4$ 
(Wireless LAN Client) O'2/:��%�์�%2�4$23��4�O��R%O24$ (Access Point) O'2�5ห��คN4P�$R#NQหO 
O2���9P/%2��Nค%9/�N4$R%O24$ 

  f^.b �;O�;O'%2��N'9/�Q�O/6�7�4%ค/�ค:# MAC Address (Media Access Control Address) 
O'2ห%9/�3��7�;OQ�O�4� P�$/�:�4�N� 42�;OQ�O�4��7P#726��6NQ��4%N�O4Q�O�4�%2��Nค%9/�N4$R%O24$�4#�7P�5ห��R/ON�N4�3Q� 

  f^.c �;O�;O'%2���O/�#7�4%�6��3Q�R!%์//''์ (Firewall) %2ห/N4�%2��Nค%9/�N4$R%O24$
�3�%2��Nค%9/�N4$"4$Q�ห�N/$�4� 

  f^.d �;O�;O'%2��ค/%�5ห��QหO�;OQ�O�4�Q�%2��Nค%9/�N4$R%O24$�6��N/29P/24%�3�Nค%9/�N4$
"4$Q�ห�N/$�4��N4��4� VPN (Virtual Private Network) N 9P/�N/$�O/��3��4%�:�%:�Q�%2��Nค%9/�N4$R%O24$ 

  f^.e �;O�;O'%2���O/��5�4%'��2N�7$�/:��%�์�:��3/�7PQ�O�6��N/%2��Nค%9/�N4$R%O24$ 

  f^.f �;O�;O'%2���O/�Q�O�/!�์O/%์ห%9/04%์�O/%์�%/�2/�ค/4##3P�ค��'/�"3$
�/�%2��Nค%9/�N4$R%O24$N 9P/ค/$�%/�2/�O'2�3��8�Nห�:�4%�์�7P�N42�23$N�6��8Q�Q�%2��Nค%9/�N4$R%O24$  
O'2�3�2N�%4$�4��'�4%�%/�2/��:� a N�9/� O'2Q��%�7�7P�%/�2/� ��4%Q�O�4�%2��Nค%9/�N4$R%O24$�7P�6����6 
QหO�;O�;O'%2��%4$�4��N/ห3/ห�O4ห�N/$�4��%4��3��7 
  f^.g �;O�;O'%2���O/�ค/�ค:#�;O'R#NQหO�:คค'ห%9/ห�N/$�4�"4$�/��7PR#NR�O%3�/�:�4� 
Q�O�4�%2��Nค%9/�N4$R%O24$Q��4%N�O42;N%2��Nค%9/�N4$O'2%2��24%2�N�0"4$Q�ห�N/$�4� 

    f^._^ �;O�;O'%2���O/��5�4%'��2N�7$��5ห��26��6�; OQ�O�4�Q��4%N�O4�8�
%2��Nค%9/�N4$R%O24$QหONห#422#�3�ห�O4�7Pค/4#%3��6��/�Q��4%��6�3�6�4��N/�N�O4Q�O%2��Nค%9/�N 4$R%O24$ 
%/#�3Q�#7�4%���/�26��6�4%N�O4�8�/$N4�2#P5N2#/ 

    f^.__ �;O�;O'%2��ค/%Q�O�/!�์O/%์ห%9/04%์�O/%์�%/�2/�ค/4##3P�ค��'/�"3$
�/�%2��Nค%9/�N4$R%O24$/$N4�2#P5N2#/ 



-  bc  - 
 

 �O/ f_ �;OQ�O�4��7P�O/��4%N�O4�8�%2��Nค%9/�N4$R%O24$"4$Q��/��3 ���2�O/��5�4%'��2N�7$�
�3��;O�;O'%2��O'2�O/�R�O%3��4% 6�4%�4/�:�4��4��;O�3�ค3��3��4�N/��4%Q�O�4� 

  �O/ f` �;OQ�O�4��O/�%2�:/:��%�์�7P�2N�O4Q�O�4�Q�Nค%9/�N4$R%O24$�/��/��3 ��  
�/��4��4%'��2N�7$��4%Q�O�4�O'O/ �2�O/�O�O�คN4 MAC Address �/�Nค%9P/� ห%9//:��%�์�7P�2N�O4#4Q�O�4� 
N 9P/QหO�;O%3��6��/�Nค%9/�N4$R%O24$�/��/��3 �� �3��8�N�็�ห'3��4��4%N�O4Q�O�4��N/R� 

 

ห//   `^ 

1>&&2A1อ�Oล>O(%N!1C0/ค/@/พ1Oอ/�1�C�F�N�B% 

(Backup System and Contingency Plan) 
 

 �O/ fa �; O% 3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��
O�/�4���6�3�6Q��4%ค3�N'9/�O'2�3��5%2��25%/�O'2�;Oค9�%2�� �3��7Q 
  fa._ �5ห��%2���4��7P#7ค/4#�5N�็��O/�25%/��O/#;'R/O 
  fa.` �5ห���;O%3��6��/�Q��4%25%/��O/#;' 

  fa.a �5ห����6��/��O/#;'�7P#7ค/4#�5N�็��O/�25%/��O/#;'N�O�R/O /$N4��O/$
�O/��%2�/��O/$ �O/#;'Q��4��O/#;'�/�%2�� �O/#;'25ห%3��3/%2�� N�N� �/!�์O/%์%2����6�3�6�4%  

O'2�/!�์O/%์/9P� N �7PN�7P$/�O/� N�็��O� 

  fa.b �5ห��ค/4#�7PQ��4%25%/��O/#;'�/�%2���4� N�N� %2���4��7P#7�4%
N�'7P$�O�'��N/$ ค/%#7ค/4#�7PQ��4%25%/��O/#;'#4��8Q� N�็��O� 

  fa.c �5�4%25%/��O/#;'�4#ค/4#�7P�7 P�5ห��R/O O'2ค/%�5�O/#;'�7P25%/�  

R�N�O�R/O�/�2�4��7P/$N4��O/$ _ �:� 

  fa.d �5�4%�%/�2/�/N4�4%25%/��7PN�6��8Q��3Q� 25N%O�ค%��O/� ห%9/R#N 
  fa.e �5�4%��2/��; Oค9��O/#;'�7 P25%/�R/O/$N4��O/$�?'2 _ ค%3 Q� %/#�3Q�
�5N�6��4%��2/�/N4%2���4��3Q�ห#�24#4%�Q�O�4�R�O ห%9/R#N 
  fa.f O�/�4���6�3�625ห%3��4%25%/��O/#;'�3��7Q 
    fa.f._ �;O�;O'%2���O/��3�QหO#7�4%25%/�O'2��2/��O/#;'�7P25%/�
N�O�R/O/$N4�2#P5N2#/O'2QหON�็�R��4#O�/�4��4%25%/��O/#;'�/��/��3 �� 

   fa.f.` �4%�3��5�3��8��4%25%/��O/#;' (Operator Logs) �;O�;O'%2��
�O/��5�3��8�%4$'2N/7$��4%25%/��O/#;' R�OO�N N/'4N%6P#�O�O'226Q�2:� �9P/�;O25%/� ��6��/��O/#;'�7P�3��8� N�็��O� 

   fa.f.a �4%%4$�4��O/�6� '4� (Fault Logging) �;O�;O'%2���O/��5%4$�4�
�O/�6� '4��4��4%25%4/��O/#;'�7PN�6��8Q� %/#�3Q�/6�7�4%�7PQ�OO�OR��O/$ 

   fa.f.b QหO�;O�;O'%2��#/�ห#4$ห�O4�7P�4%25%/��O/#;'O�NN�O4ห�O4�7P  
ค�/9P�R/O25%/�Q��%�7�7P�;O�;O'%2��O'2/ห%9/�;O�;O'Nค%9/�N4$R#N24#4%���6�3�6�4�R�O 
   fa.f.c Q��%�7 ��ั�ห4Q��4%25%/��O/#;'��N�็�Nห�:R#N24#4%�
�5N�6��4%/$N4�2#�;%�์R�O QหO�5N�6��4%O�OR��ั�ห4O'22%:��'�4%O�OR��ั�ห4O'2%4$�4��N/�;O%3��6��/�
%2��24%2�N�0�/�ห�N/$�%4� 



-  bd  - 
 

   fa.f.d QหO�;O�;O'%2��O'2�;O�;O'Nค%9/�N4$�5ห����6�O'2�N/�N/'4
�4%25%/��O/#;'�4#ค/4#Nห#422# %O/#�3Q��5ห��29P/�7PQ�ON�O��O/#;' P�$%;�O���4%25%/��O/#;'#72/���6�
ค9/�4%25%/��O/#;'O��N�O# (Full Backup) O'2�4%25%/��O/#;'O��2N/��N4� (Incremental Backup) 
   fa.f.e �4%N�O4%ห32�O/#;'25ค3�Q��4%25%/��O/#;' (Encrypted Backup) 
�;O�;O'%2���O/��3�QหO#7�4%N�O4%ห32�O/#;'25%/��7P25ค3� P�$�4%Q�ON�คP�P'$7�4%N�O4%ห32�7PNห#422#
N 9P/�O/��3�#6QหO�O/#;'25%/�Nห'N4�3Q��;�N�>�N�$ 

   fa.f.f O�/�4��7P�O/���6�3�6N�7P$/�O/��3��4%25%/��O/#;' (Backup Policy) 
�;O�;O'%2���O/���6�3�6�4#�3Q��/���6�3�6 Backup Procedure P�$Nค%N�ค%3� 

   fa.f.g 25ห%3�ค/4#�7PQ��4%25%/��O/#;'#7�3��7Q 
 

1@0�@1 �Oอ/Gล#CP!Oอ�2A1อ� ค/@/"CPQ%�@12A1อ� 

%2�� E-mail 
คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�O/#;'Q�2N/� Mailbox _ ค%3Q��N/N�9/� 

Web Server 
คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�O/#;'�N4� N �7PN�$O %N��N/O�R��์ _ ค%3Q��N/N�9/� 

Database Server 
คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�4��O/#;'�7P#7ค/4#25ค3� _ ค%3Q��N/23��4ห์ 

/:��%�์ Firewall 
คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�O/#;' Rule �/�/:��%�์�3Q� _ ค%3Q��N/N�9/� 

/:��%�์ IDS/IPS 
คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�O/#;' Rule �/�/:��%�์�3Q� _ ค%3Q��N/N�9/� 

/:��%�์ Server /9P� N 

คN4�6��3Q��/�%2�� (Conogure) �N/��N/�O'2ห'3��4%N�'7P$�คN4 
�O/#;'�7P#7ค/4#25ค3��/�%2���4�  
�7P�;�N�O�Q�/:��%�์�N4� N Nห'N4�3Q� 

_ ค%3Q��N/N�9/� 

 

   fa.f._^ �;O�;O'%2��O'2�;O�;O'Nค%9/�N4$24%2�N�0 %3��6��/�ค/4#�;��O/�
O'2ค/4#2#�;%�์�/��O/#;' �4#ค/4#�7PQ��O/ fa.f.g 

  fa.g O�/�4���6�3�625ห%3��4%�;Oค9�%2���3��7Q 
    fa.g._ Q��%�7 ��ั�ห4�7P/4�2%O4�ค/4#N27$ห4$�N/%2��ค/# 6/N�/%์
O'2/ห%9/%2��Nค%9/�N4$��N�็�Nห�:�5QหO�O/��5N�6��4%�;Oค9�%2��QหO�;O�;O'%2��O'2/ห%9/�;O�;O'Nค%9/�N4$
�5N�6��4%O�OR�%4$�4��'�4%O�OR� %O/#�3Q��3��8�O'2QหO%4$�4�2%:��'�4%��6�3�6�4��N/�;O%3��6��/�
%2��24%2�N�0�/�ห�N/$ ห%9/�;O�7PR�O%3�#/�ห#4$�%4� 

    fa.g.` QหOQ�O�O/#;'�3�2#3$�7P2:� (Latest Update) �7PR�O25%/�R/O
ห%9/�4#ค/4#Nห#422#N 9P/�;Oค9�%2�� 

    fa.g.a ห4�ค/4#N27$ห4$�7PN�6��8Q��3�%2��ค/# 6/N�/%์ห%9/%2��Nค%9/�N4$
�%2���N/�4%QหO�%6�4%ห%9/�4%Q�O�4��/��;OQ�O%2��QหOO�O��;OQ�O�4��%4��3��7  %O/��3Q�%4$�4�ค/4#ค9�ห�O4
�4%�;Oค9�%2��N�็�%2$2 ���/N4�2�5N�6��4%N2%O�26Q�/$N4�2#�;%�์ 



-  be  - 
 

 �O/ fb �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 ���O/��5ห��O�/�4�
N�%7$#ค/4# %O/#�%�7N�6�Nห�:�:�N�6��3��7Q 
  fb._ �5ห��%2���4��7 P#7ค/4#25ค3��3 Q�ห#��/��/��3 �� O'2�3��5 

N�็��3��7%4$�9P/�/�%2���4� �3��'N4/%/#�3Q��%3��%:��3��7%4$�9P/�7QQหO#7ค/4#�3�2#3$/$;NN2#/�4#%2���4�
�7P#7ค/4#25ค3��7PN�6��8Q�Qห#N 
  fb.` �%2N#6�ค/4#N27P$�25ห%3�%2���4��7P#7ค/4#25ค3�Nห'N4�3Q� O'2�5ห��
#4�%�4%N 9P/'�ค/4#N27P$��7P � P�$QหO�%3��%:�%4$�4��4%�%2N#6�ค/4#N27P$�/$N4��O/$�?'2 _ ค%3Q� 
  fb.a �5ห����6��/��O/#;' N�N� �/!�์O/%์�N4� N �7PN�7P$/�O/��3�%2���4� O'2�O/#;'
Q��4��O/#;' N�็��O� %/#�8��5ห��ค/4#�7PQ��4%25%/��O/#;' /6�7�4%25%/��O/#;' N�N� O�� Full Backup ห%9/O�� 
Incremental Backup N�็��O� 25ห%3�%2���4��7P#7ค/4#25ค3�Nห'N4�3Q� 

  fb.b �3��5O��N�%7$#ค/4# %O/#�%�7N�6�Nห�:�:�N�6� (Contingency Plan) 
N 9P/%3�#9/�3�"3$ 6�3�6 �7P/4�N�6��8Q�R�O �3Q�/6�7�4%�4�/6N'O��%/�6�2์ O'2�4��4$"4  /7��3Q�QหO�5ห��หO/�
Q��4%��2/�O���3��'N4//$N4��O/$�?'2 _ ค%3Q� P�$O��1 �O/�#7%4$'2N/7$�/$N4��O/$�3��N/R��7Q 
   fb.b._ �4%�5ห��ห�O4�7P O'2ค/4#%3��6��/��N/�;O�7PN�7P$/�O/��3Q�ห#� 

   fb.b.` �4%�%2N#6�ค/4#N27P$�25ห%3�%2���4��7P#7ค/4#25ค3�Nห'N4�3Q� 
O'2�5ห��#4�%�4%N 9P/'�ค/4#N27P$�Nห'N4�3Q� N�N� R!�3�N�็�%2$2N/'4�4� R!Rห#O O�N��6�Rห/ �4%�:#�:#�%2�O/�
�5QหOR#N24#4%�N�O4#4Q�O%2���4�R�O N�็��O� 

   fb.b.a �4%�5ห���3Q��/���6�3�6Q��4%�;Oค9�%2���4� 

   fb.b.b �4%�5ห���3 Q��/���6�3�6Q��4%25%/��O/#;'O'2��2/� 

�;Oค9��O/#;'�7P25%/�R/O 
   fb.b.c �4%�5ห���N/��4�Q��4%�6��N/29P/24%�3��;OQหO�%6�4%"4$�/�
N�N� �;OQหO�%6�4%Nค%9/�N4$ 04%์�O/%์ �/!�์O/%์ N�็��O� N#9P/N�6�Nห�:�5N�็��7P�2�O/��6��N/Q��%�7N�6�Nห�:�:�N�6��N4� N 
N�N� N�6�/3คค7"3$ �4%�N//6�40�%%# N�็��O� 

   fb.b.d �4%2%O4�ค/4#�%2ห�3�ห%9/QหOค/4#%;OO�NN�O4ห�O4�7P�;O�7PN�7P$/�O/�
�3��3Q��/��4%��6�3�6ห%9/26P��7P�O/��5N#9P/N�6�Nห�:N%N��N/� 

  fb.c QหO�5�4%�%3��%:�O��N�%7$#ค/4# %O/#�%�7N�6�Nห�:�:�N�6�/$N4��O/$ 

�?'2 _ ค%3Q� P�$#:N�N�O�R��7P%2���7P#7ค/4#25ค3�2;� 
  fb.d QหO�5�4%25%/��O/#;'�4#��6� ค/4#�7P O'2/6�7�4%25%/��7PR�O�5ห��R/O 
O'2QหO�%/�2/�/$N4� 2#P5N2#//N4�O/#;'�7P25%/�R��3Q�#7ค/4#ค%��O/� 

  fb.e QหO�5�4%��2/��;Oค9��O/#;'�7P25%/�R/O�3Q�/N424#4%��;Oค9�R�O/$N4�ค%��O/�
ห%9/R#N/$N4��O/$�?'2 _ ค%3 Q� �O4 �/N4#7�ั�ห4N�6��8 Q�Q�%2ห/N4��4%��2/��;Oค9� QหO�5N�6��4%O�OR�  
O'2 �3��8��O/#;'�ั�ห4�3Q�R/O  %O/#�3Q�/6�7�4%O�OR�/$N4�N�็�'4$'3�1�์/3�1% 

  fb.f QหO�3��%2�:#O'2O�O�QหO�;O�7PN�7P$/�O/��3Q�ห#�R�O%3��%4�%4$'2N/7$��/�
O��N�%7$#ค/4# %O/#�%�7N�6�Nห�:�:�N�6�%/#�3Q�N#9P/#7�4%�%3��%:�O��N�%7$#ค/4# %O/#�%�7N�6�Nห�:�:�N�6�
Qห#N�2�O/��3��%2�:#Qห#NO'2O�O�QหO�;O�7PN�7P$/�O/��%4�N�N�N�7$/�3� 



-  bf  - 
 

ห//   `_ 

�@1!1/�2อ&Oล>'1>N/B%ค/@/N2CP0� O@%ค/@//?P%ค�'ลอ .?01>&&2@12%N#0 

(Inspection and Assessment of Information System Security Risks) 
 

 N EP/QหO#C�@%�%/�2/�O'>�%>N#B�ค/@#N2CP$��/�%>��2@%2�N�0 ห%E/2�@��@%�์�O@�ค/@##?P�ค��'/�"?$
�CPR#N D��%>2�ค์ห%E/R#N/@�ค@�คB� N�็��@%�O/��?�O'>'�%>�?�ค/@#N2CP$��CP/@��>N�B��DQ�R�O�?�%>��2@%2�N�0 
O'>N EP/N�็�O�/�@�Q��@%��B�?�Bห@�N�B�ค/@#N2CP$��CPN�็�/?��%@$�N/%>��2@%2�N�0 

 �O/ fc �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 �� �O/��3�QหO#7�4%�%/�2/�
�O4�ค/4##3P�ค��'/�"3$�/��O/#;' %2��24%2�N�0O'2Nค%9/�N4$ค/# 6/N�/%์�7P��N/�%3��6��/�/$N4�2#P5N2#/�3��7Q 
  fc._ �%/�2/�O'2�%2N#6��O4��4%�%6ห4%�%3 $์26��O4�N�คP�P'$724%2�N�0 

  fc.` �%/�2/�O'2�%2N#6��O4��4$"4 O'226P�O/�'O/# 

  fc.a �%/�2/�O'2�%2N#6��O4�%2��N�คP�P'$724%2�N�0O'2�4%29P/24%�O/#;'
O'2�4%��6�3�6�4%R�N�/%์ 
  fc.b �%/�2/�O'2�%2N#6��4%ค/�ค:#�4%N�O4�8� 
  fc.c �%/�2/�O'2�%2N#6��O4��4% 3��4%2��24%2�N�0 N�N� �O4��4%�3��9Q/�3��O4�
 3��4%2��1 %/#�3Q��O4��4%�;O'O'2�4%�%��6�3�6�5%:�%2��24%2�N�0 N�็��O� 

  fc.d �%/�2/�O'2�%2N#6��O4�ค/4# %O/#�4%%3�#9/�3�Nห�:�4%�์N� 42ห�O4 

  fc.e �%/�2/�ค/4#2/�ค'O/��3�%2N�7$���3��7Q 
  fc.f �%/�2/�O'2�%2N#6��4#�%2�40ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$
R�N�/%์OหN��4�6 N%9P/� �P$�4$O'2O����6�3�6�4%/N4�O/$�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์ ( .0. `cdc - `ce^) 
 �O/ fd �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 �� �O/��3�QหO#7�4%
�%2N#6�ค/4#N27P$��N/�%3 $์26�24%2�N�0 �8P��%2�/��O/$�%3 $์26� d ห#/� R�OO�N �:ค'4�% 04%์�O/%์ �/!�์O/%์ 
�O/#;' %2���4� O'2Nค%9/�N4$ �7Pห�N/$%3��6��/�/$N4��O/$�?'2 _ ค%3Q� P�$��6�3�6�4#O�/�4��4%�%2N#6��3��7Q 
  fd._ �5ห��QหO#7�4%�3��5�3��7�%3 $์26�24%2�N�0 

   fd.` %2�:O'2�%2N#6�ค/4#N27P$��N/�%3 $์26�24%2�N�0 

   fd.a �3�'5�3�ค/4#N27P$��4�2;�#4�P5 
   fd.b �3��5O���4%'�ค/4#N27P$�P�$ค5�8��8��4%�3��4%�3�ค/4#N27P$�2;��N/� 

   fd.c �5ห��QหO#7�4%��6�3�6�4#O���4%'�ค/4#N27P$��7P�5ห��R/OO'2�6��4#
���%2�3P�O'O/N2%O� 

   fd.d �5ห��ค/4#%3��6��/�Q��4%�%/�2/�O'2�%2N#6�ค/4#N27P$� 
    fd.d._ �%�7�4%�%/�2/�"4$Q�ห�N/$�4��/��/��3 �� (Internal Auditor) 
   fd.d._._ QหO�;O%3��6��/�%2��24%2�N�0"4$Q��/��3 �� O�N��3Q�
ห�N/$�4� ค�2�%%#�4%ห%9/ค�2�5�4� 25ห%3��4%�%/�2/�O'2�%2N#6�ค/4#N27P$�%2��24%2�N�0�/��/��3 �� 

   fd.d._.` /�%/��4%�%/�2/��?'2 _ ค%3Q� 
   fd.d._.a "4$ห'3��4%�%/�2/� QหO%4$�4��'�4%�%/�2/�
QหOห�N/$�7PR�O%3��4%�%/�2/� O'2�;O�3�ค3��3��4�4#'5�3��3Q��%4��N/R� 



-  bg  - 
 

   ed.d.` �%�7�;O�%/�2/�/62%2�O4�ค/4##3P�ค��'/�"3$�4�"4$�/� 
(External Auditor) 
   fd.d.`._ QหO�;O%3��6��/�%2��24%2�N�0"4$Q��/��3 �� 
 6�4%�4�3��5Pค%��4%�%/�2/�O'2�%2N#6�ค/4#N27P$�%2��24%2�N�0�/��/��3 �� 

   fd.d.`.` P�$QหO#7�4%�3��O4��5N�6��4%Q�/�%/� _ �?���%2#4� 

   fd.d.`.a "4$ห'3��4%�%/�2/� QหO%4$�4��'�4%�%/�2/�
QหOห�N/$�7PR�O%3��4%�%/�2/� O'2�;O�3�ค3��3��4�4#'5�3��3Q��%4��N/R� 

 

ห//   `` 

�@1&1Bห@1�? �@1Nห!F�@1�์ O@%ค/@//?P%ค�'ลอ .?0 

(Security Incident Management) 
 

 �O/ fe �;O%3��6��/�%2��24%2�N�0�/�ห�N/$�4�"4$Q��/��3 �� N#9P/R�O%3�O�O��4�
�;OQ�O�4�N�7P$/�3�Nห�:�4%�์�4��O4�ค/4##3P�ค��'/�"3$�7PN�6��8Q�ห%9/�7P�%/� �QหO��6�3�6�4#�3Q��/��3��N/R��7Q 
  fe._ �%2N#6��'�%2���/�Nห�:�4%�์�7PN�6��8Q�/N4#7�'�%2��Q�%2�3�Q� R�OO�N 
%2�3�2;� %2�3��'4� ห%9/%2�3��P5 
  fe.` O�O�QหO�;O�3�ค3��3��4�4#'5�3��3Q�R�O%3��%4��4#%2�3��/��'�%2�� 
�'N4/ค9/ %4$�4�R�2;N%2�3��3Q��/��;O�3�ค3��3��4�7P2;��8Q��4#'5�3�25ห%3�Nห�:�4%�์�7P#7�'�%2��2;��/N4 

  fe.a /6Nค%42ห์O'2O�OR�2�4��4%�์�4#ค/4#�5N�็� �%�7�4%�:�%:� �4%P�#�7%2�� 
ห%9/%2��R�O%3�ค/4#N27$ห4$ �%�7�7PR#N24#4%�/6Nค%42ห์O'2O�OR�P�$ห�N/$�4�N/�R�O QหO�%224��4��/ค/4#�N/$Nห'9/
�4��;O�7P#7ค/4#%;OO'2ค/4#N�7P$/�4� N�N� 0;�$์�%224��4��4%%3�14ค/4#�'/�"3$ค/# 6/N�/%์ OหN��4�6 
(Thailand Computer Emergency Response Team : Thai CERT) ห%9/ห�N/$�4�"4$�/�/9P� N N�็��O� 

  fe.b �%�7#7ค/4#�5N�็��O/�N�O�ห'3��4��4�ค/# 6/N�/%์ QหO�;O�7P�N4��4%/�%#
ห%9/�@���N�็��;O�5N�6��4%N 9P/�O/��3�R#NQหOห'3��4�N�6�ค/4#N27$ห4$ �3�N�O�ห'3��4�R/OQ�2�4��7P�7P�'/�"3$ 
O'2�5�3��4%N�O4�8�ห'3��4��3Q� 

  fe.c �3��5%4$�4�2%:�Nห�:�4%�์�3��3Q�O�NR�O%3�O�O�N� 42Nห�:�4%�์�7P#7�'�%2��
�3Q�O�N%2�3��4��'4��8Q�R� O'2O�O�N/7$�QหO�;O�7PN�7P$/�O/�R�O%3��%4� P�$#7�O/#;'/$N4��O/$Q�%4$�4��3��7Q 
    fe.c._ %4$'2N/7$�Nห�:�4%�์ 
    fe.c.` /3�N/'4�7PN�6��8Q� 

    fe.c.a �9P/�;OO�O�/ห�N/$�4��;OO�O� 
    fe.c.b 2�4�2�/�Nห�:�4%�์Q�O�N'2�N/�N/'4 
    fe.c.c ค/4#ค9�ห�O4Q��4%�5N�6��4%Q�O�N'2�N/�N/'4 

    fe.c.d 24Nห�:O'2/6�7�4%O�OR� 

    fe.c.e �O/N2�/O�2N 9P/�O/��3��4%N�6��Q5 



-  c^  - 
 

ห//   `a 

�@1&1Bห@1ค/@/!NอN%EPอ�Q% O@%ค/@//?P%ค�'ลอ .?0�อ�1>&&2@12%N#0 

(Continuity Management in Information System Security) 
 

 �O/ ff N 9P/N�็��4%�O/��3��4%ห$:��2�3�Q��4%�5N�6��4��/��/��3 ห�N/$"4$Q��/��3 �� 
/3�N�6�#4�4�/6�&�ห%9/"3$ 6�3�6 O'2N�็��4%�3�N�%7$#2"4 ค/4# %O/#Q�O�4��/�/:��%�์%2��24%2�N�0�/��/��3 
O'2ห�N/$"4$Q��/��3 �� 

 �O/ fg O�/�4���6�3�6 
   fg._ �O/�#7�4%�3��5O��O�OR��ั�ห4�4�2�4��4%�์ค/4#R#NO�N�/�O'2"3$ 6�3�6 
�7P/4��2N�6��8Q��3�%2��24%2�N�0�4#O���%6ห4%"4/2/6�&� (Crisis Management Plan) �/�ห�N/$�7P�3��5�8Q� 

   fg.` �O/��5N�6��4%�%/�2/�O'2�%2N#6�ค/4#N27P$��O4�%2��24%2�N�0 

�7P/4�N�6��8Q�/$N4��O/$ �?'2 _ ค%3Q� 
   fg.a �O/����/�O��N�%7$#ค/4# %O/#�%�7�:�N�6� /$N4��O/$�?'2 _ ค%3Q� 
   fg.b �O/�#7�4%�%/�2/�2"4 ค/4# %O/#Q�O�4��/�%2��24%2�N�025%/� 
/$N4��O/$�?'2 _ ค%3Q� 
 

ห//   `b 

�@11?�1@ค/@//?P%ค�'ลอ .?0�อ�1>&&2@12%N#0 

(Security of Information Systems) 
 

 N 9P/N�็��4%�O/��3��4%�%2�5�6��P$�4$ค/4##3P�ค��'/�"3$�O4�N�คP�P'$724%2�N�0 #7O�/�4���6�3�6
N 6P#N�6#�3��7Q 
  �O/ g^ หO4#Q�O�%3 $4�%O'2Nค%9/�N4$ค/# 6/N�/%์ N 9P/�%2�5�4%/3��6���ห#4$O'2
�3��N/07'�%%#/3��7�/�23�ค# N�N� �4%�3��5N/O�R��์N 9P/�5N�6��4%คO4�4$ ห%9/N�$O %N26 P��7P�6���ห#4$  
ห%9/�3��N/07'�%%#/3��7 N�็��O� 

  �O/ g_ R#NN�O4Q�ONค%9/�N4$ค/# 6/N�/%์ ห%9/Nค%9P/�ค/# 6/N�/%์ �O/$�9P/�3��7�;OQ�O�/��;O/9P� 
�3Q��7PR�O%3�/�:�4� O'2R#NR�O%3�/�:�4��4�N�O4�/��9P/�3��7�;OQ�O 
  �O/ g` หO4#N�O4Q�O�4�%2��ค/# 6/N�/%์O'2�O/#;'�7P#7�4%�O/��3��4%N�O4�8��/��; O/9P�  
N 9P/O�OR� '� N 6P#N�6# ห%9/ค3�'/� 

  �O/ ga หO4#N�$O %N�O/#;'�/��;O/9P� ห%9/�/�ห�N/$�4� P�$R#NR�O%3�/�:�4��4��;ON�็��O4�/�
�O/#;'�3Q� N 

  �O/ gb หO4#�N/�/� �3��/4� ห%9/�5'4$QหO�%3 $4�%O'2Nค%9/�N4$ค/# 6/N�/%์�/�ห�N/$�4�
QหON�6�ค/4#N27$ห4$ N�N� �4%2N�R/%32ค/# 6/N�/%์ �4%�O/�P�%O�%#�7P�5QหONค%9P/�ค/# 6/N�/%์ห%9//:��%�์Nค%9/�N4$
��6N2��4%�5�4� (Denial of Service) N�็��O� 



-  c_  - 
 

  �O/ gc หO4#'3�'/��3�%3��O/#;'Q�Nค%9/�N4$ค/# 6/N�/%์�/�ห�N/$�4�O'2�/��;O/9P� 

�7P/$;N%2ห/N4��4%%3�O'22N�Q�Nค%9/�N4$ค/# 6/N�/%์ 

  �O/ gd �N/��4%Q�O�4�29P/�3��8� � 4�N4� N ห%9/N�>�R!'์�7PO��#4�3���ห#4$/6N'O��%/�6�2์ 
ห%9/R!'์�7P�4/�์Pห'�#4�4�/6�N�/%์N�O� �O/�#7�4%�%/�2/�N 9P/ห4R/%32P�$P�%O�%#�O/��3�R/%32�N/��:�ค%3Q� 
  �O/ ge �; OQ�O�4��O/�R#N/�:�4�QหO�; O/9 P�Q�O�3��7Q�O�4�O'2%ห32�N4��/���  Q��4% 

N�O4Q�ONค%9P/�ค/# 6/N�/%์%N/#�3� 

ห//   `c 

�@1'1>�F/(N@%2EPออBNลO�#1อ%B�2์ 
(Electronic Meeting) 

 

 �O/ gf /6N'O��%/�6�2์ ห#4$�8� �4%�%2$:��์Q�O/6�7�4%�4�/6N'O��%/� R!!O4ค'9P�O#NNห'O�R!!O4 
ห%9//6�7/9P�Q�Q�'3�1�2ค'O4$�3� O'2QหOห#4$ค/4#%/#�8��4%�%2$:��์Q�O/6�7�4%�4�O2� /6�7�4%�4�O#NNห'O� 
ห%9//:��%�์�7PN�7P$/�O/��3��4%�%2$:��์Q�O/6�7�N4� N N�N�/N4�3Q� 

 �O/ gg �4%�%2�:#�N4�29P//6N'O��%/�6�2์ ห#4$�8� �4%�%2�:#�7P��ห#4$�3��3�6QหO�O/�#7
�4%�%2�:#�7PR�O�%2�5�N4�29P//6N'O��%/�6�2์ P�$�;O%N/#�%2�:##6R�O/$;NQ�2�4��7PN�7$/�3�O'224#4%��%2�:#
�%8�14ห4%9/O'2O2��ค/4#ค6�NหO�%2ห/N4��3�R�O�N4�29P//6N'O��%/�6�2์ 

 �O/ _^^ %2��ค/�ค:#�4%�%2�:# ห#4$�8� %2��Nค%9/�N4$ค/# 6/N�/%์ O'2/ห%9/
/:��%�์29P/24%/6N'O��%/�6�2์Q� N �3Q�04%์�O/%์O'2�/!�์O/%์�7PN�9P/#P$��3�N�็�Nค%9/�N4$ O'2#7�4%29P/24%�O/#;'
�3�P�$Q�ON�คP�P'$724%2�N�0O'2�4%29P/24% O'2/ห%9/�4%P�%ค#�4ค# N 9P/QหO�;O%N/#�%2�:#24#4%�N�O4�8�
O'2Q�O�4�25ห%3��4%�%2�:#�N4�29P//6N'O��%/�6�2์R�OR#N/N4�2N�็��4%�%2�:#�O/$N27$�ห%9/�3Q�N27$�O'2"4  

 �O/ _^_ �;OQหO�%6�4% ห#4$�8� �;OQหO�%6�4%%2��ค/�ค:#�4%�%2�:# 

 �O/ _^` �;Oค/�ค:#%2�� ห#4$�8� �;O�5ห�O4�7P�;O'O'2�%6ห4%�3��4%%2��ค/�ค:#�4%�%2�:# 

 �O/ _^a �;O%N/#�%2�:# ห#4$�8� �%2�4��%%#�4% %/��%2�4��%%#�4% �%%#�4%/�:�%%#�4% 
N'�4�:�4% O'2�;O�N/$N'�4�:�4%�/�ค�2�%%#�4% ค�2/�:�%%#�4% ห%9/ค�2�:คค'/9P��4#�7P��ห#4$�5ห�� 
O'2QหOห#4$ค/4#%/#�8��;O�8P��O/��7QO��O2��ค/4#ค6�NหO��N/ค�2�%%#�4%ค�2/�:�%%#�4% ห%9/ค�2�:คค'�3Q��O/$ 

 �O/ _^b �4%�%2�:#�N4�29P//6N'O��%/�6�2์ QหO$8��9/O'2��6�3�6�4# < %2%4��5ห��/N4�O/$
�4%�%2�:#�N4�29P//6N'O��%/�6�2์  .0. `cda= O'2 <�%2�40�%2�%/��6�6�3'N 9P/N0%1��6�O'223�ค# N%9P/�
#4�%�4��4%%3�14ค/4##3P�ค��'/�"3$�/��4%�%2�:#�N4�29P//6N'O��%/�6�2์  .0. `cda= /$N4�Nค%N�ค%3� 

  



-  c`  - 
 

ห//   `d 

�@1'�B&?!B1@��@1#@�อBNลO�#1อ%B�2์ 
(Working by Electronic) 

 

  %2%4��3��3�6�4%��6�3�6%4��4%�4�/6N'O��%/�6�2์  .0. `cdc N�็���ห#4$�'4� 
�7P#7/3��:�%22�ค์ห'3� Q��4%��3��ั�ห4O'2/:�2%%ค�4��O/��ห#4$O'2��%2N�7$��N4� N N 9P/QหO�%2�4��
24#4%�$9P�ค5�/ห%9/�6��N/Q� N �3�ห�N/$�4��/�%3�ห%9/N�O4ห�O4�7P�/�%3� %/#�3Q��4%�6��N/%4��4%%2ห/N4�
ห�N/$�4��/�%3�ห%9/N�O4ห�O4�7P�/�%3��O/$�3� 24#4%��5P�$/6�7�4%�4�/6N'O��%/�6�2์R�OP�$�/��O/$��ห#4$ �3��7Q 
 �O/ _^c  %2%4��3��3�6�4%��6�3�6%4��4%�4�/6N'O��%/�6�2์  .0. `cdc R�O�%2�40Q�
%4��6��4�:N��14 N#9P/ _`  .ค. `cd` #7�'�3�ค3�Q�O �3Q�O�N/3��7P _^ #6.$. `cdc N�็��O�#4 �5ห��QหO 
�:�2N/�%4��4%�O/�2N�N2%6#QหO�4%�5�4�O'2�4%QหO�%6�4%�/�"4ค%3�24#4%�Q�O/6�7�4%�4�/6N'O��%/�6�2์R�O  
N 9P/N�็��4%/5�/$ค/4#22�/�O�N�%2�4�� 

 �O/ _^d �@��CP�O/�QหO�%B�@%�@�/BN'O��%/�B�2์�%>�/��O/$ �@%2E�คO��O/#G' �@% B2G��์
O'>$E�$?��?/�� �@%�?��AO��คA�/O'>$EP�คA�/ �@%�%/�2/�O'> B�@%�@คA�/ �@%/�F#?�BO'>/�F�@� 
�@%�A%>คN@�%%#N�C$# �@%//�Q�/�F�@�O'>N/�2@%/EP� %O/#�?Q�'��@# �@%�?�2N�Q�/�F�@�O'>N/�2@%/EP� 
�@%�B��@#2�@�>O'>O�O�N�E/� O'> �@%O2��Q�/�F�@� 

 �O/ _^e O�/�4�/6�7�4%�4�/6N'O��%/�6�2์�4# %2%4��3��3�61 O�N�N�็� a %2�3� ค9/ 

   _^e._ %2�3�N%6P#�O� (Initial) ห#4$�8� ห�N/$�4��7P#7�O/�5�3��O4��:ค'4�%
N�คP�P'$7ห%9/���%2#4� QหO�3��5�%6�4%/$N4��N4$P�$/403$�N/��4�/7N#'์ (E-Mail) ห%9/ Social Media  
N�O��4%/5�/$ค/4#22�/�N�9Q/��O� 

   _^e.` %2�3�#4�%�4� (Standard) ห#4$�8� ห�N/$�4��7P#7ค/4# %O/#�3Q��:ค'4�% 
N�คP�P'$7O'2���%2#4�%2�3�#4�%�4� QหO�3��5�%6�4%%;�O�� Web Application ห%9/ Mobile Application 
N�O�QหO�%6�4%R�Oค%��O/� �8P�/4�Q�O�%6�4% Backend O '�!/%์#�6�6�3'�'4��OR�O 
   _^e.a %2�3�2;� (Advance) ห#4$�8� ห�N/$�4��7P#7ค/4# %O/#�3Q��:ค'4�% 
N�คP�P'$7O'2���%2#4�%2�3�2;� QหO�5N�คP�P'$7�7P�3�2#3$#4Q�O N�N� AI ห%9/ Machine Learning %/�%3�
�4%�%2#/'�'�7P�3��O/�O'2#7�5�/�#4� %/#�3Q�#7ค/4# %O/#Q��4%N�9P/#P$��O/#;'�3�ห�N/$�4�/9P� N 

 �O/ _^f ค5O�2�5�4%Q�ONค%9P/�#9/�4#ค/4# %O/#�/�ห�N/$�4��3Q�Q�%2�3�N%6 P#�O� 
%2�3�#4�%�4� %2�3�2;� N 9P/QหOห�N/$�4��%4��8�"4 %/#�4%Q�ONค%9P/�#9/25ห%3�/6�7�4%�4�/6N'O��%/�6�2์Q�
�%2�/��4%��6�3�6�4��:��3Q��/��3��7Q 
  



-  ca  - 
 

 1> ?&N1BP/!O% 1> ?&/@!1�@% 1> ?&2G� 

�4%29�คO��O/#;' 
/7N#'์/29P/23�ค#//�R'�์/ 
N/O��/%์� 

N/O�R��์ ห%9/ Aplicaion 
N/O�R��์ ห%9/ Chatbot 

Application 

�4% 62;��์O'2
$9�$3��3/�� 

Identity �7P#7ค/4#�N4N�9P/�9/
%2�3��7P _ ห%9/#4��/N4 (IAL1) 

Identity �7P#7ค/4#�N4N�9P/�9/
%2�3��7P _ ห%9/#4��/N4 (IAL1) 

Identity �7P#7ค/4#�N4N�9P/�9/ 

%2�3��7P ̀  ห%9/#4��/N4 (IAL2) 

�4%�3��5O��ค5
�/O'2$9P�ค5�/ 

- PDF From 

- Google From 

- MS From 

O��!/%์#/6N'O��%/�6�2์ 
(E-From) 

O��!/%์#/6N'O��%/�6�2์ 
(E-From) �7PN�9P/#P$��O/#;'
O��/3�P�#3�6 

�4%�%/�2/�O'2
 6�4%�4ค5�/ 

 6# ์N�็��%2�41�5N�6��4%
�N4�%2��24%�%%� 

�N4�%2���7PN�9P/#�N/�3� 
Application �/�ห�N/$�4� 

N 6P#N�6#�4%N�9P/#P$��O/#;'
�3�ห�N/$�4�25ห%3��%/�2/�
O'2 6�4%�4ค5�/ 

�4%/�:#3�6O'2
/�:�4� 

/�:#3�6O'2/�:�4�Q�ค5�/
O'2N/�24%�7P 6# ์N�็��%2�41 

�N4�%2���7PN�9P/#�N/�3� 
Application �/�ห�N/$�4� 

N 6P#N�6#�4%Q�O'4$#9/�9P/
/6N'O��%/�6�2์ 

�4%�5%2
คN4�%%#N�7$# 

N�>��3��7�/�ห�N/$�4� Application �/�ห�N/$�4� Application �/�ห�N/$�4� 

�4%//�Q�/�:�4�
O'2N/�24%/9P�
 %O/#�3Q�'��4# 

O�'�Q�/�:�4�/N/�24%
�%2�41N�็�/6N'O��%/�6�2์ 

�3��5N�็�R!'์/6N'O��%/�6�2์
'��4#O�� e-Signature 

�3��5�4#O��#4�%�4� 
�#�/.11-2560 ห%9/ 
�#�/. 24-2563 
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 O�/�@���B�?�B�/�ห�N/$�@�Q��/��? ��N EP/�AN�B��@%�@#  %>%@��?��?�B�@%��B�?�B%@��@%
�@�/BN'O��%/�B�2์  .0. 2565 QหO�AN�B��@%�?��CQ 
 �O/ _^g Q�O�4%%3� - 2N�/7N#'์�7PQ�O25ห%3��N/��6��N/�4�/6N'O��%/�6�2์ P�$�/��3 ���5ห��QหO
Q�OP�N#� �9P/ห�N/$_servicecenter@rta.mi.th ห%9/ rta_servicecenter@rta.mi.th Q�O25ห%3��%#24%�%%��ห4%�� 

 �O/ __^ �O/�O�'�R!'์N/�24%N�็� PDF �7P�;��O/�O'2R�O#4�%�4� N�N� #4�%�4� PDF/A 
�8P�N�็�#4�%�4� ISO O'2�3//3�1% A $N/#4�4� "Archiving" �8P� PDF/A �5ห����25ห%3��4%N�O�%3�14N/�24%
/6N'O��%/�6�2์Q�%2$2$4//24#4%�/N4�R�OQ�/�4ค�O'2�%/�2/�ค/4#�;��O/�R�O ห%9/Q�O#4�%�4� ISO 32000-2 N�็��O� 

 �O/ ___ �O/�$D��E/O'>��B�?�B�@#%>N�C$�2A�?��@$�%?�#��%C /N@�O/$�@�2@%�%%� 
(��?��CP 4)  .0. 2564 P�$N� @>"@ค��/� 6 ห'?�N���์O'>/B�C�@%��B�?�BQ��@%%?�2N�O'>N�O�%?�1@�O/#G'�N@/2@%
O'>ห�?�2E/%@��@%�O/$%>��2@%�%%�/BN'O��%/�B�2์ O'>"@ค��/� e ห'?�N���์O'>/B�C�@%��B�?�BQ��@%
%?�2N�O'>N�O�%?�1@�O/#G'�N@/2@%O'>ห�?�2E/%@��@%P�$R�%1�C$์/BN'O��%/�B�2์ 

Nค1E่อ�/Eอ 

�1>"ว!�@1 



-  cb  - 
 

 �O/ __` �4%�%/�N/�24% R!'์�3�%�%2�5�3/�%2�4�� R!'์�2N�7$��O4� R!'์Q��3��7P ห%9//9P� N 
�N4�%2�� (N/O�R��์ Linkage Center - http://linkagemgmt.bora.dopa.go.th) ห4��5R#NR�O Q�O�4%2N��N4�/7N#'์
R�QหO�%/�2/� 

 �O/ __a �4%�%/�N/�24%O��/6N'O��%/�6�2์  25ห%3�N/�24%�7Pห�N/$�4��/�%3�//� 
R�O#7�4%%3�%/�P�$Q�OQ�%3�%/�/6N'O��%/�6�2์�7P//�P�$ Certiocate Authority (CA) �7P�; OQหO�%6�4%//�
Q�%3�%/�/6N'O��%/�6�2์OหN��4�6 (National Root Certiocation Authority of Thailand : NRCA) 
 �O/ __b �4%�4�R!'์N/�24%��%2�� Cloud N�N� Google Drive ห%9/ Dropbox �%�7
R!'์�7P2N�#/�#7��4�Qห�N �O/�N�็�R��4##4�4��O4��4%%3�14ค/4##3P�ค��'/�"3$%2��ค'4/�์ �4#�%2�40
ค�2�%%#�4%�4%%3�14ค/4##3P�ค��'/�"3$R�N�/%์OหN��4� (2�#�.) 
 �O/ __c QหO#7�4%Q�O/7�7P/ค/' �� Application Line ห%9/ Facebook N 9P/$9�$3��3/���;O$9P�ค5�/ 

 �O/ __d �O/#;'N�>��/�ห�N/$�4��O/��%2�40QหO�%4���N/O�R��์0;�$์�'4��O/#;'N�>�
"4ค%3� www.data.go.th 

 �O/ __e �O/�//�%2N�7$��4%2N��N/N%9 P/�"4$Q�ห�N/$/N4�2Q�O/2R% N�็��N/��4��4%
�6��N/29P/24%�4�/6N'O��%/�6�2์ 
 �O/ __f %/�%/#�O/#;'Q�/�:�4�ห%9/N/�24%ห'3��4�/9P�Q��7P#7��ห#4$�5ห��QหO�;O%3�
Q�/�:�4�#7ห�O4�7P�O/�O2��R/OQ��7PN�>�N�$�7Pห�N/$N�็��;O//� O'O/�5�O/#;'�7P%/�%/#R�O#4�3��8�N�็��4��O/#;'
Q�/�:�4�R/OQ�%;�O��/6N'O��%/�6�2์ P�$Q�OP�%O�%# N�N� Microsoft Excel, Google Sheets, Apple Numbers ห%9/
O/� '6Nค�3�/9P�Q��OR�O (�O4#7) P�$�4%�3��8�Q�%;�O��/6N'O��%/�6�2์�3Q��2�O/�#7�O/#;'QหOค%��O/��4#�7P%2�:R/O��
Q�/�:�4��7PN�็��%2�41 %/#�3Q�%2�:2�4�2�/�Q�/�:�4�O�N'2Q�/N4$3�#7�'Q�O�3�ค3�/$;N �;� 3�Q�O ห%9/�;�N 6��/��O/$ 

 �O/ __g QหOห�N/$�4�N�>�N�$R!'์�O/#;'Q�/�:�4��O/$/6�7�4%�3��N/R��7Q 
   __g._ N�>�N�$Q�N/O�R��์�/�ห�N/$ ห%9/ Q��%�7�7Pห�N/$�4�R#N#7N/O�R��์ 

N�็��/���N/� QหOห�N/$�5R!'์�4��O/#;'R�25%/�N�O�R/O�� Cloud Storage N�N� Google Drive, OneDrive 
 %O/#�3Q��3Q�2�4�2QหO�%2�4�� ห%9/ห�N/$�4��/�%3� ห%9/N�O4ห�O4�7P�/�%3�N�O4�;�O/#;'R�O O'2ค3�'/� URL 
�N/��4�N�O4�8�#4�3��5N�็��%2�40�/�ห�N/$QหO�%2�4�� ห%9/ห�N/$�4��/�%3� ห%9/N�O4ห�O4�7P�/�%3��%4�
�4��N/��4��%2�423# 3��์�/�ห�N/$ 

   __g.` N�>�N�$R!'์�4��O/#;'Q�/�:�4��N4�0;�$์�'4��O/#;'N�>�"4ค%3� 
www.data.go.th P�$ห�N/$24#4%�'��2N�7$��7PN/O�R��์ https://data.go.th/pages/digital-id-e-mail 
O'2N�O4Q�O�4� www.data.go.th Q��4�2N�O4ห�O4�7Pห�N/$�4�%3� N 9P/�3��8�R!'์�O/#;'1 �3��'N4/R/OQ�%2�� Q��4%�7Q 
QหO�3��8�R!'์�O/#;'1 �:�26Q�N�9/��7P#7�4%�%3��%:��O/#;' 

 �O/ _`^ �?Q��CQ R!'์�CPห�N/$�>2N�QหON�>�N�$�@#�O/ __g.̀  QหO�?Q�2B��BN�O@�D�R!'์N�็�O��/N@� 
/$N@�N�C$/ (Read-Only) N EP/�O/��?�#BQหO�Fคค'/EP�2@#@%�O�OR��O/#G'P�$#BR�O%?�/�F�@� 

  



-  cc  - 
 

ห//   `e 

�@1คFO/ค1อ��Oอ/Gล2N/%&Fคคล 

(Personal Data Protection) 
 

 �O/ _`_ �O/#G'2N/��Fคค' คE/ �O/#G'�CPN�CP$/�O/��?��Fคค'�DP��AQหO2@#@%�%>�F�?/�Fคค'�?Q�R�O 
R#N/N@�@��%�ห%E/�@�/O/#�O�@# �?//$N@��/��O/#G'2N/��Fคค' N�N� �EP/ �@#2�F' N�/%์P�%0? �์ /CN#'2N/��?/ �CP/$GN�ั��F�?� 
N'��?�%�%>�@�� N'�ห�?�2E/N�B��@� N'�Q�/�F�@��?��CP �%>/?�B�@%�A�@� �O/#G'�@%0D�1@ �O/#G'�O@��@%N�B� 
�O/#G'2F�"@  �>N�C$�%�$��์ P����CP�B� �>N�C$��O@� /?�N�E/��?N�B� N�EQ/�@�B �QAห�?�2N/�2G� %G��N@$ �O/#G'
��/B�N�/%์N�O��CP%>�F�?/��R�O N�N� Username - Password, Cookies IP Address, GPS Location N�็��O� 

 �O/ _`` �O/#G'�CP#Cค/@#'>N/C$�/N/�N�็� BN01 (Sensitive Personal Data) �CP�GOค/�คF#
�O/#G'2N/��Fคค'�O/�%>#?�%>/?�Q��@%�?�N�O�%/�%/# Q�O ห%E/N�>�N�$�O/#G' N %@>N�็��O/#G'�CP#Cค/@#'>N/C$�/N/�
O'>/@�2N��'�%>���CP%O@$O%��N/N�O@�/��O/#G'R�O#@��/N@�O/#G'2N/��Fคค'O�����B �?Q�Q�O�N�/��@%�A�@� 2?�ค# 
O'>�C/B�ค/@#N�็�/$GN P�$N� @>/@��AR�2GN�@%N'E/���B�?�BR�O �DP�N#EP/�%>�A�B��>�AQหO#C��'�P�1�CP%F�O%��DQ��O/$ 
�?//$N@�N�N� N�EQ/�@�B N�N@ ?��F์ ค/@#NหO��@��@%N#E/� ค/@#N�EP/  &�B�%%#�@�N 0 �%>/?�B/@��@�%%# �O/#G'�O@�2F�"@  
�O/#G' ?��F�%%# �O/#G'�C/"@  N�็��O� 

 �O/ _`a O�/�@���B�?�B�/�ห�N/$Q��/��? �� N EP/�AN�B��@%�@# %>%@��?��?�B
คFO#ค%/��O/#G'2N/��Fคค'  .0. `cd` (Personal Data Protection Act : PDPA) �?��CQ 
   _`a._ �?Q�ค�>�A�@�"@$Q�/�ค์�% R�OO�N �N@$�Aห���P$�@$/�ค์�% �N@$��ห#@$ 
�N@$N�คP�P'$C2@%2�N�0O'>�N@$�Fคค' N EP/%N/#�?��Aห��O'>0D�1@�Aค/@#N�O@Q��%B���/���ห#@$ 
N�%C$#ค/@# %O/#�%?�N�'CP$�QหO/�ค์�%%/�%?��N/  %>%@��?��?�BคFO#ค%/��O/#G'2N/��Fคค' 

   _`a.` �?�คGN�O/#G' (Data Map) N EP/�%/�2/��%>�/��@%�CPQ�ON�O� Q�O ห%E/N�>�N�$
�O/#G'2N/��Fคค'�CP#CQ�/�ค์�% �@#�%>�/��@%Rห'�/��O/#G' (Data Flow) N EP/QหO�%@��D�Oห'N�O'>�%>N"��O/#G' 

   _`a.a O�N��?Q�N�O@ห�O@�CPคFO#ค%/��O/#G' (DPO) N EP/�AN�B��@%QหOคAO�>�A �%/�2/� 
�%>2@��@�QหOค/@#%N/##E/ %O/#%?�1@ค/@#'?��/��O/#G'2N/��Fคค' 

   _`a.b �%>N#B��'�%>���O@��@%คFO#ค%/��O/#G'2N/��Fคค' (Data Protection Impact) 
P�$�Aห���/�N��/?��F�%>2�ค์ ค/@#�AN�็� �/��O/#G'2N/��Fคค' N EP/�A#@�?��@%ค/@#N2CP$�O'>�Aห��#@�%�@%
คFO#ค%/��O/#G'2N/��Fคค' 

   _`a.c %>�F �?��D�Oห'N��CP#@�/��O/#G'2N/��Fคค'�CPห�N/$�@��?�N�O� N EP/�Aห��
O'>O$�O$>�O/#G'2N/��Fคค'�@#ค/@#N2CP$�O'>ค/@#%O@$O%��CP/@��%>���N/2B��BO'>N2%C"@ �/��Fคค' 

   _`a.d %>�F �Aห���@��@%�%>#/'�'�/��O/#G'2N/��Fคค'O���?P/R� O'>O��'>N/C$�/N/� 

   _`a.e �Aห��ห'?�N���์O'>/B�C�@%�/ค/@#$B�$/#2/�ค'O/��?�2B��B�/�
N�O@�/��O/#G' %/#�D��@%Q�O2B��B�/�ค/@#$B�$/# �/�@%N�O@�D�O'>2B��BQ��@%�%?��%F��O/#G'QหON�็��ั��F�?� 

   _`a.f �?��A�P$�@$O'>O�/��B�?�BQ��@%คFO#ค%/��O/#G'2N/��Fคค'�/�/�ค์�% 
 %O/#�?Q��Aห��ห'?��@%�N@� N N�N� �@%%/�%/# �@%Q�Oห%E/�@%%?�1@�O/#G'2N/��Fคค' N�็��O� 

   _`a.g �Aห��QหO#C#@�%�@%%?�1@ค/@##?P�ค��'/�"?$�O@�2@%2�N�0 P�$�O/�
2/�ค'O/��?�#@�%�@�2@�' N EP/�O/��?��@%2G�ห@$ �@%N�O@�D� �A'@$ Q�O O�'� O�OR�ห%E/N�>�N�$�O/#G'2N/�
�Fคค'P�$R#N#C2B��Bห%E/P�$R#N�/��O/$��ห#@$ 

   _`a._^ �A�?� �GO' �%/�2/�O'>�%>N#B�ค/@#N2CP$� 



-  cd  - 
 

   _`a.__ ���/� �%?��%F��%>�/��@%O'>#@�%�@%�@%N�O�%/�%/# Q�O  
ห%E/N�>�N�$�O/#G'2N/��Fคค' 

   _`a._` 2%O@�ค/@#�%>ห�?�%GO O'>�@�/�%#QหOค/@#%GOQหO�?��GO�CPN�CP$/�O/�N�็��%>�A 
   _`a._a �Aห��#@�%�@%�CPNห#@>2#�O@��@%%?P/Rห'�/��O/#G' (Data Breaches) 
�@%//�O��O'> ?��@%>��P�$คA�D��D�ค/@##?P�ค��'/�"?$O'>�@%คFO#ค%/��O/#G'2N/��Fคค' (Security and 
Privacy by Design) %/#�?Q� ?��@%>��N EP/คFO#ค%/�2B��B�/�N�O@�/��O/#G'2N/��Fคค' N�N� �@%Q�O�@#O�� 
ห%E/�@%N�O@%ห?2�O/#G' (Encoding) 
   _`a._b �Aห��QหO#C�@%%?�1@ค/@##?P�ค��'/�"?$�O/#G'�@��O@��@$"@  
(Physical Security) 
   _`a._c �Aห��ห�O@�CPO'>ค/@#%?��B��/��CPN�CP$/�O/��?��@%คFO#ค%/��O/#G'
2N/��Fคค'�CP�?�N�� 

   _`a._d �Aห��#@�%�@%ห%E/O�/��B�?�B�CPN�CP$/�O/��?��@%P/��O/#G'2N/��Fคค'
R�$?��N@��%>N�0�CPN C$� / (Cross-Border Data Transfer) 
 �O/ _`b ห�N/$�@�Q��/��? ���>�O/���B�?�B�@#  %>%@��?��?�BคF O#ค%/��O/#G' 
2N/��Fคค' (PDPA) P�$QหO�%Bห@%�?��@% 3 �ั��?$ �?��CQ 
   _`b._ �ั��?$�O@��Fคค' (People) �O/��GO'O'>ค/�คF#�Fคค'QหO��B�?�B�@# PDPA 
P�$/@��AR�Oห'@$/B�C N�N� �@%QหOค/@#%GO �@%/�%# �@%QหOคAO�>�A %/#�D��@%Q�Oห�?�2E/ห%E/N/�2@%�@�/BN'O��%/�B�2์
N EP/�/ค/@#$B�$/#�/��Fคค'�?Q� N 

   __a.` �ั��?$�O@��%>�/��@%�?��@% (Process) �O/��%/�2/��@%N�O�%/�%/# 
Q�O ห%E/N�>�N�$�O/#G'2N/��Fคค'Q��ั��F�?�N EP/%>�F�D��CP#@�/��O/#G' �%>N"��/��O/#G' �?��'FN#�O/#G' %>�F�D�
ค/@#N2CP$��/��O/#G' O'>�%?�N�'CP$�/B�C�@%N#EP/ �/N@/B�C�@%�?Q�#Cค/@#N2CP$��N/�@%'>N#B�2B��B�O/#G'2N/��Fคค' 

   __a.a �ั��?$�O@�N�คP�P'$C (Technology) �O/�Q�ONค%EP/�#E/�CP�?�2#?$N EP/#@%/�%?�
Q��@%�AN�B��@� QหO�@%�?�N�O� Q�O ห%E/N�>�N�$�O/#G'2N/��Fคค'N�็�R��@# %�. คFO#ค%/��O/#G'2N/��Fคค' 
N�N� %>���O/��?��O/#G'%?P/Rห' (Data Loss Prevention) %>��O�O�N�E/� ห%E/%>���@%N�O��O/#G' N�็��O� 

 

ห//   `f 

�@121O@�ค/@/!1>ห%?�1GOQ%N1EPอ��@11?�1@ค/@/'ลอ .?0�อ�1>&&2@12%N#0 

(Raising Awareness of Information System Security) 
 

  �O/ _`c /3��:�%22�ค์ 

   _`c._ N 9P/2%O4�ค/4#%;Oค/4#N�O4Q�Q��4%Q�O%2��24%2�N�0O'2%2��ค/# 6/N�/%์
QหOO�N�;OQ�O�4��/��/��3 �� 

   _`c.` N 9P/QหO�4%Q�O�4�%2��24%2�N�0O'2%2��ค/# 6/N�/%์N�6�ค/4##3P�ค��'/�"3$ 

   _`c.a N 9P/�O/��3�O'2'��4%�%2�5ค/4#�6��7PN�6��8Q��4��4%Q�O%2��24%2�N�0
O'2%2��ค/# 6/N�/%์P�$R#Nค4�ค6� 

 �O/ _`d P�$ห�N/$�7PN�7P$/�O/��/��/��3 ��#7O�/�4���6�3�6�3��7Q 
   _`d._ �3�QหO#7�4%���/� �%3��%:��P$�4$O'2O�/��6�3�6QหON�็��ั��:�3�/$;NN2#/
/$N4��O/$�?'2 _ ค%3Q� 



-  ce  - 
 

   _`d.` �3��@�/�%#O�/��6�3�6�4#O�/�P$�4$/$N4�2#P5N2#/ P�$�4%�3��@�/�%# 
P�$Q�O/6�7�4%N2%6#N�9Q/ห4O�/��6�3�6�4#O�/�P$�4$N�O4�3�ห'3�2;�%/�%#�N4� N �4#O���4%�@�/�%#�/�ห�N/$�4� 

   _`d.a �3�23##�4N 9P/N�$O %N�P$�4$O'2O�/��6�3�6Q��4%%3�14ค/4##3P�ค��'/�"3$
�O4�24%2�N�0O'22%O4�ค/4#�%2ห�3��8�ค/4#25ค3��/��4%��6�3�6QหO�3��:ค'4�% P�$�4%�3�23##�4#7O���4%
�5N�6��4��?'2R#N�O/$�/N4 _ ค%3Q� P�$�2�3�%N/#�3��4%23##�4�7PN�7P$/�O/��3��O4�N�คP�P'$724%2�N�0 O'2#7�4%N�6�
/6�$4�%�4�"4$�/��7P#7�%22��4%�์�O4��4%%3�14ค/4##3P�ค��'/�"3$�O4�24%2�N�0#4�N4$�/�ค/4#%;O 
   _`d.b �6��%2�40�%2�423# 3��์ QหOค/4#%;ON�7P$/�3�O�/��6�3�6 Q�'3�1�2N�%O�ค/4#%;O 
ห%9/�O/%2/3�Q�%;�O���7P24#4%�N�O4Q�O'2�5R���6�3�6R�O�N4$ P�$#7�4%�%3�N�'7P$�N�%O�ค/4#%;O/$;NN2#/ 

   _`d.c %2�#�4%#72N/�%N/#O'2'�2;N"4ค��6�3�6�O/$�4%�5�3� �6��4# �%2N#6��' 
O'225%/�ค/4#�O/��4%�/��;OQ�O�4� 

   _`d.d QหO#7�4%2%O4�ค/4#�%2ห�3�N�7P$/�3�P�%O�%#R#N�%22�ค์�7 N 9P/QหON�O4ห�O4�7P
#7ค/4#%;Oค/4#N�O4Q�O'224#4%��O/��3���N/�R�OO'2QหO%3��%4��3Q��/���6�3�6N#9P/ �Nห�:P�%O�%#R#N�%22�ค์�7
/N4�O/��5N�6��4%/$N4�R% 

   _`d.e 2%O4�ค/4#%;Oค/4#N�O4Q�QหOO�N�;OQ�O�4�QหO�%2ห�3��8�Nห�:�4%�์�O4�ค/4##3P�ค�
�'/�"3$�7PN�6��8Q� O'22�4��4%�์�O4�ค/4##3P�ค��'/�"3$�7PR#N 8��%22�ค์ห%9/R#N/4�ค4�ค6� N 9P/QหO�;OQ�O�4�
��6�3�6�4#�P$�4$O'2O�/��6�3�6Q��4%%3�14ค/4##3P�ค��'/�"3$�/�ห�N/$�4� 

   _`d.f �;OQ�O�4��O/��%2ห�3�O'2��6�3�6�4#��ห#4$Q� N �7PR�O�%2�40Q�OQ��%2N�0R�$ 
%/#�3Q���%2N�7$��/��/��3 �� O'2�O/��'�%2ห/N4��%2N�0/$N4�Nค%N�ค%3� �3Q��7Qห4��;OQ�O�4�R#N��6�3�6�4#
��ห#4$�3��'N4/ �9//N4ค/4#�6��3Q�N�็�ค/4#�6�2N/��:คค'�8P��;OQ�O�4��2�O/�%3��6��/��N/ค/4#�6��7PN�6��8Q�N/� 

 

ห//   `g 

ห%O@#CPOล>ค/@/1?&(B �อ& 

(Duties and Responsibilities) 
 

 �O/ _`e ค/4#%3��6��/��/��;O�3�ค3��3��4�%�7�7P#7�4%'2N#6��4%��6�3�6�4#%2N�7$��7Q 
P�$N� 42Q��%�7%2��24%2�N�0ห%9/�O/#;'24%2�N�0N�6�ค/4#N27$ห4$ห%9//3��%4$Q� N /3�N�9P/�#4�4�
ค/4#�� %N/� '2N'$ ห%9/�N4�A��4%��6�3�6�4#%2N�7$��/��3 ��/N4�O/$�4%%3�14ค/4#�'/�"3$24%2�N�0
�/��/��3 �� ��3��7Q QหO�;O�3�ค3��3��42;�2:�Q� 9Q��7PO�N��3Q�N�O4ห�O4�7P%3��6��/��4%%3�14ค/4#�'/�"3$%2��
24%2�N�0�/�ห�N/$ P�$N�็��;O%3��6��/��4#%2N�7$���3��7Q �3Q��O4��4%/�ค/�ค:# �5�3��;O' �4%Q�O�4� 
�4%�%6ห4%ค/4#N27P$� ค/4#N27$ห4$ ห%9//3��%4$�7PN�6��8Q� P�$#7O�/�4���6�3�6�3��7Q 
   _`e._ QหOO�O�%4$�4��4%'2N#6��4#24$�4%�3�ค3��3��4QหOห�N/$Nห�9/ 

O'2ห�N/$�7PN�7P$/�O/��%4� 

   _`e.` 23P��4%2/�2/�ห4�3/�;O�%2�5�6�O'2�;O%3��6��/�P�$N%O/�7P2:� 

   _`e.a  6�4%�4O�OR��O/�� %N/�O'2�O/��3�#6QหONห�:�4%�์N�N��7Q/:�3�6�Q5/7� 

   _`e.b QหO 6�4%�423P��4%'�P�1�4�/6�3$�4#O���%%#N�7$#�ห4%ห%9/�5N�6�ค�7
�4#��ห#4$�N/�;O'2N#6� �;ON�7P$/�O/��3��4%'2N#6� O'2�;O%3��6��/�N#9P/#7�4%'2N#6� ห%9/R#N��6�3�6�4#%2N�7$��7Q 
�2P�$N���4ห%9/R#NN���4 O'2�4%'2N#6��3Q��2N�6�ค/4#N27$ห4$ห%9/$3�R#NN�6�ค/4#N27$ห4$�N/�4�%4��4%�O�4# 



-  cf  - 
 

 �O/ _`f ค/4#%3��6��/��/�ห�N/$�4��7P%3��6��/�%2��24%2�N�0 N#9P/R�O%3�O�O�/N4 

R�ON�6��4%'2N#6��4%%3�14ค/4#�'/�"3$ QหO2N/�%4��4%N�O4�/�%2��24%2�N�0�5N�6��4%�3��7Q 
    _`f._  6�4%�4/N4�O/#;'24%2�N�0 N/�24%�%%#/6�7�O/#;'�N4� N �%2#/''3� 
ห%9/%ห32�N4��7P�5N�็�Q��4%Q�O Nค%9/�N4$29P/24%�O/#;'24%2�N�0#7�'�%2���%2N�9/�ห%9/N�6�N27$ห4$/$N4�Q�ห%9/R#N 
    _`f.` ��3�ค/4#N27$ห4$�7PN�6��8Q�ห%9/ค4�/N4�2N�6��8Q��4��4%'2N#6�P�$�3��7 
Q��4%�7Q/4��2�O/��5N�6��4%O�OR�N�'7P$�O�'�O���4�O'2/6�7��6�3�6 %O/#�3Q��ั��3$�N4� N �7PN�7P$/�O/��4#�7P NหO�2#ค/% 
 �O/ _`g ค/4#%3��6��/��/��;OQ�O�4��N/%2N�7$���3��7Q#7�3��7Q 
  _`g._ ��6�3�6�4#%2N�7$�1 /$N4�Nค%N�ค%3� O'2�O/�R#N'2N'$�N/ห�O4�7P 
ค/4#%3��6��/��/���N/� 
  _`g.` R#NN�O4�8� N�>�N�$ N�'7P$�O�'� O�OR� ห%9/�5'4$P�$R#NR�O%3�/�:�4� 
ห%9/�5QหON27$ห4$�N/%2��ค/# 6/N�/%์O'2Nค%9/�N4$�/��/��3 �� 

  _`g.a R#N%��/�ห%9/O�%�O���4%29P/24%�O/#;'Q�Nค%9/�N4$ค/# 6/N�/%์�/��/��3 �� 

  _`g.b %4$�4�Nห�:�4%�์ค/4#N27P$� �:�/N/� ห%9/Nห�:�4%�์�O4�ค/4##3P�ค��'/�"3$
�7P �R�$3��;O�3�ค3��3��4O'2�;O%3��6��/�%2��24%2�N�0P�$N%O/�7P2:� 

 �O/ _a^ Q��%�7�7P�4%'2N#6��4%%3�14ค/4#�'/�"3$N�6��'�%2���%2N�9/�N27$ห4$
/$N4�%O4$O%�QหO/$;NQ��:' 6�6��/��/��;O�3�ค3��3��424#4%�O�OR�N�'7P$�O�'�O���4�O'2/6�7��6�3�6  
ห4��5N�็�QหO%4$�4�ห�N/$Nห�9/R�O�4#ค/4#Nห#422# 

 �O/ _a_ QหO2N/�%4��4%�7P#70;�$์24%2�N�0ห%9/0;�$์�%%#/6�7�O/#;'/3�P�#3�6/$;NQ�23��3� 
24#4%�//�%2N�7$��'7�$N/$R�OP�$R#N�3��N/%2N�7$��7Q 
 

ห//  a^  
ห%N/0Pค1�21O@�พEQ%�@%2Aค?ญ#@�2@12%N#0 �อ� #&. 

(Critical Information Infrastructure : CII) 
N1E่อ� �@1�?��A#1>/วลO!ว�@�#�B"?�B 

 

 Q��@�>�CP�/��? ��ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0 (CII) �O@�ค/@##?P�ค��/��%>N�0
P�$�Aห��QหO �%#$F���@%�ห@%�� �%#�@%�ห@%2EP/2@% O'>0G�$์R�N�/%์�/��? �� N�็�ห�N/$ห�N/$�@�%?��B��/�
Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0 (CII) �/��/��? �� O'>�O/���B�?�B�@# %>%@��?��?�B�@%%?�1@ค/@##?P�ค�
�'/�"?$R�N�/%์  .0. `cd` P�$�?��A�%>#/'O�/�@���B�?�BO'>�%/�#@�%�@��O@��@%%?�1@ค/@##?P�ค�
�'/�"?$R�N�/%์/?�N�็��O/�Aห���?Q��PAQ��@%�AN�B��@%�O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ %/#�?Q�
�Aห��#@�%�@%Q��@%�%>N#B�ค/@#N2CP$��@%�/�2�/�O'>%?�#E/�?�"?$คF�ค@#�@�R�N�/%์ N#EP/#C"?$คF�ค@#�@�R�N�/%์ 
ห%E/Nห�F�@%�์�CP2N��'�%>��ห%E//@��N/QหON�B��'�%>��ห%E/ค/@#N2C$ห@$/$N@�#C�?$2Aค?�ห%E//$N@�%O@$O%�
�N/%>��2@%2�N�0�/��%>N�0 N EP/QหO�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์��B�?�BR�O/$N@�%/�N%O/ #C�%>2B��B"@ 
O'>N�็�R�Q��B0�@�N�C$/�?� 2/�ค'O/��?�#@�%�@�2@�'O'>N�็�R��@# <�%>�@0ค�>�%%#�@%�A�?��GO'
�O@�ค/@##?P�ค��'/�"?$R�N�/%์ N%EP/� �%>#/'O�/�@���B�?�BO'>�%/�#@�%�@��O@��@%%?�1@ค/@##?P�ค�
�'/�"?$R�N�/%์ 2Aห%?�ห�N/$�@��/�%?�O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0  .0. ̀ cdb= 2%F�R�O�?��CQ 



-  cg  - 
 

  �O/ _a` �@%�?��A�%>#/'O�/�@���B�?�B#C/�ค์�%>�/� a 2N/� �?��CQ  
     _a`._ O���@%�%/�2/��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ 

     _a`.` �@%�%>N#B�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์  
     _a`.a O���@%%?�#E/"?$คF�ค@#�@�R�N�/%์ 
 

0Nว!�C่ _ O$!�@1�1ว�0อ"�O@!�@11?�/@คว@//?่!ค�#ลอ�.?0ไซN"อ1์ 

O!ว#�B"?�B 
 

 �O/��?�QหO#C�@%�%/�2/��O@�ค/@##?P�ค��'/�"?$R�N�/%์P�$�GO�%/�2/��O@�ค/@##?P�ค��'/�"?$
2@%2�N�0 �?Q�P�$�GO�%/�2/�"@$Q� ห%E/P�$�GO�%/�2/�/B2%>"@$�/� /$N@��O/$�?'> _  (ห�DP�) ค%?Q�  
P�$#C�/�N���/��@%�%/�2/��?��CQ 
 _._ �%>�/��@%�?��AO'>�'�@%/BNค%@>ห์�'�%>���@��F%�B� (Business Impact Analysis: BIA) 

 _.` �%B�@%�CP2Aค?��CPห�N/$�@��/�%?� O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0N�็�N�O@�/�
O'>Q�O�%B�@% �@#�'�@%/BNค%@>ห์Q��O/ (_._) 
 _.a �@%��B�?�B�@# %>%@��?��?�B�CQ O'>�%>#/'O�/�@���B�?�B�CQO'>ห'?���B�?�BQ� N �CPN�CP$/�O/�
�?��%>#/'O�/�@���B�?�B #@�%�@��@%��B�?�B�@� O'>�CPค�>�%%#�@%�%>�@0�Aห�� 
 

0Nว!�C่ ` �@1#1>N/B!คว@/N0C่0��O@!�@11?�/@คว@//?่!ค�#ลอ�.?0ไซN"อ1์ 

O!ว#�B"?�B 
 

 N EP/QหOห�N/$�@��/�%?� O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�02@#@%��%>N#B� 
ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์R�O/$N@�#C�%>2B��B"@ O'>�N/N�EP/�  ห�N/$�@��/�%?� 
O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0�O/��Aห���P$�@$�@%�%Bห@%ค/@#N2CP$��O@��@%%?�1@ 
ค/@##?P�ค��'/�"?$R�N�/%์ �@#�CP%>�FR/OQ��P$�@$�%Bห@%�?��@%�CPN�CP$/�?��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์
2Aห%?�ห�N/$�@��/�%?� O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0QหOค%/�ค'F# N%EP/�Pค%�2%O@�/�ค์�%
O'>���@�ห�O@�CP�/��GO�CPN�CP$/�O/�Q��@%�%Bห@%ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค�  �'/�"?$R�N�/%์ O'>
�O/��A�P$�@$�?��'N@/#@�?��A%>N�C$�/B�C��B�?�BO'>�%>�/��@%Q��@%�%Bห@% ค/@#N2CP$��O@��@%%?�1@
ค/@##?P�ค��'/�"?$R�N�/%์�/�ห�N/$�@��/�%?� O'>ห�N/$�@�Pค%�2%O@� EQ��@� 2Aค?��@�2@%2�N�0  
P�$�O/��?�QหO#C�@%�%>N#B�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ /$N@��O/$�?'> _ (ห�DP�) ค%?Q� 
�O/��%>�/��O/$%@$'>N/C$�/$N@��O/$ �?��N/R��CQ 
 `._ �@%�%>N#B�ค/@#N2CP$� (Risk Assessment) 
  `._._ �@%%>�Fค/@#N2CP$� (Risk Identi昀椀cation) �O/�%>�F�D�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค�
�'/�"?$R�N�/%์ �DP�%/#�D�ค/@#N2CP$� �@�"?$คF�ค@#�@�R�N�/%์ O'>�N/�Pห/N�N@� N P�$ค/@#N2CP$��?��'N@/
/@�#C2@Nห�F #@�@��%>�/��@% ��B�?�B�@� %>���@� �Fค'@�% ห%E/�ั��?$"@$�/� 

  `._.` �@%/BNค%@>ห์ค/@#N2CP$� (Risk Analysis) �O/�N�O@Q�O'>/BNค%@>ห์ค/@#N2CP$��O@��@%%?�1@
ค/@##?P�ค��'/�"?$R�N�/%์ N EP/ห@ O�/�@�Q��@%�?��@%ค/@#N2CP$��CPNห#@>2# 

  `._.a �@%�%>N#B�คN@ค/@#N2CP$� (Risk Evaluation) �O/��%>N#B��D�P/�@2�CPค/@#N2CP$� 
�O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์�>N�B��DQ� O'>�'�%>���N/�@%��B�?�B�@�O'>�@%�AN�B��F%�B� 
%/#�D��Aห��%>�?�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค� �'/�"?$R�N�/%์�CP$/#%?�R�O (Risk Appetite) 
 



-  d^  - 
 

 `.` �@%�?��@%ค/@#N2CP$� (Risk Treatment) �O/�#CO�/�@��?��@% ค/�คF# O'>�O/��?�ค/@#N2CP$�
�CPNห#@>2#2/�ค'O/��?��'�@%�%>N#B� ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ N EP/QหOค/@#N2CP$� 
�CPNห'E//$GN (Residual Risk) /$GNQ�%>�?�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์�CP$/#%?�R�O  
P�$�O/�คA�D��D�ค/@#2#�F'%>ห/N@� �O��F�Q��@%�O/��?�ค/@#N2CP$�O'>�'�%>P$��์�CPค@�/N@�>R�O%?� �/��@��CQ
�O/��Aห���?��C�CQ/?�ค/@#N2CP$��CP2Aค?� (Key Risk Indicator : KRI) �O@��@%%?�1@ ค/@##?P�ค��'/�"?$R�N�/%์ 
�CPN�CP$/�O/��?��@%�AN�B��F%�B� QหO2/�ค'O/��?�ค/@#2Aค?��/�ค/@##?P�ค� �'/�"?$R�N�/%์O�N'>�@� N EP/Q�O�B��@#
O'>���/�ค/@#N2CP$� 
 `.a �@%�B��@#O'>���/�ค/@#N2CP$� (Risk Monitoring and Review) �O/�#C�%>�/��@%�CP#C
�%>2B��B"@ Q��@%�B��@# O'>���/�ค/@#N2CP$��O@��@%%?�1@ ค/@##?P�ค��'/�"?$R�N�/%์ N EP/QหO/$GN"@$Q�O
%>�?�ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ �CP$/#%?�R�O�CP�Aห��R/O 
 `.b �@%%@$�@�ค/@#N2CP$� (Risk Reporting) �O/�%@$�@�%>�?�ค/@#N2CP$�O'>�'�@%�%Bห@%ค/@#N2CP$�
�O@��@%%?�1@ค/@##?P�ค��'/�"?$ R�N�/%์�N/ค�>�%%#�@%�/�ห�N/$�@��CPR�O%?�#/�ห#@$N�็��%>�A N�N� 
�@#%/��@%�%>�F#�/�ค�>�%%#�@% �/�ห�N/$�@��CPR�O%?�#/�ห#@$ �?Q��CQ �O/����/�%>N�C$�/B�C��B�?�B
O'>�%>�/��@%�%Bห@%ค/@#N2CP$��O@��@%%?�1@ค/@##?P�ค� �'/�"?$R�N�/%์ /$N@��O/$�?'> _ (ห�DP�) ค%?Q� 
O'>�F�ค%?Q��CP#C�@%N�'CP$�O�'�/$N@�#C�?$2Aค?� N�N� �%�C�CP#C �@%N�'CP$�O�'��/�%>��ค/@##?P�ค��'/�"?$R�N�/%์ 
ค/@#N2CP$� #@�%�@�2@�' /$N@�#C�?$2Aค?� N�็��O� 
 

0Nว!�C่ a O$!�@11?"/Eอ.?0คF�ค@/�@�ไซN"อ1์ 

O!ว#�B"?�B 
 

 a._ �O/��?��AO���@%%?�#E/"?$คF�ค@#�@�R�N�/%์ (Cybersecurity Incident Response Plan) 

�CP�Aห��/N@ค/%�/�2�/��N/Nห�F�@%�์�CPN�CP$/�?�ค/@##?P�ค��'/�"?$R�N�/%์/$N@�R% P�$O���@%%?�#E/   

"?$คF�ค@#�@�R�N�/%์�O/�#C%@$'>N/C$��?��N/R��CQ 
  a._._ Pค%�2%O@��C#%?�#E/Nห�F�@%�์�CPN�CP$/�?�ค/@##?P�ค��'/�"?$R�N�/%์ (Cyber Incident 

Response Team : CIRT) %/#�D����@�O'>ค/@#%?��B��/��CP�Aห��R/O/$N@��?�N���/�2#@�B�Q��C#O�N'>ค�
O'>%@$'>N/C$��@%�B��N/ 
  a._.` Pค%�2%O@��@%%@$�@�Nห�F�@%�์ (Incident Reporting Structure) �DP��Aห��/N@ห�N/$�@��/�%?� 
O'>ห�N/$�@�Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0�>��B�?�B�@#"@%>ห�O@�CP Q��@%%@$�@�"@$Q�O %>%@��?��?�B 
O'>��ห#@$$N/$Q� N �CP�A�DQ�"@$Q�O��ห#@$�?��'N@/ �'/��� "@%>ห�O@�CPQ��@%%@$�@�"@$Q�O��ห#@$ 
O'>�O/�Aห���O@���%>N�C$��CPN�CP$/�O/��?�Pค%�2%O@� EQ��@� 2Aค?��@�2@%2�N�0 
  a._.a N���์O'>�?Q��/�Q��@%N%C$�Q�O�@� (Activate) �@%�/�2�/��N/Nห�F�@%�์O'> CIRT 

  a._.b �?Q��/��A�?��/�N�� (Containment) �'�%>���/�Nห�F�@%�์�CPN�CP$/�?�ค/@##?P�ค�
�'/�"?$R�N�/%์ 
  a._.c �@%N%C$�Q�O�@��%>�/��@%�GOคE� (Recovery Process) 

  a._.d �?Q��/�Q��@%2/�2/� (Investigate) 2@Nห�FO'>�'�%>���/�Nห�F�@%�์ 
 a._.e �?Q��/��@%N�O�%?�1@ห'?��@� (Preservation of Evidence) �N/�N%BP#�%>�/��@%�GOคE� 

�DP�%/#�D��@%R�O#@�/��?��D��@%$D�ห'?��@�ค/# B/N�/%์�CPR�O#@ห%E//F��%�์/EP� N N EP/2�?�2�F��@%2/�2/� 
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 a._.f %>N�C$�/B�C�@%#C2N/�%N/# (Engagement Protocols) �?��Fคค'"@$�/� ห%E/O�/��B�?�B 
�@%�%Bห@%�?��@%�Fคค'"@$�/� �DP�%/#�D�%@$'>N/C$��@%�B��N/ �?//$N@�N�N� �GO�@$2Aห%?��%B�@%�O@��B�B/B�$@0@2�%์/
�@%�GOคE�O'>�@%�?�ค?�Q�O��ห#@$N EP/�AN�B�ค�C 
 a._.g �%>�/��@%���/�ห'?��@%�AN�B��@% (After-Action Review Process) N EP/%>�F 
O'>O�>�AQหO�%?��%F��@%�AN�B��@%N EP/�O/��?��@%N�B��QA 
 a.` �O/��%/�2/�QหOO�NQ�/N@O���@%%?�#E/"?$คF�ค@#�@�R�N�/%์R�O%?��@%2EP/2@%/$N@�#C�%>2B��B�' 

R�$?��Fค'@�%�CPN�CP$/�O/��?Q�ห#��CP2�?�2�F��%B�@%2Aค?��/�ห�N/$�@��/�%?�O'>ห�N/$�@�Pค%�2%O@� EQ��@� 

2Aค?��@�2@%2�N�0 
 a.a �O/����/�O���@%%?�#E/"?$คF�ค@#�@�R�N�/%์ /$N@��O/$�?'> _ (ห�DP�) ค%?Q� P�$�?�O�N/?��CP
O��R�O%?��@%/�F#?�B 
 a.b �O/����/�O���@%%?�#E/"?$คF�ค@#�@�R�N�/%์ N#EP/#C�@%N�'CP$�O�'�/$N@�#C�?$2Aค?�Q�2"@ O/�'O/#
�@%��B�?�B�@%�@�R�N�/%์�/��%B�@%�CP2Aค?��/�ห�N/$�@��/�%?�O'>ห�N/$�@� Pค%�2%O@� EQ��@�2Aค?��@�2@%2�N�0 
ห%E/�O/�Aห��Q��@%�/�2�/��N/Nห�F�@%�์�CPN�CP$/�?�ค/@##?P�ค��'/�"?$R�N�/%์ 
 

N1E่อ� �1อ"/@�1�@!�O@!�@11?�/@คว@//?่!ค�#ลอ�.?0ไซN"อ1์ 
 

 
 

 �@#�%>�@0ค�>�%%#�@%�A�?��GO'�O@�ค/@##?P�ค��'/�"?$R�N�/%์ N%EP/� �%>#/'O�/�@���B�?�B
O'>�%/�#@�%�@��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์2Aห%?�ห�N/$�@��/�%?�O'>ห�N/$�@�Pค%�2%O@�
 EQ��@�2Aค?��@�2@%2�N�0  .0. `cdb P�$�O/��AN�B��@%O'>�?��A�@#�%/�#@�%�@��DP��%>�/�R��O/$  
d ห?/�O/ห'?� (�?�%G�) �?��CQ 
 �Oอ _ Identify : �@%%>�Fค/@#N2CP$��CP/@��>N�B��DQ�O�Nค/# B/N�/%์ �O/#G'ค/# B/N�/%์ %>��ค/# B/N�/%์ 

�O/#G'/EP��CPN�CP$/�O/��?�%>��ค/# B/N�/%์ �%? $์2B�O'>�C/B�%N@��@$�/��Fคค' R�OO�N 
  _._ �@%�?��@%�%? $์2B� (Asset Management) 

  _.` �@%�%>N#B�ค/@#N2CP$�O'>�'$F��์Q��@%�?��@%ค/@#N2CP$� (Risk Assessment and Risk 

Management Strategy) 

  _.a �@%�%>N#B��N/�Pห/NO'>�@%��2/�N�@>%>�� (Vulnerability Assessment and Penetration Testing) 

  _.b �@%�?��@%�GOQหO�%B�@%"@$�/� (Third Party Management) 
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 �Oอ ` Protect : #@�%�@%�O/��?�ค/@#N2CP$��CP/@��>N�B��DQ�R�OO�N 
  `._ �@%ค/�คF#�@%N�O@�D� (Access Control) 

  `.` �@%�AQหO%>��#Cค/@#O�O�O�%N� (System Hardening) 

  `.a �@%N�EP/#�N/%>$>R�' (Remote Connection) 

  `.b 2EP/N�O��O/#G'O���/�R�O (Removable Storage Media) 

  `.c �@%2%O@�ค/@#�%>ห�?�%GO�O@�ค/@##?P�ค��'/�"?$R�N�/%์ (Cybersecurity Awareness) 

  `.d �@%O�N��ั��O/#G' (Information Sharing) 

 �Oอ a Detect : #@�%�@%�%/�2/�O'>N�O@%>/?�"?$คF�ค@#�@�R�N�/%์ R�OO�N �@%�%/�2/�  
O'>N�O@%>/?�"?$คF�ค@#�@�R�N�/%์ (Cyber Threat Detection and Monitoring) 

 �Oอ b Respond : #@�%�@%N��B�Nห�FN#EP/#C�@%�%/� �"?$คF�ค@#�@�R�N�/%์ R�OO�N 
  b._ O���@%%?�#E/"?$คF�ค@#�@�R�N�/%์ (Cybersecurity Incident Response Plan) 

  b.` O���@%2EP/2@%Q�"@/>/B�&� (Crisis Communication Plan) 

  b.a �@%�@��O/#ค/@##?P�ค��'/�"?$R�N�/%์ (Cybersecurity Exercise) 

 �Oอ c Recover : #@�%�@%%?�1@O'>!A้�!Gค/@#N2C$ห@$�CPN�B��@�"?$คF�ค@#�@�R�N�/%์ P�$�O/��AN�B��@%
�@#�%/�#@�%�@��@%%?�1@O'>!A้�!Gค/@#N2C$ห@$�CPN�B��@�"?$คF�ค@#�@�R�N�/%์ (Cybersecurity 

Resilience and Recovery 

 �Oอ d Govern : #@�%�@%�@%�A�?��GO' R�OO�N �@%/@��P$�@$ค/�คF# (Govern)  B�@%�@ค/@#N2CP$�
�/�/�ค์�%, �'�%>��ห@�N�B�"?$R�N�/%์ O'>N�O@ห#@$�/��@%%?�1@ค/@#�'/�"?$R�N�/%์�/�ห�N/$ 

 

ห//   a_ 

Nอ�2@1อO@�อB� 
(Reference) 

 

  _.  %>%@��?��?�B�O/#G'�N@/2@%�/��@�%@��@%  .0. `cb^ 

  `. %>N�C$�/N@�O/$�@%%?�1@ค/@#'?��/��@�%@��@%  .0. `cbb 

  a.  %>%@��&1�C�@�Aห��ห'?�N���์O'>/B�C�@%Q��@%�A�F%�%%#�@�/BN'O��%/�B�2์"@ค%?� 
 .0. `cbg 

  b.  %>%@��?��?�B�@%�%>�Aค/@#�B�N�CP$/�?�ค/# B/N�/%์  .0. `cc^ 

  c. �%>�@0�%>�%/�N�คP�P'$C2@%2�N�0O'>�@%2EP/2@% N%EP/� ห'?�N���์�@%N�O�%?�1@�O/#G'
�%@�%�@�ค/# B/N�/%์�/��GOQหO�%B�@%  .0. `cc^ 

  d. %>N�C$��/��? ��/N@�O/$ค/@#%?��B��/�Q�2BP�/F��%�์  .0. `ccc 

  e.  %>%@��?��?�B�@%��%>�Aค/@#�B�N�CP$/�?�ค/# B/N�/%์  .0. `cd^ (��?��CP `) 
  f.  %>%@��?��?�B�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์  .0. `cd` 

  g.  %>%@��?��?�BคFO#ค%/��O/#G'2N/��Fคค'  .0. 2562 

  _^. %>N�C$��/��? ��/N@�O/$�@%%?�1@ค/@#�'/�"?$�/��? ��  .0. `cda 

  __.  %>%@��Aห��/N@�O/$�@%�%>�F#�N@�2EP//BN'O��%/�B�2์  .0. cada 
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  _`. �%>�@0�%>�%/��B�B�?'N EP/N0%1��B�O'>2?�ค# N%EP/� #@�%�@��@%%?�1@ค/@##?P�ค�
�'/�"?$�/��@%�%>�F#�N@�2EP//BN'O��%/�B�2์  .0. `cda 

  _a. %>N�C$�2A�?��@$�%?�#��%C/N@�O/$�@�2@%�%%� ��?��CP b  .0. `cdb 

  _b.  %>%@��?��?�B�@%��B�?�B%@��@%�@�/BN'O��%/�B�2์  .0. `cdc 
  _c. �%>�@0ค�>�%%#�@%�A�?��GO'�O@�ค/@##?P�ค��'/�"?$R�N�/%์ N%EP/� �%>#/'O�/�@���B�?�B
O'>�%/�#@�%�@��O@��@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ 2Aห%?�ห�N/$�@��/�%?�O'>ห�N/$�@�Pค%�2%O@� EQ��@�
2Aค?��@�2@%2�N�0  .0. `cdb 

  _d. �%>�@0ค�>�%%#�@%�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์OหN��@�B N%EP/� �P$�@$
O'>O����B�?�B�@%/N@�O/$�@%%?�1@ค/@##?P�ค��'/�"?$R�N�/%์ ( .0. `cdc - `ce^) 
  _e.  %>%@��Aห��#@�%�@%�O/��?�O'>�%@��%@#/@��@�%%#�@�N�คP�P'$C  .0. `cdd 
 

 �3Q��7Q  �3Q�O�N�3��7QN�็��O�R� 

 

 

    �%2�40   �   /3��7P      N�9/�  &1"4ค#  .0. `cde 
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